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Router

E0/0/1-

E0/0/24
S0/2

SWB

S0/2

PCA

—. EEF
1. ®BEK
3 & H5E DCR-2626
2 &3%i#, DCRS-5650-28

3 & PCHJX

2. 1P IR X

| RC




S0/2 202.106.1.2/28
FO/0 192.168.1.1/24
FO/3 192.168.10.254/24
RB
S0/1 210.216.1.2/28
S0/2 202.106.1.1/28
FO/0 10.1.1.1/24
RA
S0/1 210.216.1.1/28
FO/0 192.168.2.2/24
SWA
VLAN100 0/0/24 10.1.1.2/24
VLAN20 0/0/1-5 10.1.10.254/24
VLAN30 0/0/6-10 10.1.20.254/24
SWB
VLAN100 0/0/23 192.168.2.1/24
VLAN200 0/0/24 192.168.1.2/24
PCA 192.168.10.1/24
PCB 10.1.10.1/24
PCC 10.1.20.1/24
3. FcEER

A IZRREE VLAN RIEHECE VLAN LIKIROXIS
B. RIBSCIGHFNEMERSMRE.

C. IXERIP RIEMECERARZIRZER] IP,

D. RIEHEBEEKEERSE

—_— N
. AEENX
1. RB 5 RA Z|BJBCE ipsec vpn :
A. RA 5RB ZE IKE FR LB ENMES ;
B. IKE 5E&KHA md5 hash &% ;
C. transform-set ( #MXESHaLE ) BFRA lin , IIZEEIESTA : ah-sha-hmac,
esp-des , #£=Z3A/9 : 1234567
INZEZ RS RHA TR R S ERBRRYAAp AR 86400 70
2. RA 5 RB Z/EJBCE ppp 1Y :

SRFA chap TAIE , [BF AAA A5, AHOAGE ;

RB 5 RC Z|&JECE ppp X :




JL

Ul

KA pap IATE , RERUEIAE , FEF AAA IGIEVi %, AL,
AFe1F PCC 1] PCA
A AIEERIRE CHTERE
B, IRBIEFRIRE ACL H(TRE.

. ¥ PCB 55 PCC ##17 MAC HBHH455E -

A. f PCB 5 PCC #EIEthim O 2FTiZE(E FH PCC FmEZATROEM PCHL
EZ L WTREE.

. EMECE RIP v2 EREHMY , (FEMBEBBEIE
: ﬁHﬁEQEEI

FrE#uEBEIRSi@id SWA-RB-RA-SWB-RC B84 ;
B. SWA-RB-RC BELAEATTRELRE.

LeIE RS

\

. BREREXH

Show running-config H{RECE 2 & 1EHR

. BOUF VPN %2

BEEFMRERRRR  NRIEH  WSHNBERFER  E4ER , =8
sh crypto isakmp sa

EEF_NERERRRR  RIER  USHIEERFER  FARBIIREESIA
IHER— —EW , &AEHR , U=EE

sh crypto ipsec sa

BEFMERIEERIER

debug crypto isakmp

BEER_MBREENER

debug crypto ipsec

. BOUF PPP &z

B%E PPP EENE  ACEE  SUIERRINR | AR RSHEER
NIEHER.

Show ppp status

B%F PPP fBAIEETE , RHIEERIEIRE , NRAINSEIDAEAFERAET
EE , BNNAFIAL.

Debug ppp authentication

. BEEENEE

BEERRHEER  EEFIENKH



1. IPSCE VPN =B EITF

A. RB LHEHEEHIFIZE ;

B. BcEIRE ;

C. GUEERRRE ;

D. BCEINZMEIE  BRIZEEHFIZER TRk |, RIERHITSIA ;
E. BRE4FE3IimOL, RANESESES RB E—5,

2. IPSEC IKE FahEEOAFTE

3. crypto map EFHRSEO_ ENANEFT—H

4. match address [FSHNEFIRESIER , FEAIXINAY ACL FIREER

5. AE=EEH LERCE RIP BENE , EEREEFREBNEE

6. RASRB i CHAP , £E;FE CHAP N=)IEF , PR EINIE. BT
AAA IATE

7. HEHRIP FEEZEEME. 2R RIP A

8. mOYEILUERKROZES AM | isOLREFLUERERSSHNE AP LR
SimORe

9. ECERMIBSHMFESEIIGIIFER  sEFREBNEaLL , E#57 route-map &
EfEBT~—Bk , FERAMRS AR IFRIEI5I% | &REgEE iz L.

10. ECESRRRERH/T , MR SWB 22#aH)l, , i£= SWB EiA SWA @ ORIBkEE—E
FFLAM PCA Zlik SWA B930S SWB FIEUBRIZEE I D Ek RANEKA
1k SWBIAJ9 SWB-RC-RB-SWA iX £ ERHIBKEIEL, SWB-RA-RB-SWA RIBKEK |,
FINFE RC R B EEERE.

\
. HEES®E
RA B&EHES :

Show ip route

BE rip BEMCAT | sEBERIAMERIRAFER
Show ip rip protocol

A7 PC _LfEA Ping Ap<it THEESiE @ ERTIIAL.

. IO SRER IR

A]{#EF show running-config #{TECEEER , BoJf§EF taceroute @S 7E PC H1
TR , EIERSEER E EKPRLISHTIRAR , EAERNSERI—F
&%, (WAEEMNEBRIRHET )

TEMERIREZ _ ERTLAMERD tracert s S THURIRHNEE.

S-===
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sho run

IEEERECE..

HRIkcE:
!
Iversion 1.3.3F
service timestamps log date
service timestamps debug date
no service password-encryption
!
hostname RA
!
!
gbsc group default
!
!
aaa authentication ppp for_chap local
!
username RB password 0 123456
crypto isakmp key 1234567 210.216.1.2 255.255.255.255
!
!
crypto isakmp policy 10
hash md5
!
crypto ipsec transform-set lin
transform-type ah-sha-hmac esp-des
!
crypto map lin2 10 ipsec-isakmp
set peer 210.216.1.2
set security-association lifetime seconds 86400
set transform-set lin
match address for_vpn
!
!
interface FastEthernet0/0
ip address 192.168.2.2 255.255.255.0
no ip directed-broadcast
!
interface FastEthernet0/3
no ip address

no ip directed-broadcast
!



interface Serial0/1
ip address 210.216.1.1 255.255.255.240
no ip directed-broadcast
crypto map lin2
encapsulation ppp
ppp authentication chap for_chap
ppp chap hostname RA
physical-layer speed 64000

!
interface Serial0/2
no ip address
no ip directed-broadcast
!
interface Async0/0
no ip address
no ip directed-broadcast
!
!
router rip
version 2
no auto-summary
network 210.216.1.0 255.255.255.240
network 192.168.2.0 255.255.255.0
!
!
ip access-list extended for_vpn
permit ip any any
!
!
RA#

RB FEHEHES :
sho run

IFTEWEERCE.

HRIfCE:

!

Iversion 1.3.3F

service timestamps log date
service timestamps debug date

no service password-encryption
!



hostname RB
!
!
gbsc group default
!
!
aaa authentication ppp for_ppp local
!
username RA password 0 123456
!
crypto isakmp key 1234567 210.216.1.1 255.255.255.255
!
!
crypto isakmp policy 10
hash md5
!
crypto ipsec transform-set lin
transform-type ah-sha-hmac esp-des
!
crypto map lin2 10 ipsec-isakmp
set peer 210.216.1.1
set security-association lifetime seconds 86400
set transform-set lin
match address for_vpn
!
!
interface FastEthernet0/0
ip address 10.1.1.1 255.255.255.0
no ip directed-broadcast
ip policy route-map for_rmap
!
interface FastEthernet0/3
no ip address
no ip directed-broadcast
!
interface Serial0/1
ip address 210.216.1.2 255.255.255.240
no ip directed-broadcast
crypto map lin2
encapsulation ppp
ppp authentication chap for_ppp
ppp chap hosthname RB
physical-layer speed 64000



I
interface Serial0/2
ip address 202.106.1.1 255.255.255.240
no ip directed-broadcast
encapsulation ppp
ppp authentication pap for_ppp
ppp pap sent-username RB password 0 123456
physical-layer speed 64000
I
interface Async0/0
no ip address
no ip directed-broadcast
I
!
router rip
version 2
no auto-summary
network 210.216.1.0 255.255.255.240
network 202.106.1.0 255.255.255.240
network 10.1.1.0 255.255.255.0
I
I
ip access-list extended for_vpn
permit ip any any
I
I
route-map for_rmap 10 permit
match ip address for_vpn
set ip next-hop 210.216.1.1
I
I
RB#

RC E&FHES :

sho run
EEWERE. ..

SRikcE:

!

Iversion 1.3.3F

service timestamps log date
service timestamps debug date
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no service password-encryption
!
hostname RC
I
!
gbsc group default
!
!
aaa authentication ppp for_pap local
!
username RB password 0 123456
!
!
interface FastEthernet0/0
ip address 192.168.1.1 255.255.255.0
no ip directed-broadcast
ip access-group for_acl in
!
interface FastEthernet0/3
ip address 192.168.10.254 255.255.255.0
no ip directed-broadcast
ip policy route-map for_rmap
!
interface Serial0/1
no ip address
no ip directed-broadcast
!
interface Serial0/2
ip address 202.106.1.2 255.255.255.240
no ip directed-broadcast
encapsulation ppp
ppp authentication pap for_pap
!
interface Async0/0
no ip address
no ip directed-broadcast
!
!
router rip
version 2
no auto-summary
network 202.106.1.0 255.255.255.240
network 192.168.1.0 255.255.255.0
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network 192.168.10.0 255.255.255.0

!

!

ip access-list standard for_acl
deny 10.1.20.0 255.255.255.0
permit any

!

!

route-map for_rmap 1 permit
match ip address for_acl
set ip next-hop 192.168.1.2

!

!

RC#
SWA 31,
sho run

|
no service password-encryption
!

hostname SWA

!

vlan 1
I

vlan 20

!

vlan 30

!

vlan 100

!

!

Interface Ethernet0/0/1
switchport access vlan 20
switchport port-security
switchport port-security mac-address aa-bb-cc-dd-ee-ff

!

Interface Ethernet0/0/2
switchport access vlan 20

!

Interface Ethernet0/0/3
switchport access vlan 20

|

Interface Ethernet0/0/4
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switchport access vlan 20

!

Interface Ethernet0/0/5
switchport access vlan 20

!

Interface Ethernet0/0/6
switchport access vlan 30
switchport port-security
switchport port-security lock
switchport port-security mac-address aa-aa-aa-aa-aa-aa

!

Interface Ethernet0/0/7
switchport access vlan 30

!

Interface Ethernet0/0/8
switchport access vlan 30

!

Interface Ethernet0/0/9
switchport access vlan 30

!

Interface Ethernet0/0/10

switchport access vlan 30

I

Interface Ethernet0/0/11
I

Interface Ethernet0/0/12
I

Interface Ethernet0/0/13
I

Interface Ethernet0/0/14
I

Interface Ethernet0/0/15
I

Interface Ethernet0/0/16
I

Interface Ethernet0/0/17
I

Interface Ethernet0/0/18
I

Interface Ethernet0/0/19
I

Interface Ethernet0/0/20
!
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Interface Ethernet0/0/21
I

Interface Ethernet0/0/22
I

Interface Ethernet0/0/23

I

Interface Ethernet0/0/24
switchport access vlan 100
I

Interface Ethernet0/0/25
I

Interface Ethernet0/0/26
I

Interface Ethernet0/0/27
I

Interface Ethernet0/0/28

!

interface Vlan20

ip address 10.1.10.254 255.255.255.0
!

interface Vlan30

ip address 10.1.20.254 255.255.255.0
!

interface Vlan100

ip address 10.1.1.2 255.255.255.0

!

router rip

network 10.1.1.0/24

network 10.1.10.0/24

network 10.1.20.0/24

!

no login

!

end

SWA#

SWB ZZ#&Af

sho run
I

no service password-encryption
!

hostname SWB
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!

vlan 1

I

vlan 100
I

vlan 200
I

Interface Ethernet0/0/1
!
Interface Ethernet0/0/2
I

Interface Ethernet0/0/3
I

Interface Ethernet0/0/4
I

Interface Ethernet0/0/5
I

Interface Ethernet0/0/6
I

Interface Ethernet0/0/7
I

Interface Ethernet0/0/8
I

Interface Ethernet0/0/9
I

Interface Ethernet0/0/10
I

Interface Ethernet0/0/11
I

Interface Ethernet0/0/12
I

Interface Ethernet0/0/13
I

Interface Ethernet0/0/14
I

Interface Ethernet0/0/15
I

Interface Ethernet0/0/16
I

Interface Ethernet0/0/17
I

Interface Ethernet0/0/18
!
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Interface Ethernet0/0/19
I

Interface Ethernet0/0/20
I

Interface Ethernet0/0/21
I

Interface Ethernet0/0/22

!

Interface Ethernet0/0/23
switchport access vlan 100

!

Interface Ethernet0/0/24
switchport access vlan 200

!

Interface Ethernet0/0/25
I

Interface Ethernet0/0/26
I

Interface Ethernet0/0/27
I

Interface Ethernet0/0/28
|
interface Vlan100
ip address 192.168.2.1 255.255.255.0
!
interface Vlan200
ip address 192.168.1.2 255.255.255.0
!
router rip
network 192.168.1.0/24
network 192.168.2.0/24
!
no login
!

end

SWB#
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—. INEER
1. IREEXK
3 Bi&H88 DCR-2626
2 &35HaH, DCRS-5650-28

3 & PCEEK
2. IP R
RC
FO/0 202.106.1.10/24
FO/3 192.168.30.1/24
RB
FO/0 172.16.1.3/24
FO/3.1 192.168.10.254/24
FO/3.2 192.168.20.254/24
S0/1 100.1.1.2/30
RA
FO/0 172.16.1.2/24
FO/3.1 192.168.10.253/24
F0/3.2 192.168.20.253/24
S0/1 100.1.1.1/30
SWA
VLAN40 0/0/1-5 192.168.40.1/24
VLAN100 0/0/24 202.106.1.11/24
VLAN200 0/0/10-11 172.16.1.1/24
SWB
VLAN10 0/0/1-5
VLAN20 0/0/6-10
PCA 192.168.30.10/24
PCB 192.168.10.10/24
PCC 192.168.20.10/24
PCD 192.168.40.10/24
3. BcEHEwS

A. IZERREE VLAN RIEFECE VLAN LIRiROXI5,
B. REBSLIGHFNEMERSMRE.
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JL

A

1.
2. RA5 RB Z[EJECE vrrp :

C. 1% IP RIEMECEIRHREZERYIP,
D. RREBEKEERSE

EEX

RA R FO/3 #[. RB /Y FO/3 O LECEREIRE ;

A IR T—BkimO. BBiRE9 20 ;

95579 VLAN10 5 VLAN20 ZEAEARY VRRP ;
VLAN10 A9RE#HL IP /9 192.168.10.1/24 ;
VLAN20 B9REHL IP /9 192.168.20.1/24 ;

. VLAN1O {/t5c RA #&id , VLAN20 {5t RB i&@id.

moO N

. £ RIPv2 BERHIMNY , 2 MBEEREERE.
. EATBIRE LFE telnet IRSS | FERKBHFTERY pc

YR TR S,

. £ RC EACE NAT | {§ PCA RFAB I 3R 9 22 Wit

fitij58) PCA 5 PCB,
B IE RE RS

. BERENH

Show running-config H{RECE 2GR

. 3&1IF VRRP

BEIRE VRRP iz TR BEENIISHIMAGIRE virp RIFEXER  f1FERK
B, R, B ip. Xim ip HER

Show vrrp detail

B8E vrrp IMEERKRATE (EECE VRRP BIECE )

debug vrrp

MARIFELE Ping SMNWE PC , KT VRRP HIO{FELHEE , #ASSImpARIFISH
ZIEDEE

. BEENEE

BERER , REFEIEMIKH
Show ip route

BE rip BEMCRE | seEZIFTERIRETFER
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Show ip rip protocol
A7 PC _EfEF Ping ap S HH THARSER AT,

. B telnet RS

A ping HYMXFENSEMNEFZMESHNEBRER , MREEFRA telnet
TG , tBEl{EA show running-cnfig SSIGIE,

. SEINER S R

BEMUIAS

Show ip nat statistics

BELIREN ip B8R, MNRECEIEH , WM nat Bk (F . EEEZHIS
FALRMABRSINGETIRE | RIEEEIREE TR TIER , #5 NAT AFE
Bl )

show ip nat translations

-====
FEEIN

1. BEIRA ETEIRASSANEOIIEE 802.1q Y , 3 SEEHRSERRO TR
FFig TRUNK &=z,

2. H7F VLAN1O B9EELST RA 18T , VLAN20 R9EERELSS RB BT |, FRLAEER
RA P& VLAN20 B9 VRRP {f554% , RB LR VLAN1O 9 VRRP t45c4% ; B
127 RA = VLAN10 9 VRRP {i4E4% , RB £ VLAN20 fi VRRP {fi5c4

3. [ISH=s LECE RIP BEEMMYEEEEEEMER. = RIP BAEMYXANRASBoh
LR, Z B LR E SEEN FREBINEL.

4. TEESHZS LECE telnet IRSZANERTITE AAA IRSAMIANIE , BFEZERCE enable
B8 A O[IEEA EE enable BREHFEEFS AAA IRSZAMIAILE 751 AAA
AAIBEFREXS. & VTY 35518 AAA IR, T : BcE AAA IRSBASATLAGE
FAERIA default , tBETLAE A

5. FERE nat BB FEIEHESAY inside OF0 outside O , JFEEUERAAE.,

6. Nat BJLAERERS NAT. i NAT SinO5EH NAT , EAGIPEES. iS5
PAT ZEHBERBIER  iEFEXS.

\
N HRESFE
RA ERFHES :
sho run
TFEWERRE. ..
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SRIECE:
!
Iversion 1.3.3F
service timestamps log date
service timestamps debug date
no service password-encryption
!
hostname RA
!
!
gbsc group default
!
!
aaa authentication login dcnu local
aaa authentication enable default enable
!
username admin password 0 admin
enable password 0 enbpasswd level 15
!
interface FastEthernet0/0
ip address 172.16.1.2 255.255.255.0
no ip directed-broadcast
!
interface FastEthernet0/3
no ip address
no ip directed-broadcast
!
interface FastEthernet0/3.1
ip address 192.168.10.253 255.255.255.0
no ip directed-broadcast
encapsulation dot1Q 10
bandwidth 100000
delay 1
vrrp track interface FastEthernet0/0 20
vrrp 10 associate 192.168.10.1 255.255.255.0
vrrp 10 track interface FastEthernet0/0 20
!
interface FastEthernet0/3.2
ip address 192.168.20.253 255.255.255.0
no ip directed-broadcast
encapsulation dot1Q 20
bandwidth 100000

22



delay 1
vrrp 20 associate 192.168.20.1 255.255.255.0
vrrp 20 priority 90
vrrp 20 track interface FastEthernet0/0 20
!
interface Serial0/1
ip address 100.1.1.1 255.255.255.252
no ip directed-broadcast
!
interface Serial0/2
no ip address
no ip directed-broadcast
!
interface Async0/0
no ip address
no ip directed-broadcast
!
!
!
line vty O
login authentication dcnu
!
line vty 1
login authentication dcnu
!
line vty 2
login authentication dcnu
!
line vty 3
login authentication dcnu
!
line vty 4
login authentication dcnu
!
!
router rip
version 2
no auto-summary
network 100.1.1.0 255.255.255.252
network 172.16.1.0 255.255.255.0
network 192.168.10.0 255.255.255.0
network 192.168.20.0 255.255.255.0
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RA#

RB f&H2E :

sho run
Building configuration...

Current configuration:
!
Iversion 1.3.3F
service timestamps log date
service timestamps debug date
no service password-encryption
!
hostname RB
!
!
gbsc group default
!
!
aaa authentication login dcnu local
aaa authentication enable default enable
!
username admin password 0 admin
enable password 0 passwd2 level 15
!
interface FastEthernet0/0
ip address 172.16.1.3 255.255.255.0
no ip directed-broadcast
!
interface FastEthernet0/3
no ip address
no ip directed-broadcast
!
interface FastEthernet0/3.1
ip address 192.168.10.254 255.255.255.0
no ip directed-broadcast
encapsulation dot1Q 10
bandwidth 100000
delay 1
vrrp 10 associate 192.168.10.1 255.255.255.0
vrrp 10 priority 90
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vrrp 10 track interface FastEthernet0/0 20
!
interface FastEthernet0/3.2
ip address 192.168.20.254 255.255.255.0
no ip directed-broadcast
encapsulation dot1Q 20
bandwidth 100000
delay 1
vrrp 20 associate 192.168.20.1 255.255.255.0
vrrp 20 track interface FastEthernet0/0 20
!
interface Serial0/1
ip address 100.1.1.2 255.255.255.252
no ip directed-broadcast
physical-layer speed 64000
!
interface Serial0/2
no ip address
no ip directed-broadcast
!
interface Async0/0
no ip address
no ip directed-broadcast
!
!
!
line vty O
login authentication dcnu
!
line vty 1
login authentication dcnu
!
line vty 2
login authentication dcnu
!
line vty 3
login authentication dcnu
!
line vty 4
login authentication dcnu
!
!

router rip

25



version 2
no auto-summary
network 172.16.1.0 255.255.255.0
network 192.168.10.0 255.255.255.0
network 100.1.1.0 255.255.255.252
network 192.168.20.0 255.255.255.0
I
I
RB#

RC I&HISE :

sho run
Building configuration...

Current configuration:
!
Iversion 1.3.3F
service timestamps log date
service timestamps debug date
no service password-encryption
!
hostname RC
!
!
gbsc group default
!
!
aaa authentication login dcnu local
aaa authentication enable default enable
!
username admin password 0 admin
enable password 0 passwd3 level 15
!
interface FastEthernet0/0
ip address 202.106.1.10 255.255.255.0
no ip directed-broadcast
ip nat outside
!
interface FastEthernet0/3
ip address 192.168.30.1 255.255.255.0
no ip directed-broadcast
ip nat inside
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!
interface Serial0/1
no ip address
no ip directed-broadcast
!
interface Serial0/2
no ip address
no ip directed-broadcast
!
interface Async0/0
no ip address
no ip directed-broadcast
!
!
!
line vty O
login authentication dcnu
!
line vty 1
login authentication dcnu
!
line vty 2
login authentication dcnu
!
line vty 3
login authentication dcnu
!
line vty 4
login authentication dcnu
!
!
router rip
version 2
no auto-summary
network 202.106.1.0 255.255.255.0
!
ip route default FastEthernet0/0
!
!
ip access-list standard lin
permit any
!
!
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ip nat inside source static 192.168.30.1 202.106.1.10
ip nat inside source list lin interface FastEthernet0/0
!

RC#

SWA ST

sho run

!

no service password-encryption
I

hostname SWA

!

enable password admin

I

!

telnet-user admin password 0 admin
I

vlan 1

!

vlan 40

I

vlan 100
I

vlan 200

!

Interface Ethernet0/0/1
switchport access vlan 40
!

Interface Ethernet0/0/2
switchport access vlan 40
!

Interface Ethernet0/0/3
switchport access vlan 40
!

Interface Ethernet0/0/4
switchport access vlan 40
!

Interface Ethernet0/0/5
switchport access vlan 40
I

Interface Ethernet0/0/6
!
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Interface Ethernet0/0/7
I

Interface Ethernet0/0/8

!

Interface Ethernet0/0/9

!

Interface Ethernet0/0/10
switchport access vlan 200
!

Interface Ethernet0/0/11
switchport access vlan 200
|

Interface Ethernet0/0/12
I

Interface Ethernet0/0/13
I

Interface Ethernet0/0/14
I

Interface Ethernet0/0/15
I

Interface Ethernet0/0/16
I

Interface Ethernet0/0/17
I

Interface Ethernet0/0/18
I

Interface Ethernet0/0/19
I

Interface Ethernet0/0/20
I

Interface Ethernet0/0/21
I

Interface Ethernet0/0/22
I

Interface Ethernet0/0/23

!

Interface Ethernet0/0/24
switchport access vlan 100
I

Interface Ethernet0/0/25
I

Interface Ethernet0/0/26
!
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Interface Ethernet0/0/27
I

Interface Ethernet0/0/28

!

interface Vlan40

ip address 192.168.40.1 255.255.255.0
!

interface Vlan100

ip address 202.106.1.11 255.255.255.0
!

interface Vlan200

ip address 172.16.1.1 255.255.255.0

!

router rip

network 172.16.1.0/24

network 192.168.40.0/24

network 202.106.1.0/24

!

no login

!

end

SWA#

SWB 3Z#4]],

sho run

!

no service password-encryption
!

hostname SWB

!

enable password admin

!

!

telnet-user admin password 0 admin
!

vlan 1

!

vlan 10

!

vlan 20

!

Interface Ethernet0/0/1
switchport access vlan 10
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Interface Ethernet0/0/2
switchport access vlan 10
!

Interface Ethernet0/0/3
switchport access vlan 10
!

Interface Ethernet0/0/4
switchport access vlan 10
!

Interface Ethernet0/0/5
switchport access vlan 10
!

Interface Ethernet0/0/6
switchport access vlan 20
!

Interface Ethernet0/0/7
switchport access vlan 20
!

Interface Ethernet0/0/8
switchport access vlan 20
!

Interface Ethernet0/0/9
switchport access vlan 20
!

Interface Ethernet0/0/10
switchport access vlan 20
|

Interface Ethernet0/0/11
I

Interface Ethernet0/0/12
I

Interface Ethernet0/0/13
I

Interface Ethernet0/0/14
I

Interface Ethernet0/0/15
I

Interface Ethernet0/0/16
I

Interface Ethernet0/0/17
I

Interface Ethernet0/0/18
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Interface Ethernet0/0/19
I

Interface Ethernet0/0/20
I

Interface Ethernet0/0/21
I

Interface Ethernet0/0/22

I

Interface Ethernet0/0/23

switchport mode trunk

!

Interface Ethernet0/0/24
switchport mode trunk

I

Interface Ethernet0/0/25
I

Interface Ethernet0/0/26
I

Interface Ethernet0/0/27
I

Interface Ethernet0/0/28
!

no login
!

end
SWB#
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F0/0 E.0/0/23

Area 1

RB

E 0/0/23

SWB :)C:

E 0/0/1- E 0/0/6-10

PCC PCD

. INEfEs
1. iREEK
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3 &E&HE8 DCR-2626
2 &3%#a#, DCRS-5650-28
3& PCHX

2. IP B X

RC

FO/0 172.16.1.3/24

S0/1 100.1.2.1/30

S0/2 100.1.3.1/30

RB

FO/0 172.16.1.4/24

FO/3 100.1.4.1/30

S0/1 100.1.2.2/30

RA

FO/0 100.1.5.1/30

FO/3 192.168.10.1/24

S0/2 100.1.3.2/30

SWA

VLAN20 0/0/1-5 192.168.20.1/24
VLAN100 0/0/23 100.1.5.2/30
VLAN200 0/0/24 100.1.4.2/30
SWB

VLAN30 0/0/1-5 192.168.30.1/24
VLAN40 0/0/6-10 192.168.40.1/24
VLAN100 0/0/23-24 172.16.1.2/24
PCA 192.168.10.10/24

PCB 192.168.20.10/24

PCC 192.168.30.10/24

PCD 192.168.40.10/24

REREE VLAN RIEFECE VLAN LARiREXI5 .
IRERSCIORMNERE RS MRS,

2R IP RIFHHECERA3IRZERY [P,

BB EKEERE

3. FeEER
A
B
C
D
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=. BAEREK
1. RC Y f0/0 5 RB A9 FO/0 #=BECE vrrp MY :
A EBLIP % 172.16.1.1/24 EIRE T—BMREIET ;
B. RB &M HTERHE,
2. £MEELE ospf ERETMY ;
R K
3. =X 3 X 0 Z BB EREsEes , FEMNEHIE,

4. EeEDIAHERIFIER
A. {# PCAFJLA ping i@ PCC , PCC ARKE ping i& PCA ;
B. PCBBRILAGIENHAA , PCD AEEiIE PCB,

Y, EUEEES
1. BEEEMH

Show running-config H&{RECE 2 &M
2. 3&1F VRRP

BEAIRE VRRP Z TN BRI HIASIRE vrip AIEXER , 1EXX
R, U5k, Bl ip. Xim ip FEE

Show vrrp detail

BF vrrp IMEERKRIIE ( FEECE VRRP FHiIECE )

debug vrrp

MRS ping SNRE UG , 7% VRRP HYABRAEEHER , o200 ping 558

3. JuF OSPF ERA1MY

&E OSPF AT , AJLAEEI OSPF #iES. route id. EIRIEHEEER
Show ip ospf

BERER , JUERBHEFFFINZNEESRE | BRERLL "0 7k, AF
X1iLA "OIA” FFk

Show ip route

EEHERINSEERE | LB NERATEHRIRRSER

Show ip ospf database

BEIRERI OSPF ARFEER , FJLABRIATMARH OSPF iRE

Show ip ospf neighbor

BEEREREER

1
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Show ip ospf virtual-link

RlEHIFIZR

BENREHIRRNERE
Show ip access-list lin

PC Z|a#EE ping ep <t AT GIEAIEEIF IR E BRI,
==F
. FEEIn

1. OSPF# Route ID &% LM loopback #[1IRTE , WISSH loopback ik ,
e IP st KRV IR CRRE

OSPF #{TE &I ERF MBI SRR BRIX I

E=ER FEEEIEMRIEEERFMNERSR B RN E

BCE MR IR X FEREENXIE , iTEX75 HEEESHY Route ID
ICMP 19%89 echo ( request ) JEERIZEELIS 9 8 , echo reply iIEERISEEIS A 0

ik wnN

AN V-t

RA ESEIES
sho run
Building configuration...
Current configuration:
!
Iversion 1.3.3F
service timestamps log date
service timestamps debug date
no service password-encryption
!
hostname RA
I
!
gbsc group default
!
!
interface FastEthernet0/0
ip address 100.1.5.1 255.255.255.252
no ip directed-broadcast
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I
interface FastEthernet0/3
ip address 192.168.10.1 255.255.255.0
no ip directed-broadcast
!
interface Serial0/1
no ip address
no ip directed-broadcast
!
interface Serial0/2
ip address 100.1.3.2 255.255.255.252
no ip directed-broadcast
!
interface Async0/0
no ip address
no ip directed-broadcast
!
!
router ospf 1
network 192.168.10.0 255.255.255.0 area 0
network 100.1.5.0 255.255.255.252 area 0
network 100.1.3.0 255.255.255.252 area 1
area 1 virtual-link 172.16.1.3
I
I

RA#

RB FXEHRS :
sho run

IFTEWEERCE.

HRIfkcE:

!

Iversion 1.3.3F

service timestamps log date
service timestamps debug date

no service password-encryption
!
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hostname RB
!
!
gbsc group default
!
!
interface FastEthernet0/0
ip address 172.16.1.4 255.255.255.0
no ip directed-broadcast
vrrp 10 associate 172.16.1.1 255.255.255.0
vrrp 10 priority 90
vrrp 10 track interface FastEthernet0/3 20
!
interface FastEthernet0/3
ip address 100.1.4.1 255.255.255.252
no ip directed-broadcast
!
interface Serial0/1
ip address 100.1.2.2 255.255.255.252
no ip directed-broadcast
!
interface Serial0/2
no ip address
no ip directed-broadcast
!
interface Async0/0
no ip address
no ip directed-broadcast
!
!
router ospf 1
network 172.16.1.0 255.255.255.0 area 3
network 100.1.2.0 255.255.255.252 area 3
network 100.1.4.0 255.255.255.252 area 2
area 2 virtual-link 192.168.20.1
!
|

RB#
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RC B&HES :

sho run
Building configuration...

Current configuration:

!

Iversion 1.3.3F

service timestamps log date

service timestamps debug date

no service password-encryption

!

hostname RC

!

!

gbsc group default

!

!

interface FastEthernet0/0
ip address 172.16.1.3 255.255.255.0
no ip directed-broadcast
vrrp 10 associate 172.16.1.1 255.255.255.0
vrrp 10 track interface Serial0/2 20

!

interface FastEthernet0/3
no ip address
no ip directed-broadcast

!

interface Serial0/1
ip address 100.1.2.1 255.255.255.252
no ip directed-broadcast
physical-layer speed 64000

!

interface Serial0/2
ip address 100.1.3.1 255.255.255.252
no ip directed-broadcast
physical-layer speed 64000

!

interface Async0/0
no ip address

no ip directed-broadcast
!
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I

router ospf 1
network 100.1.2.0 255.255.255.252 area 3
network 172.16.1.0 255.255.255.0 area 3
network 100.1.3.0 255.255.255.252 area 1
area 1 virtual-link 192.168.10.1

I

!

RC#

SWA 3zt

sho run

!

no service password-encryption

!

hostname SWA

!

vlan 1

!

vlan 20

!

vlan 100

!

vlan 200

!

Interface Ethernet0/0/1
switchport access vlan 20

!

Interface Ethernet0/0/2
switchport access vlan 20

!

Interface Ethernet0/0/3
switchport access vlan 20

!

Interface Ethernet0/0/4
switchport access vlan 20

!

Interface Ethernet0/0/5
switchport access vlan 20

I

Interface Ethernet0/0/6
|
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Interface Ethernet0/0/7
I

Interface Ethernet0/0/8
!
Interface Ethernet0/0/9
I

Interface Ethernet0/0/10
I

Interface Ethernet0/0/11
I

Interface Ethernet0/0/12
I

Interface Ethernet0/0/13
I

Interface Ethernet0/0/14
I

Interface Ethernet0/0/15
I

Interface Ethernet0/0/16
I

Interface Ethernet0/0/17
I

Interface Ethernet0/0/18
I

Interface Ethernet0/0/19
I

Interface Ethernet0/0/20
I

Interface Ethernet0/0/21
I

Interface Ethernet0/0/22
!
Interface Ethernet0/0/23

switchport access vlan 100
!

Interface Ethernet0/0/24

switchport access vlan 200
|

Interface Ethernet0/0/25
I

Interface Ethernet0/0/26
I

Interface Ethernet0/0/27



!
Interface Ethernet0/0/28
I
interface Vlan20
ip address 192.168.20.1 255.255.255.0
I
interface Vlan100
ip address 100.1.5.2 255.255.255.252
I
interface Vlan200
ip address 100.1.4.2 255.255.255.252
!
router ospf 1
network 100.1.4.0 0.0.0.3 area 2
network 100.1.5.0 0.0.0.3 area 0
network 192.168.20.0 0.0.0.255 area 0
area 2 virtual-link 172.16.1.4
!
no login
!
end
SWA#

SWB 3Z#A]],

ho run

!

no service password-encryption

!

hostname SWB

!

vlan 1

!

vlan 30

!

vlan 40

I

vlan 100

!

firewall enable

!

ip access-list extended lin2
deny igmp 192.168.40.0 0.0.0.255 192.168.20.0 0.0.0.255 8
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permit ip any-source any-destination
ip access-list extended linl
deny igmp 192.168.30.0 0.0.0.255 192.168.10.0 0.0.0.255 8
permit ip any-source any-destination
!
Interface Ethernet0/0/1
ip access-group linl in
switchport access vlan 30
!
Interface Ethernet0/0/2
switchport access vlan 30
!
Interface Ethernet0/0/3
switchport access vlan 30
!
Interface Ethernet0/0/4
switchport access vlan 30
!
Interface Ethernet0/0/5
switchport access vlan 30
!
Interface Ethernet0/0/6
ip access-group lin2 in
switchport access vlan 40
!
Interface Ethernet0/0/7
switchport access vlan 40
!
Interface Ethernet0/0/8
switchport access vlan 40
!
Interface Ethernet0/0/9
switchport access vlan 40
!
Interface Ethernet0/0/10
switchport access vlan 40
I

Interface Ethernet0/0/11
I

Interface Ethernet0/0/12
I

Interface Ethernet0/0/13
!
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Interface Ethernet0/0/14
I

Interface Ethernet0/0/15
I

Interface Ethernet0/0/16
I

Interface Ethernet0/0/17
I

Interface Ethernet0/0/18
I

Interface Ethernet0/0/19
I

Interface Ethernet0/0/20
I

Interface Ethernet0/0/21
I

Interface Ethernet0/0/22

!

Interface Ethernet0/0/23
switchport access vlan 100

!

Interface Ethernet0/0/24
switchport access vlan 100

!

Interface Ethernet0/0/25
I

Interface Ethernet0/0/26
I

Interface Ethernet0/0/27
I

Interface Ethernet0/0/28
I
interface Vlan30
ip address 192.168.30.1 255.255.255.0
I
interface Vlan40
ip address 192.168.40.1 255.255.255.0
I
interface Vlan100
ip address 172.16.1.2 255.255.255.0
I
router ospf 1
network 172.16.1.0 0.0.0.255 area 3



network 192.168.30.0 0.0.0.255 area 3
network 192.168.40.0 0.0.0.255 area 3
I
no login
!
end
SWB#
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. EFNE

SWA RB

gl £0/0/23 F 0/0
E0/0/24
£0/0/24

/
SWB
E0/0/23
Foi3

L

F0/3

PCA

F 0/0

RC

—. IEHER
1. IREFEK
3 £i&Has DCR-2626

2 &3%#a#, DCRS-5650-28
34 PCEBHK

2. IP tEsFRI)

RC

FO/0 192.168.20.1/24

FO/3 172.16.4.2/30

RB

FO/0 172.16.2.2/30

FO/3 172.16.3.1/30

RA

FO/0 192.168.10.1/24

FO/3 172.16.1.1/30

SWA

VLAN100 0/0/24 172.16.1.2/30
VLAN200 0/0/23 172.16.2.1/30
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SWB

VLAN300 0/0/24 172.16.3.2/30
VLAN400 0/0/23 172.16.4.1/30
PCA 192.168.10.10/24
PCB 192.168.20.10/24

=3

A RIBEIE VLAN RIERECE VLAN LURIHOLIS,
B. RABLIIFINERERSMEE,

C. 1R IP REMEBEHILZ A IP,

D. REUEEREELS

1. Z£ RA. SWA. RBZ{T ospf hSEREMNY :
KARXE ;

2. 7£ RB. SWB. RC =47 rip shiSEREMNY :
KAhRA— ;

3. FEEANMEATLEERE

. SOUEREER
1. SEREXH

Show running-config HREE 2R IEH

2. BEEENMERE
EERIHE , EEFIIRMEH

Show ip route

BE rip BEMUAT | sEBERIATERRNRA. BREESRFER

Show ip rip protocol

& OSPF BRHIIAZ , BTLABZR) OSPF HIES, router id, EIRIEE. IR
BENKREFER

Show ip ospf

BEKHE  JLERIRHERFINSNMEBERE | ARERLL "0 7L, FE
XL "OIA" FH3k

EEHERNSEERE | TR MNERRTEIRIRRESER

Show ip ospf database

1
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BEIRERI OSPF RFEER , JLABRIATMARH OSPF iRE
Show ip ospf neighbor
A7 PC _LfEA Ping Ap<it THERRIE @ ERTIIAL.

. EFEEW

OSPF IR E&SEIEMERFIXI, ID
RIP FRESBEEMERFMRAS

HEBAMTE £ RIP BEER AT OSPF  AHHIRHEEE OSPF HUHIES ;
7£ OSPF EEHtEz{ &% RIP

7N ES®E

RA FEHIES :

sho run

Building configuration...

Current configuration:

!

Iversion 1.3.3G

service timestamps log date

service timestamps debug date

no service password-encryption

!

hostname RA

I

!

gbsc group default

!

!

interface FastEthernet0/0
ip address 192.168.10.1 255.255.255.0
no ip directed-broadcast

!

interface FastEthernet0/3
ip address 172.16.1.1 255.255.255.252
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no ip directed-broadcast
!
interface Serial0/1

no ip address

no ip directed-broadcast
!
interface Serial0/2

no ip address

no ip directed-broadcast
!
interface Serial1/0

no ip address

no ip directed-broadcast
!
interface Async0/0

no ip address

no ip directed-broadcast
!
!
router ospf 1

network 192.168.10.0 255.255.255.0 area 0

network 172.16.1.0 255.255.255.252 area 0
!
|

RA_config#

RB FXH=S :
sho run

Building configuration...

Current configuration:

!

Iversion 1.3.3G

service timestamps log date
service timestamps debug date
no service password-encryption
!

hostname RB
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I
!
gbsc group default
!
!
interface FastEthernet0/0
ip address 172.16.2.2 255.255.255.252
no ip directed-broadcast
!
interface FastEthernet0/3
ip address 172.16.3.1 255.255.255.252
no ip directed-broadcast
!
interface Serial0/1
no ip address
no ip directed-broadcast
!
interface Serial0/2
no ip address
no ip directed-broadcast
!
interface Seriall/0
no ip address
no ip directed-broadcast
!
interface Async0/0
no ip address
no ip directed-broadcast
!
!
router rip
version 2
network 172.16.3.0 255.255.255.252
redistribute connect
redistribute ospf 1

router ospf 1
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network 172.16.2.0 255.255.255.252 area 0
redistribute connect
redistribute rip

I

I

RB_config#

RC ERFHES :

sho run

Building configuration...

Current configuration:
!
Iversion 1.3.3G
service timestamps log date
service timestamps debug date
no service password-encryption
!
hostname RC
I
I
gbsc group default
!
!
interface FastEthernet0/0
ip address 192.168.20.1 255.255.255.0
no ip directed-broadcast
!
interface FastEthernet0/3
ip address 172.16.4.2 255.255.255.252
no ip directed-broadcast
!
interface Serial0/1
no ip address
no ip directed-broadcast
!
interface Serial0/2

no ip address
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no ip directed-broadcast
!
interface Serial1/0
no ip address
no ip directed-broadcast
!
interface Async0/0
no ip address
no ip directed-broadcast
!
!
router rip
version 2
network 172.16.4.0 255.255.255.252
network 192.168.20.0 255.255.255.0

RC_config#

SWA 3zt

sho run

!

no service password-encryption
!

hostname SWA
!

vlan1

!

vlan 100

!

vlan 200

Interface Ethernet0/0/1
I

Interface Ethernet0/0/2
I

Interface Ethernet0/0/3
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I
Interface Ethernet0/0/4
!
Interface Ethernet0/0/5
!
Interface Ethernet0/0/6
I
Interface Ethernet0/0/7
I
Interface Ethernet0/0/8

Interface Ethernet0/0/9
I

Interface Ethernet0/0/10
I

Interface Ethernet0/0/11
I

Interface Ethernet0/0/12
I

Interface Ethernet0/0/13
I

Interface Ethernet0/0/14
I

Interface Ethernet0/0/15
I

Interface Ethernet0/0/16
I

Interface Ethernet0/0/17
I

Interface Ethernet0/0/18
I

Interface Ethernet0/0/19
I

Interface Ethernet0/0/20
I

Interface Ethernet0/0/21
I

Interface Ethernet0/0/22
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Interface Ethernet0/0/23
switchport access vlan 200
I
Interface Ethernet0/0/24
switchport access vlan 100
!
interface Vlan100
ip address 172.16.1.2 255.255.255.252
I
interface Vlan200
ip address 172.16.2.1 255.255.255.252
I
router ospf 1
network 172.16.1.0 0.0.0.3 area 0
network 172.16.2.0 0.0.0.3 area 0
!
no login
!

end

SWA#

SWB 3Z#4]],

WB#sho run

!

no service password-encryption
!

hostname SWB
!

vlan 1

!

vlan 300

!

vlan 400

!

Interface Ethernet0/0/1
!



Interface Ethernet0/0/2
!
Interface Ethernet0/0/3
!
Interface Ethernet0/0/4
!
Interface Ethernet0/0/5
!
Interface Ethernet0/0/6

Interface Ethernet0/0/7
I

Interface Ethernet0/0/8
I

Interface Ethernet0/0/9
I

Interface Ethernet0/0/10
I

Interface Ethernet0/0/11
I

Interface Ethernet0/0/12
I

Interface Ethernet0/0/13
I

Interface Ethernet0/0/14
I

Interface Ethernet0/0/15
I

Interface Ethernet0/0/16
I

Interface Ethernet0/0/17
I

Interface Ethernet0/0/18
I

Interface Ethernet0/0/19
I

Interface Ethernet0/0/20
!
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Interface Ethernet0/0/21
!
Interface Ethernet0/0/22
I
Interface Ethernet0/0/23
switchport access vlan 400
!
Interface Ethernet0/0/24
switchport access vlan 300
I
interface Vlan300
ip address 172.16.3.2 255.255.255.252
I
interface Vlan400
ip address 172.16.4.1 255.255.255.252
!
router rip
network 172.16.3.0/30
network 172.16.4.0/30
!
no login
|

end

SWB(config)#
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3 &E&HE8 DCR-2626
2 &3%#a#, DCRS-5650-28
3& PCHX

4. 1P et %

RC
S0/1 210.216.1.2/28
FO/0 11.1.1.2/24
FO/3 200.1.10.1/24
RB
S0/1 210.216.1.1/28
FO/0 202.106.1.2/28
FO/3 100.101.1.1/24
RA
FO/3 10.1.1.1/24
FO/0 202.106.1.1/28
SWA
VLAN10 0/0/1 192.168.10.1/24
VLANZ20 0/0/2 192.168.20.1/24
VLAN100 0/0/23 11.1.1.1/24
VLANZ200 0/0/24 10.1.1.2/24
SWB
VLAN100 0/0/23 200.1.10.2/24
VLANZ200 0/0/24 100.101.1.2/24
VLAN30 0/0/1-5 192.168.30.1/24
VLAN40 0/0/6-10 192.168.40.1/24
PCA
PCB
PCC
PCD

5. BCEHER

A. REREE VLAN RIEfECE VLAN LIKImOAXI5 .
B. REBSLIGHFNEMERSMRE.
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JL

A

1.

C. 1% IP RIEMECEIRHREZERYIP,
D. RREBEKEERSE

—— X
FEEXK

SWA 5 SWB &Z& DHCP :

A. SWA A HE VLAN10., VLAN20 #o&g ip H#it4 308 192.168.10.0.
192.168.20.0 WEZ ; SWB J8E VLAN30. VLAN4O #3ES ip #BuEs 519
192.168.30.0, 192.168.40.0 (EZ ;

B. WX umOFFTE vian ML ;

DNS £3BigE/ 202.106.0.20

. PCA aJLAipE PCD BER , A8JLAGRIEMEH IR

: PCB T/ERLEHF 8 : 30 ZTF4 5 : 00 "TLAAE]
PCC , ERBEFSBARI LA,
£ MZI1n1T ospf FSEEHATMY :
A. SWA_, RC, SWB7EX1H 0 & ;
B. SWA, RA, RB, SWB&EKXIig 15 ;
C. RBF1RC EXid 2 &;
D. 7EXIH 2 FigE MD5 JNZIAILE.
PCA WEZS PCC MEZEB(SHT :
A L. SWA-RA-RB-SWB A TAEHEIES
B. 7£ SWA 5SWB LHi#7iiE.

. RAE RB Z[BJBCE ipsce vpn :

A. RA5RB Zja IKE SEREEKSE | hEElAEFEREL

B. IKE SER&FE sha hash &% ;

C. transform-set ( 1YL ) BFRA lin , INZEEIFS S : ah-md5-hmac
esp-3des esp-md5-hmac , £E%$874 : 1234567

oIE RS

\

. BERERENH

Show running-config HFECBEER IR

. I&IF DHCP fR5585%

B%E DHCP fRSBRshtit D ECIER. EERERE
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N o s WwWN

show ip dhcp server statistics

RlEHIFIZR

BERENRS

show access-lists

. BEENEE

BEKHER  EEFE/£MNIZH

Show ip route

&ZE OSPF BRAMMAZS , BTLIEEI OSPF #TES. router id, EEIEEHER
Show ip ospf

BERAR , JUERBHFIFINZNBESEE | BKERLL "0 7k, 7
XiEgLA "OIA" FH3k

Show ip route

EERERINSEUERE | LB NERATEIRIRNSER

Show ip ospf database

BEIREN OSPF FFEER , SILABRIRATIEIRRY OSPF 185

Show ip ospf neighbor

tA]7E PC _EfEF Ping ap S HHTHARIERIEATIA.

B B ERIE

AJ{#EH show running-config #{TECEEE , tBe]{EFE tacert a5 1E PC #l i
1T AERSIEER R EXPRIZLISHTIRE S ERNSERIM RS,
(LM EBIRHE T )

EMLRIZEE_EATLAMERS traceroute a5 TEURIRBNEE.

4+-====
EEEIN

IPSCE VPN #E=ECEIRFE :

A. RB_EFEHiEEHIE ;

BeETTiRgE

@J@%mﬁ%ﬂl IKE FAHZZ4E ;

ECENNZMETR , BRIZAEENSEAFIZR |, TRk |, RIERHAITSIA ;
REgERiRO L, RANEESES RB E—3.

IPSEC IKE BRAFFEEREL

crypto map xS5O LR ANEF—

DHCP JFREEF AARIMERS KRR IP,

EfEIGRSIER | TR ETERESEIENAT CLOCK , 5#& NTP fRSS:E,
OSPF ;=BT EFEMERFIXIE ID |, INERRHE T EFRRAIINEZRE—E,
VPN EFERIHIINEEAE—E , [ FRICMeaI N =48 ERim .

mOoOnw
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8. HEETERENFEIR  BT=EXH route-map J37#F BGP , ATLAFER
FREBRYISE | AFIFRBESERO BW BRIFE , BRENIZH ospf A cost
8, R RARFSIHFERITTIE.

7N, HES®E
RA F&HI2S :

sho run

Building configuration...

Current configuration:

I

Iversion 1.3.3G

service timestamps log date
service timestamps debug date
no service password-encryption
I

hostname RA
I

!
gbsc group default
!
!
crypto isakmp key 1234567 202.106.1.2 255.255.255.255
!
!
crypto isakmp policy 10
!
crypto ipsec transform-set lin
transform-type ah-md5-hmac esp-3des esp-md5-hmac
!
crypto map lin-map 10 ipsec-isakmp
mode aggressive
set peer 202.106.1.2
set pfs groupl
set security-association lifetime seconds 86400
set transform-set lin
match address vpn-acl
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interface FastEthernet0/0
ip address 202.106.1.1 255.255.255.240
no ip directed-broadcast
crypto map lin-map
bandwidth 500
!
interface FastEthernet0/3
ip address 10.1.1.1 255.255.255.0
no ip directed-broadcast
bandwidth 500
!
interface Serial0/1
no ip address
no ip directed-broadcast
!
interface Serial0/2
no ip address
no ip directed-broadcast
!
interface Async0/0
no ip address
no ip directed-broadcast
!
!
router ospf 1
network 202.106.1.0 255.255.255.240 area 1
network 10.1.1.0 255.255.255.0 area 1
!
!
ip access-list extended vpn-acl
permit ip any any
!
!
RA#

RB F&H2E :

RB#sho run
Building configuration...

Current configuration:

!
lversion 1.3.3G
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service timestamps log date

service timestamps debug date

no service password-encryption

!

hostname RB

!

!

gbsc group default

!

!

crypto isakmp key 1234567 202.106.1.1 255.255.255.255

!

!

crypto isakmp policy 10

!

crypto ipsec transform-set lin
transform-type ah-md5-hmac esp-3des esp-md5-hmac

!

crypto map lin-map 10 ipsec-isakmp
mode aggressive
set peer 202.106.1.1
set pfs groupl
set security-association lifetime seconds 86400
set transform-set lin
match address vpn-acl

!

!

interface FastEthernet0/0
ip address 202.106.1.2 255.255.255.240
no ip directed-broadcast
crypto map lin-map
bandwidth 500

!

interface FastEthernet0/3
ip address 100.101.1.1 255.255.255.0
no ip directed-broadcast
bandwidth 500

!

interface Serial0/1
ip address 210.216.1.1 255.255.255.240
no ip directed-broadcast
physical-layer speed 64000
ip ospf authentication message-digest
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ip ospf message-digest-key 8 md5 lin
!
interface Serial0/2
no ip address
no ip directed-broadcast
!
interface Async0/0
no ip address
no ip directed-broadcast
!
!
router ospf 1
network 100.101.1.0 255.255.255.0 area 1
network 202.106.1.0 255.255.255.240 area 1
network 210.216.1.0 255.255.255.240 area 2
area 2 authentication message-digest
!
!
ip access-list extended vpn-acl
permit ip any any
!
!
RB#

RC B&HES :

sho run

IFTEWEERCE.

SRIECE:
!
Iversion 1.3.3G
service timestamps log date
service timestamps debug date
no service password-encryption
!
hostname RC
!
!
gbsc group default
!
!
interface FastEthernet0/0
ip address 11.1.1.2 255.255.255.0
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no ip directed-broadcast
bandwidth 100
I
interface FastEthernet0/3
ip address 200.1.10.1 255.255.255.0
no ip directed-broadcast
bandwidth 100
I
interface Serial0/1
ip address 210.216.1.2 255.255.255.240
no ip directed-broadcast
ip ospf authentication message-digest
ip ospf message-digest-key 8 md5 lin
I
interface Serial0/2
no ip address
no ip directed-broadcast
I
interface Async0/0
no ip address
no ip directed-broadcast
I
I
router ospf 1
network 200.1.10.0 255.255.255.0 area O
network 216.216.1.0 255.255.255.240 area 2
network 11.1.1.0 255.255.255.0 area 0
area 2 authentication message-digest
I
I

RC#
SWA &AL,
sho run

!

no service password-encryption
!

hostname SWA

vendorlocation China
vendorContact 800-810-9119

I

I

service dhcp
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I
ip dhcp pool lin2
network-address 192.168.20.0 255.255.255.0
default-router 192.168.20.1
dns-server 202.106.0.20
I
ip dhcp pool linl
network-address 192.168.10.0 255.255.255.0
default-router 192.168.10.1
dns-server 202.106.0.20
I
I
vlan 1
!
lan 10
!
vlan 20
I

vlan 100
I

vlan 200
!
time-range lin
periodic daily 8:30:0 to 17:0:0
!
firewall enable
!
ip access-list extended lin-acl2
permit ip 192.168.20.0 0.0.0.255 192.168.30.0 0.0.0.255 time-range lin
permit ip any-source any-destination
ip access-list extended lin-acll
permit tcp 192.168.10.0 0.0.0.255 192.168.40.0 0.0.0.255 d-port 80
deny ip 192.168.10.0 0.0.0.255 192.168.40.0 0.0.0.255
permit ip any-source any-destination
!
Interface Ethernet0/0/1
switchport access vlan 10
!
nterface Ethernet0/0/2
switchport access vlan 20
|

Interface Ethernet0/0/3
!
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Interface Ethernet0/0/4
I

Interface Ethernet0/0/5
!
Interface Ethernet0/0/6
I

Interface Ethernet0/0/7
I

Interface Ethernet0/0/8
I

Interface Ethernet0/0/9
I

Interface Ethernet0/0/10
I

Interface Ethernet0/0/11
I

Interface Ethernet0/0/12
I

Interface Ethernet0/0/13

Interface Ethernet0/0/14
I

Interface Ethernet0/0/15
I

Interface Ethernet0/0/16
I

Interface Ethernet0/0/17
I

Interface Ethernet0/0/18
I

Interface Ethernet0/0/19
I

Interface Ethernet0/0/20
I

Interface Ethernet0/0/21
I

Interface Ethernet0/0/22

I

Interface Ethernet0/0/23
bandwidth control 100 both
switchport access vlan 100

I

Interface Ethernet0/0/24



bandwidth control 500 both
switchport access vlan 200
!

Interface Ethernet0/0/25
I

Interface Ethernet0/0/26
I

Interface Ethernet0/0/27
I

Interface Ethernet0/0/28
!
interface Vlan10
ip address 192.168.10.1 255.255.255.0
!
interface Vlan20
ip address 192.168.20.1 255.255.255.0
!
interface Vlan100
ip address 11.1.1.1 255.255.255.0
!
interface Vlan200
ip address 10.1.1.2 255.255.255.0
!
router ospf 1
network 10.1.1.0 0.0.0.255 area 1
network 11.1.1.0 0.0.0.255 area 0
network 192.168.10.0 0.0.0.255 area 0
network 192.168.20.0 0.0.0.255 area 0
!
no login
!

end

SWA#

SWB 3zl :

sho run

!

no service password-encryption
I

hostname SWB

vendorlocation China
vendorContact 800-810-9119
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I
!
service dhcp
I
ip dhcp pool lin4
network-address 192.168.40.0 255.255.255.0
default-router 192.168.40.1
dns-server 202.106.0.20
I
ip dhcp pool lin3
network-address 192.168.30.0 255.255.255.0
default-router 192.168.30.1
dns-server 202.106.0.20
I
I
vlan 1
!
vlan 30
I

vlan 40
I

vlan 100
I

vlan 200

!

Interface Ethernet0/0/1
switchport access vlan 30

!

Interface Ethernet0/0/2
switchport access vlan 30

!

Interface Ethernet0/0/3
switchport access vlan 30
!

Interface Ethernet0/0/4
switchport access vlan 30
!

Interface Ethernet0/0/5
switchport access vlan 30
!

Interface Ethernet0/0/6

switchport access vlan 40
|
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Interface Ethernet0/0/7
switchport access vlan 40

!

Interface Ethernet0/0/8
switchport access vlan 40

!

Interface Ethernet0/0/9
switchport access vlan 40

!

Interface Ethernet0/0/10
switchport access vlan 40

|

Interface Ethernet0/0/11
I

Interface Ethernet0/0/12
I

Interface Ethernet0/0/13
I

Interface Ethernet0/0/14
I

Interface Ethernet0/0/15
I

Interface Ethernet0/0/16
I

Interface Ethernet0/0/17
I

Interface Ethernet0/0/18
I

Interface Ethernet0/0/19
I

Interface Ethernet0/0/20
I

Interface Ethernet0/0/21
I

Interface Ethernet0/0/22

!

Interface Ethernet0/0/23
bandwidth control 100 both
switchport access vlan 100

!

Interface Ethernet0/0/24
bandwidth control 500 both
switchport access vlan 200
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Interface Ethernet0/0/25
I

Interface Ethernet0/0/26
I

Interface Ethernet0/0/27
I

Interface Ethernet0/0/28
I
interface Vlan30
ip address 192.168.30.1 255.255.255.0
!
interface Vlan40
ip address 192.168.40.1 255.255.255.0
|
interface Vlan100
ip address 200.1.10.2 255.255.255.0
!
interface Vlan200
ip address 100.101.1.2 255.255.255.0
!
router ospf 1
network 100.101.1.0 0.0.0.255 area 1
network 192.168.30.0 0.0.0.255 area 0
network 192.168.40.0 0.0.0.255 area 0
network 200.1.10.0 0.0.0.255 area 0
!
no login
I

end

SWB#
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PCC

1. REEKR

3 &&H=s DCR-2626
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2 &34, DCRS-5650-28
34 PC BB

2. 1P X

RC

S0/1 200.1.10.2/28

FO/0 192.168.10.6/30

FO/3 100.1.1.1/24

RB

FO/3 10.1.10.2/24

FO/0 10.1.10.2/24

RA

FO/3 100.1.1.2/24

FO/0 192.168.10.2/30

S0/1 200.1.10.1/28

SWA

VLAN100 0/0/23-24 100.1.1.3/24
VLAN300 0/0/1 10.1.10.1/24
SWB

VLAN100 0/0/23 192.168.10.5/30
VLAN200 0/0/24 192.168.10.1/30
VLAN10 0/0/1-5 192.168.20.1/24
PCA 192.168.20.10/24

PCB 192.168.20.20/24

PCC 11.1.1.10/24

= B

3. BcEER
A. IZERREE VLAN RIEFECE VLAN LIRiROXI5,
B. REBSLIGHFNERERSMRE.
C. 1% IP RIEMECEIRHRIEZ AR IP,
D. REEBEEKEERE

i

2=k
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JL

N

1. RA, RC 5 SWA Z[8EE vrrp MY :
A. E#lip 79 100.1.1.254 ;
B. IEEERT , RCAHFIKHE , RA AHIHIZHSE.
2. M SEREEBNX :
A. Ek({FF DVMRP ;
B. K PCC BiXMMEIEAIES PCA 55 PCB AuiEleE! , AISBIS =5 EIBRE
B ;
3. £ RAS5 RC Z|BIFF/3 PPP ¥ [ BESHHEIE(E :
%A CHAP B3 EIG1E,
4. £ SWB 45E PCA 5 PCB g9 MAC it :
A iLE PC TAEREMSOMHTERS , Fi MAC St aEs ;
B. XMEEIMEL , SNRORSES 54 MAC s,
5. £ RA 5 RB FFE telnet 5 ssh RS , (FMZZAEY
PC BEfiZIEIT telnet 5 ssh A TER,
6. X & enable =13 , £ aaa IRSZESAMBIGIUE,
7. ENBEEFSIEREZBEEE.

(A=l

SUF RS
1. EEREXY

Show running-config H{RECEEE1EH
2. IOUFZRIE

£/~ DVMRP EEHEREE

Show mroute dvmrp

tha]7E PC _EFREBTY  #TE0RER , BEfE PC ol LARIEILLEYE | IERA
BRID. HEFFERA Mcast /44 ( BITERERE R4 RS BBS T E )

3. IGIF PPP &

8% PPP EENE  ACEE  SUIERRINR | AR iREHEER
NIEHER.

Show ppp status

&BE PPP RUAIEERE , SHIMEERIETRE | NRAIISELIEAEH B
EE , BNNAFIAL.

Debug ppp authentication

4. BEEENEIE

I
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BERER , EEFEI2MIEH
Show ip route
AJE PC E(EA Ping ap<o  THARREIB AT,

5. WFimO48E
B]fsF show running-config H{TECEESE , thal'§ PC N\ HEIAIENIRO%RE
Hfthim[O3GIE , AR EHMROTTIEAEE | 1R ER.
e
h. FEEN
1. FEBRBERSENABEENG SR , WIEBHFEEXE,
RS EFFE SSHNAESEMEARE ([ERFEFEE AAA RS AHIAIE.

N HEES®E
RA F&HIES :

SHO RUN
Building configuration...

Current configuration:

!

Iversion 1.3.3G

service timestamps log date

service timestamps debug date

no service password-encryption

!

hostname RA

!

!

ip multicast-routing

!

!

gbsc group default

|

!

aaa authentication login telnet local
aaa authentication login ssh local
aaa authentication enable default enable
aaa authentication ppp default local
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I
username admin password 0 admin
username telnet password 0 admin
username ssh password 0 admin
enable password 0 123456 level 15
I
!
interface Null0
I
interface FastEthernet0/0
ip address 192.168.10.2 255.255.255.252
no ip directed-broadcast
ip dvmrp
I
interface FastEthernet0/3
ip address 100.1.1.2 255.255.255.0
no ip directed-broadcast
ip dvmrp
vrrp priority 254
vrrp 1 associate 100.1.1.254 255.255.255.0
I
interface Serial0/1
ip address 200.1.10.1 255.255.255.240
no ip directed-broadcast
encapsulation ppp
ppp authentication chap
ppp chap hosthame admin
ppp chap password 0 admin
physical-layer speed 64000
ip dvmrp
I
interface Serial0/2
no ip address
no ip directed-broadcast
I
interface Async0/0
no ip address
no ip directed-broadcast
I
I
line vty O

login authentication telnet
|
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line vty 1
login authentication telnet
!
line vty 2
login authentication telnet
!
line vty 3
login authentication telnet
!
line vty 4
login authentication telnet
!
!
ip sshd auth-method ssh
ip sshd enable
!
!
ip route 10.1.10.0 255.255.255.0 100.1.1.3
ip route 11.1.1.0 255.255.255.0 100.1.1.3
ip route 192.168.10.4 255.255.255.252 192.168.10.1
ip route 192.168.10.4 255.255.255.252 200.1.10.2
ip route 192.168.20.0 255.255.255.0 192.168.10.1
!
!
RA_config#

RB I&HI=S -

SHO RUN
Building configuration...

Current configuration:

!

Iversion 1.3.3G

service timestamps log date
service timestamps debug date
no service password-encryption
!

hostname RB

!

!

ip multicast-routing

!

|
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gbsc group default
!
!
interface Null0
!
interface FastEthernet0/0
ip address 10.1.10.2 255.255.255.0
no ip directed-broadcast
ip dvmrp
!
interface FastEthernet0/3
ip address 11.1.1.1 255.255.255.0
no ip directed-broadcast
ip dvmrp
!
interface Serial0/1
no ip address
no ip directed-broadcast
!
interface Serial0/2
no ip address
no ip directed-broadcast
!
interface Async0/0
no ip address
no ip directed-broadcast
!
!
ip route 100.1.1.0 255.255.255.0 10.1.10.1
ip route 192.168.10.0 255.255.255.252 10.1.10.1
ip route 192.168.10.4 255.255.255.252 10.1.10.1
ip route 192.168.20.0 255.255.255.0 10.1.10.1
ip route 200.1.10.0 255.255.255.240 10.1.10.1
!
!

RB#
RC EXHEHSE -
SHO RUN

Building configuration...

Current configuration:
|
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Iversion 1.3.3G
service timestamps log date
service timestamps debug date
no service password-encryption
!
hostname RC
!
!
ip multicast-routing
!
!
gbsc group default
!
!
aaa authentication login telnet local
aaa authentication login ssh local
aaa authentication enable default enable
aaa authentication ppp default local
!
username admin password 0 admin
username telnet password 0 admin
username ssh password 0 admin
enable password 0 123456 level 15
!
!
interface NullO
!
interface FastEthernet0/0
ip address 192.168.10.6 255.255.255.252
no ip directed-broadcast
ip dvmrp
!
interface FastEthernet0/3
ip address 100.1.1.1 255.255.255.0
no ip directed-broadcast
ip dvmrp
vrrp 1 associate 100.1.1.254 255.255.255.0
!
interface Serial0/1
ip address 200.1.10.2 255.255.255.240
no ip directed-broadcast
encapsulation ppp
ppp chap password 0 admin
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ip dvmrp
!
interface Serial0/2
no ip address
no ip directed-broadcast
!
interface Async0/0
no ip address
no ip directed-broadcast
!
!
line vty O
login authentication telnet
!
line vty 1
login authentication telnet
!
line vty 2
login authentication telnet
!
line vty 3
login authentication telnet
!
line vty 4
login authentication telnet
!
!
ip sshd auth-method ssh
ip sshd enable
!
!
!
ip route 10.1.10.0 255.255.255.0 100.1.1.3
ip route 11.1.1.0 255.255.255.0 100.1.1.3
ip route 192.168.10.0 255.255.255.252 192.168.10.5
ip route 192.168.10.0 255.255.255.252 200.1.10.1
ip route 192.168.20.0 255.255.255.0 192.168.10.5
!
!
RC_config#

SWA 3, :
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Vty connection is timed out.

enter any key to start?

SWA>ENA

SWA#SHO RUN

!

no service password-encryption
!

hostname SWA

!

vlan 1

!

vlan 100

!

vlan 300

!

Interface Ethernet0/0/1
switchport access vlan 300

!

Interface Ethernet0/0/2

I

Interface Ethernet0/0/3
I

Interface Ethernet0/0/4
I

Interface Ethernet0/0/5
I

Interface Ethernet0/0/6
I

Interface Ethernet0/0/7
I

Interface Ethernet0/0/8
I

Interface Ethernet0/0/9
I

Interface Ethernet0/0/10
I

Interface Ethernet0/0/11
I

Interface Ethernet0/0/12
I

Interface Ethernet0/0/13
I

Interface Ethernet0/0/14
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Interface Ethernet0/0/15
I

Interface Ethernet0/0/16
I

Interface Ethernet0/0/17
I

Interface Ethernet0/0/18
I

Interface Ethernet0/0/19
I

Interface Ethernet0/0/20
I

Interface Ethernet0/0/21
I

Interface Ethernet0/0/22

!

Interface Ethernet0/0/23
switchport access vlan 100

!

Interface Ethernet0/0/24
switchport access vlan 100

Interface Ethernet0/0/25

I

Interface Ethernet0/0/26
I

Interface Ethernet0/0/27
I

Interface Ethernet0/0/28
!
interface VIan100
ip dvmrp enable
ip address 100.1.1.3 255.255.255.0
!
interface VIan300
ip dvmrp enable
ip address 10.1.10.1 255.255.255.0
!
ip dvmrp multicast-routing
!
router vrrp 1
virtual-ip 100.1.1.254
interface VIan100



enable
!
ip route 11.1.1.0/24 10.1.10.2
ip route 192.168.10.0/30 10.1.1.254
ip route 192.168.10.0/30 100.1.1.254
ip route 192.168.10.4/30 10.1.1.254
ip route 192.168.10.4/30 100.1.1.254
ip route 192.168.20.0/24 10.1.1.254
ip route 192.168.20.0/24 100.1.1.1
ip route 200.1.10.0/28 10.1.1.254
!
no login
!

end

SWA#

SWB 3], -

sho run

!

no service password-encryption

!

hostname SWB

vendorlocation China

vendorContact 800-810-9119

!

!

!

vlan 1

!

vlan 10

!

vlan 100

!

vlan 200

!

Interface Ethernet0/0/1
switchport access vlan 10
switchport port-security
switchport port-security maximum 5
switchport port-security mac-address 00-Ob-cd-4a-97-08
switchport port-security lock
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Interface Ethernet0/0/2
switchport access vlan 10
switchport port-security
switchport port-security maximum 5
switchport port-security mac-address 00-15-58-e9-7c-dd
switchport port-security lock

!

Interface Ethernet0/0/3
switchport access vlan 10

!

Interface Ethernet0/0/4
switchport access vlan 10

!

Interface Ethernet0/0/5
switchport access vlan 10

!

Interface Ethernet0/0/6

!

Interface Ethernet0/0/7

!

Interface Ethernet0/0/8

!

Interface Ethernet0/0/9

I

Interface Ethernet0/0/10
I

Interface Ethernet0/0/11
I

Interface Ethernet0/0/12
I

Interface Ethernet0/0/13
I

Interface Ethernet0/0/14
I

Interface Ethernet0/0/15
I

Interface Ethernet0/0/16
I

Interface Ethernet0/0/17
I

Interface Ethernet0/0/18
I

Interface Ethernet0/0/19
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Interface Ethernet0/0/20
I

Interface Ethernet0/0/21
I

Interface Ethernet0/0/22

!

Interface Ethernet0/0/23
switchport access vlan 100

!

Interface Ethernet0/0/24
switchport access vlan 200

I

Interface Ethernet0/0/25
I

Interface Ethernet0/0/26
I

Interface Ethernet0/0/27
I

Interface Ethernet0/0/28
!
interface Vlan10
ip dvmrp enable
ip address 192.168.20.1 255.255.255.0
!
interface Vlan100
ip dvmrp enable
ip address 192.168.10.5 255.255.255.252
!
interface VIan200
ip dvmrp enable
ip address 192.168.10.1 255.255.255.252
!
ip dvmrp multicast-routing
!
ip route 10.1.10.0/24 192.168.10.2
ip route 10.1.10.0/24 192.168.10.6
ip route 11.1.1.0/24 192.168.10.2
ip route 11.1.1.0/24 192.168.10.6
ip route 100.1.1.0/24 192.168.10.2
ip route 100.1.1.0/24 192.168.10.6
ip route 200.1.10.0/28 192.168.10.2
ip route 200.1.10.0/28 192.168.10.6
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no login

end

SWB#

o
(o]



—
(2]



—

HFME

FO/3

FO/3 g FO/0 FO/0 &

NGRS

L. IREEEK

3 & &H=s DCR-2626

2 3548k, DCRS-5650-28

3 & PCERJK

2. IP tesIFRI)

RC

RB FO/3

010724

PCB

RC

FO/0 202.106.1.2/24

FO/3 10.1.10.2/24

RB

FO/3 210.216.1.2/24

FO/0 202.106.1.1/24

RA

FO/3 210.216.1.1/24

FO/0 100.1.1.2/24

SWA

VLAN100 0/0/24 100.1.1.1/24
VLAN10 0/0/1-5 192.168.10.1/24
SWB

VLAN20 0/0/1-3 192.168.20.1/24
VLAN100 0/0/24 10.1.10.1/24
PCA 192.168.10.10/24
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PCB

192.168.20.10/24

JL

. BCEES

A. IRERREE VLAN RIEFECE VLAN LI iROXI5,
B. REBSLIGHFNEMERESMRE.

C. 1% IP RIEFECEIRARIEZ AR IP,

D. REEBEEKEERE

EEK

. £Miz1T RIPV2 FIZSESE MY

A. RA 5RB Z|BIFFEEESCAIL ;
B. RC L5 SWB ZjaFig MD5 TAiE

. RA 5 RC zjgig& GREoverIPsecVPN :

A. IPSEC VPN Jf&fmiR=t ,

B. RA5RBZJAIKE SHihEREKE , EaH&E

C. IKE ZRE&RF md5 hash &% ;

D. transform-set ( {}aNHaEE ) BFRA lin , IIZEE&IEARA : ah-sha-hmac.,
esp-des , EEZA/ : 1234567
ISR TR SR BRRI A anEHA /9 86400 7 ;
GRE R XfEHETTA 1476

m

. T‘ SWA Ei9imO e0/0/2 E | ¥&=EF PCA EI’JTE?Z*

JDBE%UJ 10M LLs/FD , SRAMERT AM =35, 12

THNZMNERRBIIRN — R EFR
SWB FiZE enable %13 , telnat, web [R55HE

FRER

(AN =l |

SIERREE

. BREREXH

Show running-config H{FECE 21

. I&IF VPN &8z
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BEEF—HMBREZRRER  MRIEH  UEINEERFER  &AER , I=EE
sh crypto isakmp sa

EEF_NERERRRER  RIER  USHASERFER  FARIIREESIA
IHER— —2W , &41EH , W=

sh crypto ipsec sa

BEEF—HMBRERTRE

debug crypto isakmp

BEER_MRERTE

debug crypto ipsec

BERERR

Show ip int tunnel

. I&3IF PPP &

BF PPP IEERTE  E8EE , SHIEEEONR | AR RIEHESEER
INIEER.

Show ppp status

&% PPP ROAIEERE , SHIMEERIEITE , RAIhSEILAEFEREEL
e, BUNAREAL,

Debug ppp authentication

. BEENEE

BEKAR  EEFEIeNISH

Show ip route

BE rip BEMAT | sEBERMERIRAZFER

Show ip rip protocol

BE rip WIHER | FFNRO |, 8e06ERin D ATFERY rip INEMZERO<S
Show ip rip interface

tAI7E PC _EfEF Ping ap S HHTHERER AT,

. WIEARSSTRE

&EE QoS imER_

Show mls qos interface

WATLURE— FTP k5325 , £ FTP server imif&X{4-K/\e979 14M RIS
4, EimORFE QOS HRESRIFEERE Fin NkE—SU4ATARTE , BEMERERS

T

+—-====
FEEIN

IPSCE VPN #EFECEIR
A. RB _LHEinEEHTIZ ;

94



EcEHRLE

BIERRARER |

ECEINZEMETR , BRIAEENGEAFIZR | TiRE | RIERHITSIA ;

. HaghERimOL. RARIBESGEZS RB E—5.

IPSEC IKE EMEXBIAFFD

crypto map 92 =i SO FNANEFE—5

GREoverIPsecVPN ;¥ : 5HiE GRE , REEE IPsec 48E7E GRE pupgiEiRO
.

moOnNn®

7N HES®E
RA E&EHSE :

show run
RA#show running-config
Building configuration...

Current configuration:
!
Iversion 1.3.3G
service timestamps log date
service timestamps debug date
no service password-encryption
!
hostname RA
!
!
ip fast-switch enable
!
gbsc group default
!
!
crypto isakmp key digitalchina 202.106.1.2 255.255.255.255
!
!
crypto isakmp policy 1
group 2
lifetime 36000
!

crypto ipsec transform-set one
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transform-type ah-sha-hmac esp-des
I
crypto map pp 1 ipsec-isakmp
set peer 202.106.1.2
set pfs group2
set security-association lifetime seconds 36000
set transform-set one
match address vpn_acl
I
!
interface TunnelO
mtu 1476
ip address 1.1.1.1 255.255.255.0
no ip directed-broadcast
crypto map pp
tunnel source 210.216.1.1
tunnel destination 202.106.1.2
I
interface FastEthernet0/0
ip address 100.1.1.2 255.255.255.0
no ip directed-broadcast
I
interface FastEthernet0/3
ip address 210.216.1.1 255.255.255.0
no ip directed-broadcast
ip rip authentication simple
ip rip password panpan
I
interface Serial0/1
no ip address
no ip directed-broadcast
I
interface Serial0/2
no ip address
no ip directed-broadcast
I
interface Async0/0
no ip address
no ip directed-broadcast
I
I
router rip
version 2
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no auto-summary
network 210.216.1.0 255.255.255.0
network 100.1.1.0 255.255.255.0

!

!

ip access-list extended vpn_acl
permit ip any any

!

!

RA#

RB IEHEES :

show run
RB#show running-config
Building configuration...

Current configuration:
!
Iversion 1.3.3G
service timestamps log date
service timestamps debug date
no service password-encryption
!
hostname RB
!
!
gbsc group default
!
!
interface FastEthernet0/0
ip address 202.106.1.1 255.255.255.0
no ip directed-broadcast
!
interface FastEthernet0/3
ip address 210.216.1.2 255.255.255.0
no ip directed-broadcast
ip rip authentication simple
ip rip password panpan
!
interface Serial0/1
no ip address
no ip directed-broadcast
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!
interface Serial0/2
no ip address
no ip directed-broadcast
!
interface Async0/0
no ip address
no ip directed-broadcast
|
!
router rip
version 2
no auto-summary
network 210.216.1.0 255.255.255.0
network 202.106.1.0 255.255.255.0
|
!
RB#

RC F&HZE :

RC#show running-config
Building configuration...

Current configuration:
!

Iversion 1.3.3G

service timestamps log date
service timestamps debug date
no service password-encryption
!

hostname RC

!

!

ip fast-switch enable

!

gbsc group default

!

!

crypto isakmp key digitalchina 210.216.1.1 255.255.255.255
!

!

crypto isakmp policy 1
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group 2
lifetime 36000
I
crypto ipsec transform-set one
transform-type ah-sha-hmac esp-des
I
crypto map pp 1 ipsec-isakmp
set peer 210.216.1.1
set pfs group2
set security-association lifetime seconds 36000
set transform-set one
match address vpn_acl
I
!
interface TunnelO
mtu 1476
ip address 1.1.1.2 255.255.255.0
no ip directed-broadcast
crypto map pp
tunnel source 202.106.1.2
tunnel destination 210.216.1.1
I
interface FastEthernet0/0
ip address 202.106.1.2 255.255.255.0
no ip directed-broadcast
I
interface FastEthernet0/3
ip address 10.1.10.2 255.255.255.0
no ip directed-broadcast
ip rip authentication message-digest
ip rip message-digest-key 1 md5 123
I
interface Serial0/1
no ip address
no ip directed-broadcast
I
interface Serial0/2
no ip address
no ip directed-broadcast
I
interface Async0/0
no ip address
no ip directed-broadcast
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!
|
router rip
version 2
no auto-summary
network 202.106.1.0 255.255.255.0
network 10.1.10.0 255.255.255.0
|
|
ip access-list extended vpn_acl
permit ip any any
|
|
RC#

SWA 3ZHRH]

SWA#show run

SWA#show running-config

!

no service password-encryption
!

hostname SWA
vendorlocation China
vendorContact 800-810-9119
!

!

!

vlan 1

I

vlan 10
I

vlan 100
I

firewall enable
!
ip access-list extended qos_acl
permit ip any-source any-destination
!
mls qos
class-map qos_class

match access-group qos_acl
|
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policy-map gos_policy

class qos_class
police 10024 4096 exceed-action drop
exit

!

Interface Ethernet0/0/1
switchport access vlan 10

!

Interface Ethernet0/0/2
service-policy input qos_policy
switchport access vlan 10

!

Interface Ethernet0/0/3
switchport access vlan 10

!

Interface Ethernet0/0/4
switchport access vlan 10

!

Interface Ethernet0/0/5
switchport access vlan 10

I

Interface Ethernet0/0/6
I

Interface Ethernet0/0/7
I

Interface Ethernet0/0/8
!
Interface Ethernet0/0/9
I

Interface Ethernet0/0/10
I

Interface Ethernet0/0/11
I

Interface Ethernet0/0/12
I

Interface Ethernet0/0/13
I

Interface Ethernet0/0/14
I

Interface Ethernet0/0/15
I

Interface Ethernet0/0/16
!
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Interface Ethernet0/0/17
I

Interface Ethernet0/0/18
I

Interface Ethernet0/0/19
I

Interface Ethernet0/0/20
I

Interface Ethernet0/0/21
I

Interface Ethernet0/0/22
I

Interface Ethernet0/0/23

!

Interface Ethernet0/0/24
switchport access vlan 100

I

Interface Ethernet0/0/25
I

Interface Ethernet0/0/26
I

Interface Ethernet0/0/27
I

Interface Ethernet0/0/28
|
interface Vlan10
ip address 192.168.10.1 255.255.255.0
!
interface Vlan100
ip address 100.1.1.1 255.255.255.0
!
router rip
network 100.1.1.0/24
network 192.168.10.0/24
I
no login
|
end
SWA#

SWB 3], -

SWB#show running-config
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!

no service password-encryption

!

hostname SWB

vendorlocation China

vendorContact 800-810-9119

!

!

ip http server

web-user aaa password 0 aaa

web-user panpan password 0 admin

web-user admin password 0 admin

!

telnet-user admin password 0 admin

!

!

vlan 1

!

vlan 20

!

vlan 100

!

Interface Ethernet0/0/1
switchport access vlan 20

!

Interface Ethernet0/0/2
switchport access vlan 20

!

Interface Ethernet0/0/3
switchport access vlan 20

I

Interface Ethernet0/0/4
I

Interface Ethernet0/0/5
I

Interface Ethernet0/0/6
I

Interface Ethernet0/0/7
I

Interface Ethernet0/0/8
I

Interface Ethernet0/0/9
!
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Interface Ethernet0/0/10
I

Interface Ethernet0/0/11
I

Interface Ethernet0/0/12
I

Interface Ethernet0/0/13
I

Interface Ethernet0/0/14
I

Interface Ethernet0/0/15
I

Interface Ethernet0/0/16
I

Interface Ethernet0/0/17
I

Interface Ethernet0/0/18
I

Interface Ethernet0/0/19
I

Interface Ethernet0/0/20
I

Interface Ethernet0/0/21
I

Interface Ethernet0/0/22
I

Interface Ethernet0/0/23
I

Interface Ethernet0/0/24

switchport access vlan 100

Interface Ethernet0/0/25
I

Interface Ethernet0/0/26
I

Interface Ethernet0/0/27
I

Interface Ethernet0/0/28
I

key chain 1
key 123
!

interface Vlan20
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ip address 192.168.20.1 255.255.255.0
!
interface VIan100
ip rip authentication mode md5
ip rip authentication key-chain 1
ip address 10.1.10.1 255.255.255.0
!
router rip
network 10.1.10.0/24
network 192.168.20.0/24
!
no login
!
end
SWB#
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—

INEER
1. IRBEK
3 £E8HE5 DCR-2626

2 &32#atl, DCRS-5650-28
3 & PCHfK

2. 1P B X

RC

S0/2 202.106.1.2/28
FO/0 192.168.1.1/24
RB

S0/1 210.216.1.2/28
S0/2 202.106.1.1/28
FO/0 10.1.1.1/24
RA

S0/1 210.216.1.1/28
FO/0 192.168.10.1/24
SWA
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VLAN300 0/0/24 10.1.1.2/24
VLAN30 0/0/1-5 192.168.30.1/24
VLAN100 0/0/23 101.1.1.1/30;
SWB
VLAN20 0/0/1-2 192.168.20.1/24
VLAN 200 | 0/0/24 192.168.1.2/24
VLAN100 0/0/23 101.1.1.2/30
PCA
PCB
PCC
PCD 192.168.10.2/24

3. BCEER

. RRISIRINERERES MRE.
. RIR IP RIFHHECERA3IRZERY IP.

B
A EEEERE VLAN EIEREE VLAN LIRS0,
B
C
D. BEEEEREERS

FEEK

1. 7£ RA-RB-RC & _E{EF3 hdlc 1Y

2. £ RC 5 RB Z[8)EicE IPsecVPN ,RA 5 RB Z |8z T
GRE VPN

3. £MIE1TE X1 ospf IHSEEEMY

4. £ SWB Li%E DHCP fRSS :
A. F3PCB, PCC 9P IP il ;
B. £ SWA LigE DHCP 4RSS , /9 PCA 53c IP ithik

5. AR XI5 HERMAY VLAN , 7O , SWB
89 PCC imOaT LA PCB im OB H N\IEEE,

)L N E.\_TL.IIE”.:I\ED
1. EEBENH
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Show running-config HRELEERIER
. I6IIF VPN &

BEEF—HMBEERER  RIEH  UEHIEERFER  &AER , WZEH
sh crypto isakmp sa

BEER_MBEERER  WRER , ISHNEERFER  FBINEEESA
IHER— —=EW , HARER , W=EE

sh crypto ipsec sa

BES—MBRERDRE

debug crypto isakmp

BER_MBRERTRE

debug crypto ipsec

. ISUF HDLC &z
BEIHORE TSR Hei 8Ttz O R ERE =Y |, AR SE15EEK

Show interface ser0/1
BE HDLC #UEEEIIR
debug hdlc packet

. BEEEMEE
EEIHE , REYIIS SN

Show ip route

BE OSPF BAMIRZ , JLAEER) OSPF #F2E. route id, EIRIEESER
Show ip ospf

BERAE , JUERRBEFFINSIMEEAZE  BXKEALL "0" 7k, AE
XL “OIA" Fk

Show ip route

EEHERNSEUERE | LB NERATEIRIRNSER

Show ip ospf database

BEIREHI OSPF REER , FJLABRIATARH OSPF iRE
Show ip ospf neighbor

e]E PC L{f#H Ping dp St Tt i@ AT,
. I&5IF DHCP B

&%E DHCP RS S ECIEN. ERERSF
show ip dhcp server statistics

&%& DHCP RSS9 Ee IP it AUETE

debug ip dhcp server packets

=& DHCP H4rpYie RS2

debug ip dhcp relay packet
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BATLAERE PC_EMERESIERRIZKE TCP (ER

. WiFmRE&

AILAE PCC LM , BERMIRER PCB KiX(ER , MER PCC FER
iR SR RIT R,

IT=E5
i =AY

1. IPSCE VPN =R EIRF
A. RB_EFEiHEEHEGIE ;
B. BcEIRE ;
C. GUEESRRRE;
D. BECEINFMEIE  BRIZEEAAFIZE , Tk |, RIERHTSIA ;
E. SE#EziR0L, RANESESAS RB E—3,
2. IPSEC IKE FEMEXBHAFFE
3. crypto map NEF/SEO ENBANEF—H
4. DHCP IEREEF N EMERD &R IP,
5. OSPF IEmRRIFEISEMERFIX, ID | IAFAOR R MR I E—5,
6. VPN EFERMinlIIIZEEZE—E , TEICMGRINNZ T =4 EE iR,
7. FEcE DHCP mhéiht , [TRAELBIRAFEE LMY , BUFTEEE DHCP ik,
8. DHCP mgtfy helper-address fIiBHIFEISHIER , 2 SWA 5 SWB FrEIER%
[ IP ik,
9. 1£ SWA ZEMAIHTEEE IP it | itk IP #ib)s PC Bzh3kiShHY IP #Ehtag
TFS
10. £ SWA iU IP et iSim O ECE DHCP #hét |, EE i AR E TN
11. EKNEEEREIP ittt BftEiRB5E= A7 DHCP [RS8 E—BkiER PCA
MIERAIRHSERH ( AN )
A Y | |
7N, EES®
RA E&HEIES :
sho run

Building configuration...

Current configuration:

Iversion 1.3.3G

service timestamps log date
service timestamps debug date
no service password-encryption
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!
hostname RA
!
!
gbsc group default
!
!
interface TunnelO
mtu 1476
ip address 1.1.1.2 255.255.255.0
no ip directed-broadcast
tunnel source 210.216.1.1
tunnel destination 210.216.1.2
!
interface FastEthernet0/0
ip address 192.168.10.1 255.255.255.0
no ip directed-broadcast
!
interface FastEthernet0/3
no ip address
no ip directed-broadcast
!
interface Serial0/1
ip address 210.216.1.1 255.255.255.240
no ip directed-broadcast
!
interface Serial0/2
no ip address
no ip directed-broadcast
!
interface Async0/0
no ip address
no ip directed-broadcast
!
!
router ospf 10
network 192.168.10.0 255.255.255.0 area 1
network 210.216.1.0 255.255.255.240 area 1
!
!
RA#

RB I&HEE :
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SHO RUN
Building configuration...

Current configuration:

!

Iversion 1.3.3G

service timestamps log date
service timestamps debug date
no service password-encryption
I

hostname RB

!

!

gbsc group default

I

I
crypto isakmp key digitalchina 202.106.1.2 255.255.255.255
I
!
crypto isakmp policy 10
group 2
lifetime 36000
I
crypto ipsec transform-set one
transform-type ah-sha-hmac esp-des
I
crypto map pp 10 ipsec-isakmp
set peer 202.106.1.2
set pfs group2
set security-association lifetime seconds 36000
set transform-set one
match address vpn_acl
I
!
interface TunnelO
mtu 1476
ip address 1.1.1.1 255.255.255.0
no ip directed-broadcast
tunnel source 210.216.1.2
tunnel destination 210.216.1.1
I

interface FastEthernet0/0
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ip address 10.1.1.1 255.255.255.0
no ip directed-broadcast
!
interface FastEthernet0/3
no ip address
no ip directed-broadcast
!
interface Serial0/1
ip address 210.216.1.2 255.255.255.240
no ip directed-broadcast
physical-layer speed 64000
!
interface Serial0/2
ip address 202.106.1.1 255.255.255.240
no ip directed-broadcast
crypto map pp
physical-layer speed 64000
!
interface Async0/0
no ip address
no ip directed-broadcast
!
!
router ospf 10
network 210.216.1.0 255.255.255.240 area 1
network 202.106.1.0 255.255.255.240 area 0
network 10.1.1.0 255.255.255.0 area 0
!
!
ip access-list extended vpn_acl
permit ip any any
!
!
RB#

RC B&HEIES :

sho run
Building configuration...

Current configuration:
!

Iversion 1.3.3G
service timestamps log date
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service timestamps debug date
no service password-encryption
!
hostname RC
!
!
gbsc group default
!
!
crypto isakmp key digitalchina 202.106.1.1 255.255.255.255
!
!
crypto isakmp policy 10
group 2
lifetime 36000
!
crypto ipsec transform-set one
transform-type ah-sha-hmac esp-des
!
crypto map pp 10 ipsec-isakmp
set peer 202.106.1.1
set pfs group2
set security-association lifetime seconds 36000
set transform-set one
match address vpn_acl
!
!
interface FastEthernet0/0
ip address 192.168.1.1 255.255.255.0
no ip directed-broadcast
!
interface FastEthernet0/3
no ip address
no ip directed-broadcast
!
interface Serial0/1
no ip address
no ip directed-broadcast
!
interface Serial0/2
ip address 202.106.1.2 255.255.255.240
no ip directed-broadcast

crypto map pp
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interface Async0/0
no ip address
no ip directed-broadcast
!
!
router ospf 10
network 202.106.1.0 255.255.255.240 area 0
network 192.168.1.0 255.255.255.0 area 2
|
!
ip access-list extended vpn_acl
permit ip any any
!
!

RC#
SWA ZZHA],
sho run

!

no service password-encryption
!

hostname SWA

vendorlocation China
vendorContact 800-810-9119

!

!

service dhcp

!

ip forward-protocol udp bootps
!

vlan 1

!

vlan 30

!

vlan 100

!

vlan 300

!

no ip forwarding
I

Interface Ethernet0/0/1
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switchport access vlan 30
!
Interface Ethernet0/0/2
switchport access vlan 30
!
Interface Ethernet0/0/3
switchport access vlan 30
!
Interface Ethernet0/0/4
switchport access vlan 30
!
Interface Ethernet0/0/5
switchport access vlan 30
!

Interface Ethernet0/0/6
I

Interface Ethernet0/0/7
!
Interface Ethernet0/0/8
I

Interface Ethernet0/0/9
I

Interface Ethernet0/0/10
I

Interface Ethernet0/0/11
I

Interface Ethernet0/0/12
I

Interface Ethernet0/0/13
I

Interface Ethernet0/0/14
I

Interface Ethernet0/0/15
I

Interface Ethernet0/0/16
I

Interface Ethernet0/0/17
I

Interface Ethernet0/0/18
I

Interface Ethernet0/0/19
I

Interface Ethernet0/0/20
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Interface Ethernet0/0/21
I

Interface Ethernet0/0/22

!

Interface Ethernet0/0/23
switchport access vlan 100
ip dhcp snooping trust

!

Interface Ethernet0/0/24
switchport access vlan 300

I

Interface Ethernet0/0/25
I

Interface Ethernet0/0/26
I

Interface Ethernet0/0/27
I

Interface Ethernet0/0/28
!
interface Vlan30
ip address 192.168.30.1 255.0.0.0
Iforward protocol udp 68(active)!
ip helper-address 101.1.1.2
|

interface Vlan100

ip address 101.1.1.1 255.255.255.252

interface Vlan300

ip address 10.1.1.2 255.255.255.0
!

ip igmp snooping

!

router ospf 10
network 10.1.1.0 0.0.0.255 area 0
network 101.1.1.0 0.0.0.3 area 0

!

!

no login
!

end

SWA#
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SWB 3Z#4],

SWB#sho run
|
no service password-encryption
|
hostname SWB
!
service dhcp
!
ip dhcp pool pool-A
network-address 192.168.20.0 255.255.255.0
default-router 192.168.20.1
dns-server 202.106.0.20
!
ip dhcp pool pool-B
network-address 192.168.30.0 255.255.255.0
default-router 192.168.30.1
dns-server 202.106.0.20
!
monitor session 1 source interface Ethernet0/0/1 rx
monitor session 1 source interface Ethernet0/0/1 tx
monitor session 1 destination interface Ethernet0/0/2
I
vlan 1
I

lan 20
I

vlan 100
I

vlan 200

!

Interface Ethernet0/0/1
switchport access vlan 20

!

Interface Ethernet0/0/2
switchport access vlan 20
!

Interface Ethernet0/0/3

I

Interface Ethernet0/0/4
I

Interface Ethernet0/0/5
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Interface Ethernet0/0/6
I

Interface Ethernet0/0/7
I

Interface Ethernet0/0/8
I

Interface Ethernet0/0/9
I

Interface Ethernet0/0/10
I

Interface Ethernet0/0/11
I

Interface Ethernet0/0/12
I

Interface Ethernet0/0/13
I

Interface Ethernet0/0/14
I

Interface Ethernet0/0/15
I

Interface Ethernet0/0/16
I

Interface Ethernet0/0/17
I

Interface Ethernet0/0/18
I

Interface Ethernet0/0/19
I

Interface Ethernet0/0/20
!
nterface Ethernet0/0/21
I

Interface Ethernet0/0/22
!
Interface Ethernet0/0/23

switchport access vlan 100
|

Interface Ethernet0/0/24

switchport access vlan 200
|

Interface Ethernet0/0/25
!
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Interface Ethernet0/0/26
I

Interface Ethernet0/0/27
I

Interface Ethernet0/0/28
I
interface Vlan20
ip address 192.168.20.1 255.255.255.0
I
interface Vlan100
ip address 101.1.1.2 255.255.255.252
!
Interface VIan200
ip address 192.168.1.2 255.255.255.0
!
router ospf 10
network 101.1.1.0 0.0.0.3 area 0
network 192.168.1.0 0.0.0.255 area 2
network 192.168.20.0 0.0.0.255 area 0
!
!
no login
I

end

SWB#
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IR

—.  3&F

PCA PCB

— :_l_\ AY
—. REER
1. ZBEK
3 & MHSE DCR-2626
2 35184, DCRS-5650-28

3 & PCEBfN

2. IP HBuFERK
RC
50/2 184.11.1.2/28
FO/0 210.11.10.2/28
FO/3 192.168.100.254/24
RB
S0/1 202.106.1.2/28
FO/0 210.11.10.1/28
RA
50/1 202.106.1.1/28

122



S0/2 184.11.1.1/28

FO/0 172.168.1.1/24

SWA

VLANS88 0/0/24 172.168.1.2/24
VLAN10 0/0/1-5 192.168.10.254/24
VLAN20 0/0/6-9 192.168.20.254/24
VLAN30 0/0/11-15 192.168.30.254/24
SWB

VLAN10 0/0/1-5

VLAN20 0/0/6-10

PCA 192.168.10.1/24
PCB 192.168.20.254/24
PCC 192.168.30.1/24
PCD 192.168.100.2/24

BB E VLAN RIEFECE VLAN LARiREXI5 .
ARSI NERER S MRS,

. R IP RIFHHECERAIRZERY IP,

. RREEEKEERE

=. BEEK

1. Z£RA, RB. RC[E3RFEZXIH ospf :
A. RA 5 RB XRAIGAIE ;
B. RA 5 RC XA md5 F5EIAIE
2. RA, RB, RC [E]5EFH PPP $3%&timY
A. RA 5 RB ZjaRH chap TAIE , BF&25804 chapra, chaprb ; 251579
digitalchina
B. RA 5 RC Z/E5EF pap AIAIE , BFR&2 508 papra paprb ; ZB8195
digitalchina
3. £ RA EBCE NAT , (ERMAFEILAGIRIEERR

A BRERRMABFitbiELEY RA #Y S0/1, SO0/2 tnAY IP itk ;
B. {84 PCC ithil3%#2/9 202.106.1.3/28

3. BCEES
A
B
C
D

i
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JL

. AMRAESFSIEE | F2EEEE.
. £ SWA 5 SWB Z|8lEe B4 XX ;

A. {E SWA IRERIEME,

. 1£ RA FECERESERMA :

A. {#EET Vlanl0 g9#EET RA-RB-RC Zi&{EH ;
B. BT Vlan20 A9&EEIT RA-RC Zi&(EHI,

. £ RB 5 RC ZjaJEcE IP SEC VPN :

A. RC5RBZAIKE SRINEREEKE , TahgE ;

B. IKE ZRH&XA md5 hash &i% ;

C. transform-set( PMYESHAEE ) BFERA one , IIZWEFAS A :ah-sha-hmac.
esp-des , HEZHA : key

D. NNEMEIRHI TN EERBAIEERA 36000 7

GE B

(A =l |

. BERENH

Show running-config FRECERBLIEMR

. I&IF VPN &8z

BEEFS—MBREERER  RIEH  UEHINEERFER  &AER , WZEH
sh crypto isakmp sa

BEF_MEREEERER  WRER  WHNEEEFHER  FRBINEEESA
IHER— —EM , HEAER , =8

sh crypto ipsec sa

BEFMERIEEIRE

debug crypto isakmp

BEB_MEBREEIRE

debug crypto ipsec

. I9UE PPP &R

BE PPP IEENTE  E8EE | SHIEEENR | AR TRIEHEHEER
NIHEE.

Show ppp status

&%& PPP fBAIEETE | RHIMEERIEIRE | NRAIIEFEIDAEFEREET
EE , BUNAMSIAILE.

Debug ppp authentication
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4. BEEENEE

BEERAE  EEFIENIEH

Show ip route

&E OSPF BRHIMMIRZ , AJLAEZR) OSPF#IEE. router id, BEIEEHER
Show ip ospf

BERER , JLUERRHEFFZSZNMRESRE  BXEALL "0 7k, FE
XigLA "OIA" FFk

Show ip route

EEHERNSEERE | TR MNERTEIRIRRESER

Show ip ospf database

BEIREN OSPF FFEER , SAILABERIATIEIRRY OSPF 185

Show ip ospf neighbor

tBA]7E PC _EfEA Ping ap <t THERE R AT,

. SENERIRERE

AJ{§[ show running-config HTECEEE , tBr]E taceroute S TE PC H1
EHTIE , EIERESEER B ERPHNELIHTIRE SR ERUSERIM 5
S, (WEENEBRIEHET )

EMLEIRE ERTLAER tracert e S TEURIRHANEE.

. SONEPYZRIBIEEHR

BEMMURE

Show ip nat statistics

EERREN ip B8, REELER , NHI nat iR (X . £EEZAIB
FLRAMAR SN TIERE | DMRIEBEUEBEEME TR | 85 NAT AFE
FoilE(E )

show ip nat translations

. SRR

BEEAINS  TEBRSIENAERRPRE | LIRS NEAREARIRTS., BID &
=8
Show spanning-tree

It===F
i = A0

IPSCE VPN =B EINF

A. RB _LFBEipEEHIFE ;

B. BcEIRE ;

C. GUEERRE;

D. EEMZMETE  BRIAESHHRTIFR TR | KIRFRHTSIE ;
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E. &E#ERlisOLt, RANEEREZS5 RB EL—&,

IPSEC IKE EEXLEIATTD

crypto map 2= SO ENANEFE—E

OSPF i3 EAEBFEEMERFIKI, ID , IAFRIRHE T EMimAIINEE I E—5.
VPN EXEMRIINEEEE—E , RGN ZMRET R ER RO,
BRI ISRBEEAEIAONF  ERSEIEAILL , 7E#57 route-map &
EIEI T8k , 7FEARSRRERNITRSIAE | RESSERIHO L.

o vk W N

7N HES®E

RA B&H=E :
sho run

IETEWEERCE.

e[ =¢
!
Iversion 1.3.3G
service timestamps log date
service timestamps debug date
no service password-encryption
!
hostname RA
I
!
gbsc group default
!
!
aaa authentication ppp wanpap local
aaa authentication ppp wanchap local
I
username paprc password 0 digitalchina
username chaprb password 0 digitalchina
I
I
interface FastEthernet0/0
ip address 172.168.1.1 255.255.255.0
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no ip directed-broadcast
priority-group 1
ip policy route-map wan
ip nat inside

!

interface FastEthernet0/3
no ip address
no ip directed-broadcast

!

interface Serial0/1
ip address 210.106.1.1 255.255.255.240
no ip directed-broadcast
encapsulation ppp
ppp authentication chap wanchap
ppp chap hostname chapra
ppp chap password 0 digitalchina
physical-layer speed 64000
ip ospf authentication simple
ip ospf password wan
ip nat outside

!

interface Serial0/2
ip address 184.11.1.1 255.255.255.240
no ip directed-broadcast
encapsulation ppp
ppp authentication pap wanpap
ppp pap sent-username papra password 0 digitalchina
physical-layer speed 64000
ip ospf authentication message-digest
ip ospf message-digest-key 1 md5 wan
ip nat outside

!

interface Async0/0
no ip address
no ip directed-broadcast

!

|

router ospf 10
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network 210.106.1.0 255.255.255.240 area 0
network 184.11.1.0 255.255.255.240 area 1
area 184.11.1.0 authentication message-digest
area 210.106.1.0 authentication simple
!
!
ip route 192.168.10.0 255.255.255.0 172.168.1.2
ip route 192.168.20.0 255.255.255.0 172.168.1.2
ip route 192.168.30.0 255.255.255.0 172.168.1.2
!
!
ip access-list standard acl10
permit 192.168.10.0 255.255.255.0
deny any
!
ip access-list standard acl20
permit 192.168.20.0 255.255.255.0
!
ip access-list standard wan
permit any
!
!
route-map wan 1 permit
match ip address acl10
match ip next-hop 202.106.1.2
!
route-map wan 2 permit
match ip address acl20
match ip next-hop 184.11.1.2
!
!
ip nat outside destination static 202.106.1.3 192.168.30.1
ip nat inside source list wan interface Serial0/1
ip nat inside source list wan interface Serial0/2
!
!

RA_config#
RB FEHES :
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sho run

IFEWEERCE. .

HRIkE:
!
Iversion 1.3.3F
service timestamps log date
service timestamps debug date
no service password-encryption
!
hostname RB
!
!
gbsc group default
!
!
aaa authentication ppp wanchap local
!
username chapra password 0 digitalchina
|
crypto isakmp key key 210.11.10.2 255.255.255.255
!
!
crypto isakmp policy 1
hash md5
!
crypto ipsec transform-set one
transform-type ah-sha-hmac esp-des
!
crypto map pp 1 ipsec-isakmp
set peer 210.11.10.2
set security-association lifetime seconds 36000
set transform-set one
match address vpn_acl
!
!
interface FastEthernet0/0
ip address 210.11.10.1 255.255.255.240
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no ip directed-broadcast

crypto map pp
!
interface FastEthernet0/3
no ip address
no ip directed-broadcast
!
interface Serial0/1
ip address 202.106.1.2 255.255.255.240
no ip directed-broadcast
encapsulation ppp
ppp authentication chap wanchap
ppp chap hostname chaprb
ppp chap password 0 digitalchina
ip ospf authentication simple
ip ospf password wan
!
interface Serial0/2
no ip address
no ip directed-broadcast
!
interface Async0/0
no ip address
no ip directed-broadcast
!
!
router ospf 10
network 202.106.1.0 255.255.255.240 area 0
network 210.11.10.0 255.255.255.240 area 2
area 202.106.1.0 authentication simple
!
!
ip access-list extended vpn_acl
permit ip any any
!
!

RB_config#
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RC B&HRES :
sho run
FREWERE...

HRIfCE:
!
Iversion 1.3.3F
service timestamps log date
service timestamps debug date
no service password-encryption
!
hostname RC
!
!
gbsc group default
!
!
aaa authentication ppp wanpap local
!
username papra password 0 digitalchina
!
crypto isakmp key key 210.11.10.1 255.255.255.0
!
!
crypto isakmp policy 1
hash md5
!
crypto ipsec transform-set one
transform-type ah-sha-hmac esp-des
!
crypto map pp 1 ipsec-isakmp
set peer 210.11.10.1
set security-association lifetime seconds 36000
set transform-set one
match address vpn_acl
!
!

interface FastEthernet0/0

131



ip address 210.11.10.2 255.255.255.240
no ip directed-broadcast

crypto map pp
!
interface FastEthernet0/3
ip address 192.168.100.254 255.255.255.0
no ip directed-broadcast
!
interface Serial0/1
no ip address
no ip directed-broadcast
!
interface Serial0/2
ip address 184.11.1.2 255.255.255.240
no ip directed-broadcast
encapsulation ppp
ppp authentication pap wanpap
ppp pap sent-username paprc password 0 digitalchina
ip ospf authentication message-digest
ip ospf message-digest-key 1 md5 wan
!
interface Async0/0
no ip address
no ip directed-broadcast
!
!
router ospf 10
network 184.11.1.0 255.255.255.240 area 1
network 210.11.10.0 255.255.255.240 area 2
network 192.168.100.0 255.255.255.0 area 2
area 184.11.1.0 authentication message-digest
!
!
ip access-list extended vpn_acl
permit ip any any
!
|

RC_config#
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SWA 3z, :

SHO RUN

!

no service password-encryption

!

hostname SWA

!

spanning-tree

spanning-tree mst O priority 4096
!

vlan 1

vlan 10
I

vlan 20
I

vlan 30

!

vlan 88

!

Interface Ethernet0/0/1
switchport access vlan 10

!

Interface Ethernet0/0/2
switchport access vlan 10

!

Interface Ethernet0/0/3
switchport access vlan 10
!

Interface Ethernet0/0/4
switchport access vlan 10
!

Interface Ethernet0/0/5
switchport access vlan 10
!

Interface Ethernet0/0/6

switchport access vlan 20
!
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Interface Ethernet0/0/7
switchport access vlan 20

!

Interface Ethernet0/0/8
switchport access vlan 20

!

Interface Ethernet0/0/9
switchport access vlan 20

!

Interface Ethernet0/0/10
switchport mode trunk

!

Interface Ethernet0/0/11
switchport access vlan 30

!

Interface Ethernet0/0/12
switchport access vlan 30

!

Interface Ethernet0/0/13
switchport access vlan 30

!

Interface Ethernet0/0/14
switchport access vlan 30

!

Interface Ethernet0/0/15
switchport access vlan 30

Interface Ethernet0/0/16
I

Interface Ethernet0/0/17
I

Interface Ethernet0/0/18
I

Interface Ethernet0/0/19
I

Interface thernet0/0/20
I

Interface Ethernet0/0/21
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I

Interface Ethernet0/0/22

!

Interface Ethernet0/0/23

!

Interface Ethernet0/0/24
switchport access vlan 88

Interface Ethernet0/0/25
I

Interface Ethernet0/0/26
I

Interface Ethernet0/0/27
I

Interface Ethernet0/0/28
!
interface Vlan10

ip address 192.168.10.254 255.255.255.0
!
interface Vlan20

ip address 192.168.20.254 255.255.255.0
!
interface Vlan30

ip address 192.168.30.254 255.255.255.0
|
interface Vlan88

ip address 172.168.1.2 255.255.255.0

ip route 0.0.0.0/0 172.168.1.1
!

no login

!

end

SWA#

SWB E&Hz=S :
SWB#
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I
no service password-encryption
!

hostname SWB

!

spanning-tree

!

vlan 1

!

vlan 10

I

vlan 20
I
Interface Ethernet0/0/1

switchport access vlan 10
!

Interface Ethernet0/0/2
switchport access vlan 10

!

Interface Ethernet0/0/3
switchport access vlan 10

!

Interface Ethernet0/0/4
switchport access vlan 10!Interface Ethernet0/0/5
switchport access vlan 10

!

Interface Ethernet0/0/6
switchport access vlan 20

!

Interface Ethernet0/0/7
switchport access vlan 20

!

Interface Ethernet0/0/8
switchport access vlan 20

!

Interface Ethernet0/0/9

switchport access vlan 20
|

136



Interface Ethernet0/0/10
switchport mode trunk

!

Interface Ethernet0/0/11

!

Interface Ethernet0/0/12

I

Interface thernet0/0/13

I

Interface Ethernet0/0/14

I

Interface Ethernet0/0/15
I

Interface Ethernet0/0/16
I

Interface Ethernet0/0/17
I

Interface Ethernet0/0/18
I

Interface Ethernet0/0/19
I

Interface Ethernet0/0/20
I

Interface Ethernet0/0/21
I

Interface Ethernet0/0/22
I

Interface Ethernet0/0/23
I

Interface Ethernet0/0/24
I

Interface Ithernet0/0/25
I

Interface Ethernet0/0/26
I

Interface Ethernet0/0/27
I

Interface Ethernet0/0/28
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no login
!

end

SWB#
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|

Q-
=)
7
IR

o o3

\/0/24

PCA PCB

—. EHES
1. IRFEK
3 £E8HE8 DCR-2626

2 &3%#a#, DCRS-5650-28
3 & PCEEIK

2. 1P tsitE Ll

RC

S0/1 202.106.10.2/24
S0/2 202.106.20.2/24
FO/3 10.1.1.1/24

RB

S0/2 202.106.20.1/24
FO/0 192.168.1.2/24
FO/3 172.16.1.253/24
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RA

S0/1 202.106.10.1/24
FO/3 172.16.1.252/24
FO/0 192.168.1.1/24
SWA
VLAN10 0/0/23-24 172.16.1.250/24
VLANZ20 0/0/1-5 172.16.10.254/24
VLAN30 0/0/6-10 172.16.20.254/24
SWB
VLAN40 0/0/24 10.1.1.2/24
VLANSO0 0/0/1-5 10.1.10.254/24
VLANGO 0/0/6-10 10.1.20.254/24
PCA 172.16.10.1/24
PCB 172.16.20.1/24
PCC 10.1.10.1/24
PCD 10.1.20.1/24

3. FcEES

A. IZRREE VLAN RIEHECE VLAN LINiROYI5
B. REBSLIGHFNEMERSMRE,

C. IRERIP RIEMECEKMIRZER] IP,

D. REEBEEKEERSE

. AREX

1. EHESECE R X, OSPF siSEEHTMY (FEMLZEENE
HEEE :
RB 5 RC Z/EI5EFR ospf md5 i

2. RSB AR A GRE 4 , Fi#{T OSPF B,
B%iE ip : RA EZE Tunnel 1,338z SO/1 : 20.1.1.1/30
RC BEE Tunnel 2, X34z SO/1 : 20.1.1.2/30
RB Eg& Tunnet 3, X$iz s0/2 : 20.1.2.1/30
RC E2& Tunnel 4 , X$Rz SO/2 : 20.1.2.2/30

3. 7£ RA 55 RB Z/AIRE virp 1Y -
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)L

A EEHlip 59 172.16.1.254/24 ;
B. HEIRERRO ;
C. {RFEPEiR 20,

. £ RA 5 RC Z[gJfcE PPP 5EE&H % -

XFH chap R[AIEIE , RA AFIGUE,

. £ SWA EfeEmORE

ZOKAE E0/0/1 BEFELIEHE E0/0/6 LRIRTEEIE.

. £ SWA & E0/0/7-8 im[79 10M XN T
7. £ SWA FiEimO%s :

1983 PCB A9 mac , {§8 MAC #etERAYS %

. {£ SWB B ERTahaaiEsFIER

E3K PCD £ T{EH 9:00 EJ 17:00 AJLAEREEEAN

. £ RC EEcEMZSIbIEeHR (FRMNAEFP A LUEREEK

Xy :
{ERmO%%ER , BRMETE IP it s0/1 5 s0/2

10. 7£RA. RB. SWA Z[afcE& RIPv2 mhzSEEHimMY

£ RA 5 RB LECERBH AT , (FRMISEERMI TES

G E R

Jd=l

. BERERENH

Show running-config H{REE 2R IEH

. I&IF VPN %8z

BEEF—HMBEERER  MRIEH  UEHISERFER  &AER , W=EH
sh crypto isakmp sa

BEER_MBEERER  WRER , ISHNEERFER  FBINEEESA
IHER— —=EW , HARER , WxEE

sh crypto ipsec sa

BES—MBRERDRE

debug crypto isakmp

BES_MBREEDRE

debug crypto ipsec

. I&5IF PPP &
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BF PPP EENTS , 6CEE | SHIEERIVNR | AR RISREHEER
INIEER.

Show ppp status

&E PPP FSAIEERE , SHIMEERIESE , RIS LIEAEH BRLAE
&z, BNNAMFIALE.

Debug ppp authentication

. BEEEMEE
EEREE  REYHLmEH

Show ip route

BE rip BEMRE |, seEBZIFTERIRETFER

Show ip rip protocol

tBA]7E PC _EfEA Ping ap St THERSER AT,

&E OSPF BRHIMNIRZ , ATLAER OSPF #IES. router-id, EIRIEEE(ER
Show ip ospf

BERER , JLUERBRHEFIFERISNRESRE | BXEALL "0" 7k, FE
XiEgLA "OIA" FFk

Show ip route

EEHERNSEERE | TLERIENMNERATEIRIRRESER

Show ip ospf database

BEEIREA OSPF PBEER , AILABEZIRTEEAI OSPF %%

Show ip ospf neighbor

A7 PC _LfEF Ping <t THERKIE @ AT

. SENERIRESE

AJ{§[ show running-config HTECEEE , tbr]E taceroute i< 1E PC Hl
FHTINE  BIERSBEER EHEKFRILIRHTIRH , B ERUSERIM—F
SHE., (WEENEBRIEIET )

TEMRIZEE _ EATLAER tracert St TEURIRHVEE.

. 3&1F VRRP

BEAIRE VRRP =T BRI HIIASIRE vrp RIEXER , 1EXX
R, LK. EHlip. X% ip EER

Show vrrp detail

BE vrrp IMEERKRIIRE ( fEECE VRRP RiECE )

debug vrrp

. WNER e R
BEMURE
Show ip nat statistics

EERIREN ip 58 MREEIER , WS nat 288k (if - EEEZHNB
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SRR SN TIERE | LMRIEBEIEEE T TR , 85 NAT AFE
FeiE(E )
show ip nat translations

8. eibipaliEHlFIER

BENAEHRRNEE
Show ip access-list lin
PC ZIEWEE ping ap S tERIIRiEaEHEHEIZIRE BRI,

f. EEEW

1. IPSCE VPN =B EITF
A. RB LFEimREHFIE ;
BeETHRLE
BIERRARER ;
ECEINZMETR , BRIARENHAFIE  TiRE |, KIEFHT51H ;
. BESFERIHO L, RAKEERSAS RB E—5,
IPSEC IKE EEXLEIATTD
crypto map 92 =i SzO FNANEFE—5
EHEAEsE | SRR ETAERMEMEIEAI COLCK , 5i& NTP fRSS5:S.
OSPF i3 EAEBIFEEMERFIKI, ID , IAFRIRHE T EmMImAIINZE I E—5L,
VPN EFERIHIINEEAE—E , I FRICHMeaI N =4 ER %O,
BRI IEREEAEIANNF  SERSEEAILL , 75857 route-map &
EfgIE Bk , 7TEARSRRIITANS 5% | e ERRO L.
GRE IR EEROMERS BH.
9. FECE VRRP TEREHL IP IA—FIREINAEN S —,

N o v~ w N
moNnw

o

7N ES®E

RA BgHZS :

RA#sho run

IEEWERRCE...

SRIECE:

!

Iversion 1.3.3F

service timestamps log date
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service timestamps debug date
no service password-encryption
!
hostname RA
I
I
gbsc group default
!
!
aaa authentication ppp lin local
!
username RC password 0 123546
!
!
interface Tunnell
mtu 1476
ip address 20.1.1.1 255.255.255.252
no ip directed-broadcast
tunnel source 202.106.10.1
tunnel destination 202.106.10.2
!
interface FastEthernet0/0
ip address 192.168.1.1 255.255.255.0
no ip directed-broadcast
!
interface FastEthernet0/3
ip address 172.16.1.252 255.255.255.0
no ip directed-broadcast
vrrp 1 associate 172.16.1.254 255.255.255.0
vrrp 1 track interface Serial0/1 20
!
interface Serial0/1
ip address 202.106.10.1 255.255.255.0
no ip directed-broadcast
encapsulation ppp
ppp authentication chap lin
ppp chap hostname RA
ppp chap password 0 123456
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physical-layer speed 64000
!
interface Serial0/2
no ip address
no ip directed-broadcast
!
interface Async0/0
no ip address
no ip directed-broadcast
!
!
router rip
version 2
no auto-summary
network 172.16.0.0
redistribute ospf 1
redistribute connect
!
router ospf 1
network 192.168.1.0 255.255.255.0 area 0
network 20.1.1.0 255.255.255.252 area 0
redistribute rip
redistribute connect
I

RB F&HES :

RA#

RB#sho run

Building configuration...

Current configuration:

!

Iversion 1.3.3G

service timestamps log date
service timestamps debug date
no service password-encryption
!

hostname RB
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I
!
gbsc group default
!
!
interface Tunnel3
mtu 1476
ip address 20.1.2.1 255.255.255.252
no ip directed-broadcast
tunnel source 202.106.20.1
tunnel destination 202.106.20.2
!
interface FastEthernet0/0
ip address 192.168.1.2 255.255.255.0
no ip directed-broadcast
!
interface Ethernet0/1
ip address 172.16.1.253 255.255.255.0
no ip directed-broadcast
duplex half
vrrp 1 associate 172.16.1.254 255.255.255.0
vrrp 1 priority 90
vrrp 1 track interface Serial0/2 20
!
interface Serial0/2
ip address 202.106.20.1 255.255.255.0
no ip directed-broadcast
physical-layer speed 64000
ip ospf authentication message-digest
ip ospf message-digest-key 1 md5 lin
!
!
router rip
version 2
no auto-summary
network 172.16.0.0
redistribute ospf 1
redistribute connect
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!
router ospf 1
network 192.168.1.0 255.255.255.0 area 0
network 20.1.2.0 255.255.255.252 area 0
area 202.106.20.0 authentication message-digest
redistribute rip
redistribute connect
!
|

RB#
RC EXHEH2E -

RC#sho run

Building configuration...

Current configuration:
!
Iversion 1.3.3F
service timestamps log date
service timestamps debug date
no service password-encryption
!
hostname RC
I
!
gbsc group default
!
!
aaa authentication ppp default local
!
username RA password 0 123546
!
I
I
interface Tunnel2
mtu 1476
ip address 20.1.1.2 255.255.255.252
no ip directed-broadcast
tunnel source 202.106.10.2
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tunnel destination 202.106.10.1
!
interface Tunnel4
mtu 1476
ip address 20.1.2.2 255.255.255.252
no ip directed-broadcast
tunnel source 202.106.20.2
tunnel destination 202.106.20.1
!
interface FastEthernet0/0
no ip address
no ip directed-broadcast
!
interface FastEthernet0/3
ip address 10.1.1.1 255.255.255.0
no ip directed-broadcast
ip nat inside
!
interface Serial0/1
ip address 202.106.10.2 255.255.255.0
no ip directed-broadcast
encapsulation ppp
ppp chap hostname RC
ppp chap password 0 123456
ip nat outside
!
interface Serial0/2
ip address 202.106.20.2 255.255.255.0
no ip directed-broadcast
ip ospf authentication message-digest
ip ospf message-digest-key 1 md5 lin
ip nat outside
!
interface Async0/0
no ip address
no ip directed-broadcast
I
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router ospf 1
network 20.1.1.0 255.255.255.252 area 0
network 20.1.2.0 255.255.255.252 area 0
area 202.106.20.0 authentication message-digest
!
!
ip route 10.1.10.0 255.255.255.0 10.1.1.2
ip route 10.1.20.0 255.255.255.0 10.1.1.2
!
!
ip access-list standard lin
permit 10.1.10.0 255.255.255.0
permit 10.1.20.0 255.255.255.0
!
!
ip nat inside source list lin interface Serial0/1
ip nat inside source list lin interface Serial0/2
!
!
|

RC#

SWA 3,

SWA#sho run

!

no service password-encryption

I

hostname SWA

I

monitor session 1 source interface Ethernet0/0/6 rx
monitor session 1 source interface Ethernet0/0/6 tx
monitor session 1 destination interface Ethernet0/0/1
!

vlan 1

!

vlan 10

!

vlan 20
I
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vlan 30

!

Interface Ethernet0/0/1
switchport access vlan 20

!

Interface Ethernet0/0/2
switchport access vlan 20

!

Interface thernet0/0/3
switchport access vlan 20

!

Interface Ethernet0/0/4
switchport access vlan 20

!

Interface Ethernet0/0/5
switchport access vlan 20

!

Interface Ethernet0/0/6
switchport access vlan 30

!

Interface Ethernet0/0/7
speed-duplex forcel0-half
switchport access vlan 30

!

Interface Ethernet0/0/8
speed-duplex forcelO-half
switchport access vlan 30

!

Interface Ethernet0/0/9
switchport access vlan 30

!

Interface Ethernet0/0/10
switchport access vlan 30!Interface Ethernet0/0/11

Interface Ethernet0/0/12
I

Interface Ethernet0/0/13
!
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Interface Ethernet0/0/14
!
Interface Ethernet0/0/15
!
Interface Ethernet0/0/16
!
Interface Ethernet0/0/17
!
Interface Ethernet0/0/18

Interface Ethernet0/0/19
I

Interface Ethernet0/0/20
I

Interface Ethernet0/0/21
I

Interface Ithernet0/0/22
I

Interface Ethernet0/0/23

switchport access vlan 10

Interface Ethernet0/0/24

switchport access vlan 10

Interface Ethernet0/0/25
I

Interface Ethernet0/0/26
I

Interface Ethernet0/0/27
I

Interface Ethernet0/0/28
!

interface Vlan10

ip address 172.16.1.250 255.255.255.0

interface Vlan20

ip address 172.16.10.254 255.255.255.0
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interface Vlan30
ip address 172.16.20.254 255.255.255.0
!
mac-address-table blackhole address aa-bb-cc-dd-ee-ff vlan 30
I
router rip
network 172.16.1.0/24
network 172.16.10.0/24
network 172.16.20.0/24
I
no login
I

end

SWA#

SWB 3Z#A],

sho run
!
no service password-encryption
!
hostname SWB
!
vlan 1
!
vlan 40
!
vlan 50
!
vlan 60
!
time-range lin
periodic weekdays 9:0:0 to 17:0:0
!
firewall enable
!
ip access-list extended lin
permit ip 10.1.10.0 0.0.0.255 10.1.20.0 0.0.0.255
deny ip 10.1.10.0 0.0.0.255 any-destination time-range lin
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Interface Ethernet0/0/1
switchport access vlan 50

!

Interface Ethernet0/0/2
switchport access vlan 50

!

Interface Ethernet0/0/3
switchport access vlan 50

!

Interface Ethernet0/0/4
switchport access vlan 50

!

Interface Ethernet0/0/5
switchport access vlan 50

!

Interface Ethernet0/0/6
ip access-group linin
switchport access vlan 60

!

Interface Ethernet0/0/7
switchport access vlan 60

!

Interface Ethernet0/0/8
switchport access vlan 60

!

Interface Ithernet0/0/9
switchport access vlan 60

!

Interface Ethernet0/0/10
switchport access vlan 60

Interface Ethernet0/0/11
I

Interface Ethernet0/0/12
I

Interface Ethernet0/0/13
!
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Interface Ethernet0/0/14
!
Interface Ethernet0/0/15
!
Interface Ethernet0/0/16
!
Interface Ethernet0/0/17
!
Interface Ethernet0/0/18

Interface Ethernet0/0/19
I

Interface Ethernet0/0/20
I

Interface Ethernet0/0/21
I

Interface Ethernet0/0/22
I

Interface Ethernet0/0/23

!

Interface Ethernet0/0/24
switchport access vlan 40

I

Interface Ethernet0/0/25
I

Interface Ethernet0/0/26
I

Interface Ethernet0/0/27
I

Interface Ethernet0/0/28
!
interface Vlan40
ip address 10.1.1.2 255.255.255.0
!
interface Vlan50
ip address 10.1.10.254 255.255.255.0
I

interface Vlan60
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ip address 10.1.20.254 255.255.255.0
!

ip route 0.0.0.0/0 10.1.1.1
!

no login
|

end

SWB#
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—

Eo Ry
INEHES
1. ZBEK

3 &E&HEE DCR-2626
2 &35, DCRS-5650-28

1 &FkiE DCFW-1800S-V2
4 & PC HIEX

2. IP ttEsFRI)

RC
S0/2 216.10.11.2/28
FO0/0 172.16.1.1/24
FO/3 10.1.1.252/24
RB
S0/1 119.255.1.24/28
FO0/0 172.16.1.2/24
FO/3 10.1.1.253/24
RA
S0/1 119.255.1.23/28
S0/2 216.10.11.1/28
FO0/0 202.106.1.2/28
SWA
VLAN10 0/0/1-5 192.168.10.254//24
VLAN20 0/0/6-10 192.168.20.254//24
VLAN30 0/0/24 192.168.30.254//24
SWB
VLAN50 0/0/24 10.1.1.250/24
VLANG0 0/0/1-5 10.1.10.254/24
VLAN70 0/0/6-10 10.1.20.254/24
Fw
0/0 192.168.30.253/24
0/1 202.106.1.1/28
[= == ENyAl
3. BEEEER
A. ZBBERE VLAN FRIEFEECE VLAN LIKiEOXIS .
B. IZRESCIOIFMNEFREES MRS,
C. IRERIP RIFtRECERM KB/ IP,
D. ZIBEEXEEIRE
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= >
. AEREXK
1. £M2&i=1T OSPF ZhASEHAIY :
A. RA. RB. RC Z[BRAEXI OSPF ;
B. RA 5 RB ZjaH OSPF MD5 I&ilF , Zf8 : wan ;
C. RA 5 RC Z|a5%A OSPF BESSIE , B85 : 123456,
2. RC 5 RB 28 VRRP {7 RED :
A. EHLIP:10.1.1.254/24 ;
B. f{# RC %9 Master,RB 5%9 Backup,

3. H RB. RC, SWB FrHERAIARMIZIT RIPV2 FIZ5E&H
I
i SEBRH A,

4. 7£ RB 5 RC ELEMLEitbiiEis

{5 PCC 5 PCD HJLAGIRIEEAM.

5. TEBK IS ERCE Bt AR

{5 PCA 5 PCB AILAGIAI BB,

6. FERXIES SWA HERIAMECE IS :

XARSIEH | HEZEBEHMEERES.
7. £ SWA tEEiHeiE#EI5IER

8 PCB EILEH L4 8 : 00-17 : 00 BJLAGAEEAK.

8. £ SWB LEiEimR&
% 0/0/24 BC1_EBY RX SRS RBEHIT) 0/0/1 ML,

9. IBHSS < BIFCE IS T a=tMY
A. RA 5RB /a5 hdlc §5EgE4E , BFshsiZRA 9600bit/s ;
B. RA L5 RC ZjE5EFH PPP §Ei&E4e Fidt1T PAP IAIE AT#PSRE=79 64000bit/s.

10. 7E£SWA. RB. RC L{FHFRANXFT/S telnet THEE,
N _ﬁi‘.l—.El%\E§
1. EEREXE

Show running-config H{RECE S EIEHR
2. I&E PPP &

BF PPP IEERE  E8EE , SHIEEENR | AR REEHEEER
NIHEE.

Show ppp status

&% PPP ROAIESRE , SHIMEERIEITE , MRAIISEILAEHEREEZ
et | BUNRESAE,

Y |

JL
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Debug ppp authentication

. BEENEE

BERER , REFEIEMIKH

Show ip route

BE rip BEMAT | sEBERIAMERIRAZFER

Show ip rip protocol

tAJE PC EfEA Ping ap<o i  THERSEB MHERYI.

&ZE OSPF ERAMMAZS , oTLAEEI OSPF #TES. router id, EEIEEHER
Show ip ospf

BERHER , JUERBHFFINZNEHESEE | BRERLL "0 7k, FF
XiEgLA "OIA" FH3k

Show ip route

EERERINSEUERE | LB NERATEIRIRSER

Show ip ospf database

BEIREH OSPF PEERE , BILABEIFMEIRY OSPF iR

Show ip ospf neighbor

tA]7E PC _EfEF Ping ap S HH THARER AT,

. 3&IF VRRP

BEAIRE VRRP PR EEERINSHIMAEIRE vrp BUBEXEE , liEx%
R, k. Bl ip. Ximip HER

Show vrrp detail
BE vrrp IMEERKXRIIIE (/fEECE VRRP BIECE )
debug vrrp

BEIER]ZR B R R
EEIRS

Show ip nat statistics

EEEREN ip B8, WREELER , WHI nat iR (I . £EEZAIBE
FLAMNBF SN TIERE | DRIEBEIEEE M TSR | 8875 NAT AFR
BftK )

show ip nat translations

IeERIEHESIFIER

BEINIEHRRNEE
Show ip access-list lin
PC ZIEWEE ping ap St RIIRIEIEHEHEIZIZRE R KL,

. H_LIIE D%ﬁ,{%
ABMmA LR PC EFEIMEHKY | ERBEMUAR R izm O,
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8. I&3IF PPP &

BE PPP RIS , 60EE  SHIEEEINR , AR RIEHEER
NIEER,

Show ppp status

&E PPP fUAIEDFE , SHIMEERIEDRE , RIS ELIDAEHSRUEZ
& BNNAFIAL,

Debug ppp authentication

f. EEEW

RHERGIAYIER | (TR EETEEIEHALRIAT COLCK , Bi#& NTP fkS5=s.
OSPF ;T EFRRFEHEMERFXIE ID , INENEHE T ERmRAINZERE—H,
VRRP FEHSENL IP FIERE.

IR NAT A, SNRimORfSE STRERHIVECE.
FSIEEESIERSEEREA.

N EESE

IXEEE RA -

SHO RUN
Building configuration...

vk W

Current configuration:

!

lversion 1.3.3G

service timestamps log date
service timestamps debug date
no service password-encryption
!

hostname RA

!

!

gbsc group default

!

!

aaa authentication ppp pap local
!

username rc password 0 123456
!

!

interface FastEthernet0/0
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ip address 202.106.1.2 255.255.255.240
no ip directed-broadcast
!
interface FastEthernet0/3
no ip address
no ip directed-broadcast
!
interface Serial0/1
ip address 119.255.1.22 255.255.255.240
no ip directed-broadcast
physical-layer speed 9600
ip ospf authentication message-digest
ip ospf message-digest-key 1 md5 wan
!
interface Serial0/2
ip address 216.10.11.1 255.255.255.240
no ip directed-broadcast
encapsulation ppp
ppp authentication pap pap
ppp pap sent-username ra password 0 123456
physical-layer speed 64000
ip ospf authentication simple
ip ospf password 123456
!
interface Async0/0
no ip address
no ip directed-broadcast
|
!
router ospf 10
network 119.255.1.16 255.255.255.240 area 0
network 216.10.11.0 255.255.255.240 area 0
network 202.106.1.0 255.255.255.240 area 0
area 119.255.1.16 authentication message-digest
area 216.10.11.0 authentication simple
|
!
ip route default FastEthernet0/0
ip route 192.168.10.0 255.255.255.0 FastEthernet0/0
ip route 192.168.20.0 255.255.255.0 FastEthernet0/0
ip route 192.168.30.0 255.255.255.0 FastEthernet0/0
|
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RA_config#

I%E8E RB :

SHO RUN

Building configuration...

Current configuration:
!
lversion 1.3.3F
service timestamps log date
service timestamps debug date
no service password-encryption
!
hostname RB
|
!
gbsc group default
!
!
aaa authentication login telnet local
aaa authentication enable default enable
!
username admin password 0 admin
enable password 0 123456 level 15
|
!
interface FastEthernet0/0
ip address 172.16.1.2 255.255.255.0
no ip directed-broadcast
ip nat inside
!
interface FastEthernet0/3
ip address 10.1.1.253 255.255.255.0
no ip directed-broadcast
ip nat inside
vrrp 1 associate 10.1.1.254 255.255.255.0
!
interface Serial0/1
ip address 119.255.1.23 255.255.255.240
no ip directed-broadcast
ip ospf authentication message-digest
ip ospf message-digest-key 1 md5 wan

ip nat outside
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|
interface Serial0/2
no ip address
no ip directed-broadcast
!
interface Async0/0
no ip address
no ip directed-broadcast
|
!
line vty 0
login authentication telnet
|
!
router rip
version 2
no auto-summary
network 10.1.1.0 255.255.255.0
network 172.16.1.0 255.255.255.0
!
router ospf 10
network 119.255.1.16 255.255.255.240 area 0
network 172.16.1.0 255.255.255.0 area 0
area 119.255.1.16 authentication message-digest
!
!
ip access-list standard wan
permit any
!
!
ip nat inside source list wan interface Serial0/1
|
|

RB_config#

IXE88 RC :

SHO RUN

Building configuration...

Current configuration:
!

lversion 1.3.3F

service timestamps log date
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service timestamps debug date
no service password-encryption
!

hostname RC

!

!

gbsc group default

!

|

aaa authentication login telnet local

aaa authentication enable default enable

aaa authentication ppp pap local
!
username ra password 0 123456
username admin password 0 123456
enable password 0 123456 level 15
|
!
interface FastEthernet0/0
ip address 172.16.1.1 255.255.255.0
no ip directed-broadcast
ip nat inside
!
interface FastEthernet0/3
ip address 10.1.1.252 255.255.255.0
no ip directed-broadcast
ip nat inside
vrrp priority 1

vrrp 1 associate 10.1.1.254 255.255.255.0

vrrp 1 priority 254
!
interface Serial0/1

no ip address

no ip directed-broadcast
|

interface Serial0/2

ip address 216.10.11.2 255.255.255.240

no ip directed-broadcast
encapsulation ppp
ppp authentication pap pap

ppp pap sent-username rc password 0 123456

ip ospf authentication simple
ip ospf password 123456
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ip nat outside
!
interface Async0/0
no ip address
no ip directed-broadcast
|
|
line vty 0
login authentication telnet
|
!
router rip
version 2
no auto-summary
network 10.1.1.0 255.255.255.0
network 172.16.1.0 255.255.255.0

|
router ospf 10
network 216.10.11.0 255.255.255.240 area 0
network 172.16.1.0 255.255.255.0 area 0
area 216.10.11.0 authentication simple
!
1
ip access-list standard wan
permit any
!
!
ip nat inside source list wan interface Serial0/2
|
|

RC_config#

AZHRAL SWA

sho run
I

no service password-encryption

!

hostname SWA

|

telnet-user admin password 0 123456
!

vlan 1
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!

vlan 10

!

vlan 20

!

vlan 30

!

time-range wan
periodic weekdays 8:0:0 to 17:0:0

!

firewall enable

!

ip access-list extended wan

permit tcp any-source 192.168.20.0 0.0.0.255 d-port 80 time-range wan

!

Interface Ethernet0/0/1
switchport access vlan 10

!

Interface Ethernet0/0/2
switchport access vlan 10

!

Interface Ethernet0/0/3
switchport access vlan 10

!

Interface Ethernet0/0/4
switchport access vlan 10

!

Interface Ethernet0/0/5
switchport access vlan 10

!

Interface Ethernet0/0/6
ip access-group wan in
switchport access vlan 20

!

Interface Ethernet0/0/7
switchport access vlan 20

!

Interface Ethernet0/0/8
switchport access vlan 20

!

Interface Ethernet0/0/9

switchport access vlan 20
!
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Interface Ethernet0/0/10
switchport access vlan 20

!

Interface Ethernet0/0/11

I

Interface Ethernet0/0/12
I

Interface Ethernet0/0/13
I

Interface Ethernet0/0/14
I

Interface Ethernet0/0/15
I

Interface Ethernet0/0/16
I

Interface Ethernet0/0/17
I

Interface Ethernet0/0/18
I

Interface Ethernet0/0/19
!
Interface Ethernet0/0/20

Interface Ethernet0/0/21
|

Interface Ethernet0/0/22
I

Interface Ethernet0/0/23

!

Interface Ethernet0/0/24
switchport access vlan 30

Interface Ethernet0/0/25
I

Interface Ethernet0/0/26
I

Interface Ethernet0/0/27
I

Interface Ethernet0/0/28
|

interface Vlan10

ip address 192.168.10.254 255.255.255.0
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interface Vlan20
ip address 192.168.20.254 255.255.255.0
!
interface Vlan30
ip address 192.168.30.254 255.255.255.0
!
ip route 0.0.0.0/0 192.168.30.253
ip route 202.106.1.0/28 192.168.30.253
!
no login
|

end

SWA#

AZHRAL SWB

SWB#sho run

!

no service password-encryption
!

hostname SWB

!

monitor session 1 source interface Ethernet0/0/24 rx
monitor session 1 destination interface Ethernet0/0/1
!

vlan 1

!

vlan 50

|

vlan 60

|

vlan 70

!

Interface Ethernet0/0/1
switchport access vlan 60

!

Interface Ethernet0/0/2
switchport access vlan 60

!

Interface Ethernet0/0/3
switchport access vlan 60

Interface Ethernet0/0/4
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switchport access vlan 60

!

Interface Ethernet0/0/5
switchport access vlan 60

!

Interface Ethernet0/0/6
switchport access vlan 70

!

Interface Ethernet0/0/7
switchport access vlan 70

!

Interface Ethernet0/0/8
switchport access vlan 70

!

Interface Ethernet0/0/9
switchport access vlan 70

!

Interface Ethernet0/0/10
switchport access vlan 70

Interface Ethernet0/0/11
I

Interface Ethernet0/0/12
I

Interface Ethernet0/0/13
!
Interface Ethernet0/0/14
!
Interface Ethernet0/0/15
!
Interface Ethernet0/0/16

Interface Ethernet0/0/17
I

Interface Ethernet0/0/18
I

Interface Ethernet0/0/19
I

Interface Ethernet0/0/20
I

Interface Ethernet0/0/21
I

Interface Ethernet0/0/22
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Interface Ethernet0/0/23
switchport access vlan 50

!

Interface Ethernet0/0/24
switchport access vlan 50

Interface Ethernet0/0/25
I

Interface Ethernet0/0/26
I

Interface Ethernet0/0/27
I

Interface Ethernet0/0/28
!
interface Vlan50
ip address 10.1.1.250 255.255.255.0
!
interface Vlan60
ip address 10.1.10.253 255.255.255.0
!
interface Vlan70
ip address 10.1.20.254 255.255.255.0
!
router rip
network 10.1.1.0/24
network 10.1.10.0/24
network 10.1.20.0/24
!
ip route 0.0.0.0/0 10.1.1.254
!
no login
!

end

SWB#
Bk

SHO CONF

Building configuration..

Running configuration:
!
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Version 2.0

aaa-server "local" type local

exit

admin user "admin"

password ZgVGVdJYHH9wGebU+a+eXalQwc

privilege RXW
access console
access telnet
access ssh
access http
access https

exit

hostname "DCFW-1800"
admin host any telnet
admin host any ssh
admin host any http
admin host any https

ip vrouter trust-vr

exit

vswitch "vswitchl"

exit

zone "trust”

exit

zone "untrust”
ad tear-drop
ad ip-spoofing
ad land-attack
ad ip-option

ad ip-option action alarm

ad ip-fragment
ad winnuke

ad port-scan

ad syn-flood

ad icmp-flood
ad ip-sweep

ad ping-of-death
ad udp-flood
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ad ip-directed-broadcast

exit

zone "dmz"

exit

zone "[2-trust" 12

exit

zone "[2-untrust" 12

exit

zone "[2-dmz" |2

exit

zone "VPNHub"

exit

zone "HA"

exit

interface vswitchifl

exit

interface ethernet0/0

exit

interface ethernet0/1

exit

interface ethernet0/2

exit

interface ethernet0/3

exit

interface ethernet0/4

exit

pki trust-domain "trust_domain_default"

keypair "Default-Key"

enrollment self

subject commonName "DCFW-1800"
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subject organization "DigitalChina Networks Limited"

exit

interface ethernet0/0
zone "trust"
ip address 192.168.30.253 255.255.255.0
manage ssh
manage telnet
manage ping
manage snmp
manage http
manage https

exit

interface ethernet0/1
zone ‘“untrust”
ip address 202.106.1.1 255.255.255.240
manage telnet
manage ssh
manage ping
manage http
manage https
manage snmp

exit

interface ethernet0/3
zone ‘trust”
ip address 10.1.1.1 255.255.255.0
manage ip 10.1.1.2
manage telnet
manage ssh
manage ping
manage http
manage https
manage snmp

exit

ip vrouter trust-vr
ip route 192.168.10.0/24 192.168.30.254
ip route 192.168.20.0/24 192.168.30.254
ip route 0.0.0.0/0 202.106.1.2

exit
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policy from "trust" to "untrust”
ruleid 1
action permit
src-addr "Any"
dst-addr "Any"
service "Any"

exit

exit

no tcp-syn-check

[2-nonip-action drop

nat

snatrule id 1 from "Any" to "Any" trans-to eif-ip mode dynamicport

exit

ecmp-route-select by-src-and-dst

strict-tunnel-check

end
DCFW-1800+#
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0/0/13 0/0/13

WA

0/0/14 Y

i

PCA PCE PCB =

FEEN

S



—. INEER
1. ZBEK
2 8H2E DCR-2626
2 &354a#, DCRS-5650-28

1 &PFXiE DCFWS-1800v2
4 & PC BB

2. IP B X)

RB
S0/1 202.106.10.2/27
FO/3 10.1.100.1/24
RA
S0/1 202.106.10.1/27
FO/0 172.16.1.2/30
FO/3 172.15.1.2/30
SWA
VLAN10 0/0/1-5 192.168.10.254//28
VLAN1OO | 0/0/24 172.16.1.1//30
VLAN40 0/0/6-10 192.168.40.254//28
SWB
VLAN1OO | 0/0/24 172.15.1.1/30
VLANZ20 0/0/1-5 192.168.20.254/28
VLAN30 0/0/6-10 192.168.30.254/28
FW
0/0 10.1.100.2/24
0/1 10.1.10.254/24

3. BcEHEwsE

A. IZERREE VLAN RIEFECE VLAN LIRiROXI5,
B. IRARSCIGHFNEMERESMRE.
C. &R IPRIEMHECEIRHHEZARYIP,
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JL

N

1.
2.

D. EKEEBEEXEERE

—— .
FEENK

fESWA, SWB. RA Z[ERF RIPv2 HISEE I,

£ SWA 5 SWB Z/HJEcE MSTP A& :

A. BBRANELA , HBIALF—SIEIZ ;

VLAN10 5 VLAN40 BFLfil— ;

VLAN20 5 VLAN30 EF=fil— ;

FESEfl— , SWA B EESR 4096 ;

TESCHI—rh , SWB BRI LSS 0.

moow

. r RA 5 RB 2 |5)fcE PPP HEIREFEENY -

A. EF3 CHAP AIEES%E ;

B. i®E RA J3 DCE i , AI$H3ER A 9600 ;
C. FIF4 : digitalchina , Z#3 : 123456 ;
D. RENRMAEIAIL,

. £ RA B8Hs EFRCE M2l ieis

FBAMBITEN (PCB. PCD. PCE ) %#)9 RA BSE==AY SO/1 2 MAY IP itbiik,

. £ RB iSH=y_CHACEMZ8IHAEIR

FRRTERL ( PCC) ##2J9 RB BEHRHY SO/1 £2OIRY IP HBAE,

. Rk E AR R

KRB
PCA 2—& Web 5588 |, 15 PCA EfZEIAK :
&ttt - 202.106.10.1/27 , 80 %O

. £ RA LFgE QoS :

{i 80 FRSZENOMSG , (ERMITHRFIZREI.

56 FEL

. BEERENH

Show running-config H{REE 2RI

. I&IF PPP &z

BE PPP EHENRTE , FEEE , SEMEEFIIINR , AETRIRIEHREERR
NIEEE.
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Show ppp status

&HE PPP fUAIESFE , SHIMEERIEDFE , RIS EILAEHEREEZ
&z BNNAFIAL,

Debug ppp authentication

. BEENEE
EEHE , REFISMEES

Show ip route

BE rip BENUAT | seBERIRERIREZFER
Show ip rip protocol

tAJfE PC EfER Ping g0t THERSIEB MERYI.

. SENERIRESE

A show running-config #{TECEESR , tBe]fEEFH taceroute @< 7E PC Hl
ERTINE , BIERSEEREERPRLIRHITIRE , &R ERNSERI—K
Zi&, (WIREENEEBRIRHET )

EMLEIgE ERILUER tracert ap S TEURIRHANES.

. BTERIERIbI R R
BB

Show ip nat statistics

EERRIREN ip 58, MREEIER , WS nat 388k (if - EEEZHNS
FLAMAFSINIEHTIERS | MRIEEEIREE M TR | 8575 NAT AFiR
EftR)

show ip nat translations

. WIEARSSTRE

&BE QoS imAER_

Show mls qos interface

BALUEE— FTP IR$388 , 7£ FTP server isiE& AN A 14M RO
%, EiwmOMNFE QOS RESRIFENIEZE Fin FE—S4-ATARYE , EMMERESR

24,
. BGIEAE RN

BEEERMRTS , AILERIARHRES— AR , &iF STP WA, iZLhl
SRR IR MAC | IZSEFIRT R AIRMF RS MAC , RFEIEEAD
PIZSARET  RORSIEANN | T EIZSEBIRIRIRE | IZSEAIRIMAGRCRE | %S
XA AR EE

show spanning-tree
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f. EFEEW

Hw N

7. HCES®E
RA IXEASE :

sho run
Building configuration...

Current configuration:

!

Iversion 1.3.3F

service timestamps log date
service timestamps debug date
no service password-encryption
!

hostname RA

!

!

gbsc group default

!

!

aaa authentication ppp lin local
!

BLE RIP GRS B S ORIRIER R = S HIMER,
MSTP JF 2B E B AR LA Sc R ECEER .

PPP tSGER AAA BAIERI AR EELAR ERIE A FIRGIETT
FRARHBIEER A 4 7E NAT B9 inside i ?

username digitalchina password 0 123456

!
I
interface FastEthernet0/0

ip address 172.16.1.2 255.255.255.252

no ip directed-broadcast
priority-group 1
ip nat inside

!

interface FastEthernet0/3

ip address 172.15.1.2 255.255.255.252

no ip directed-broadcast
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ip nat inside
!
interface Serial0/1
ip address 202.106.10.1 255.255.255.224
no ip directed-broadcast
encapsulation ppp
ppp authentication chap lin
ppp chap hostname digitalchina
ppp chap password 0 123456
physical-layer speed 9600
ip nat outside
!
interface Serial0/2
no ip address
no ip directed-broadcast
!
interface Async0/0
no ip address
no ip directed-broadcast
!
!
router rip
version 2
no auto-summary
network 172.16.1.0 255.255.255.252
network 172.15.1.0 255.255.255.252
!
!
ip route default Serial0/1
!
!
priority-list 1 protocol ip high tcp www
!
ip access-list standard lin
permit any
!
!
ip nat inside source static tcp 192.168.10.241 80 202.106.10.1 80
ip nat inside source list lin interface Serial0/1
!
!
RA#

183



RB E&H2S :

sho run
Building configuration...

Current configuration:
!
Iversion 1.3.3F
service timestamps log date
service timestamps debug date
no service password-encryption
!
hostname RB
!
!
gbsc group default
!
!
aaa authentication ppp default local
!
username digitalchina password 0 123456
!
!
interface FastEthernet0/0
no ip address
no ip directed-broadcast
!
interface FastEthernet0/3
ip address 10.1.100.1 255.255.255.0
no ip directed-broadcast
ip nat inside
!
interface Serial0/1
ip address 202.106.10.2 255.255.255.224
no ip directed-broadcast
encapsulation ppp
ppp chap hostname digitalchina
ppp chap password 0 123456
ip nat outside
!
interface Serial0/2
no ip address
no ip directed-broadcast
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interface Async0/0
no ip address
no ip directed-broadcast
!
!
ip route default Serial0/1
ip route 10.1.10.0 255.255.255.0 10.1.100.2
!
!
ip access-list standard lin
permit any
!
!
ip nat inside source list lin interface Serial0/1
!
!

RB#
SWA ZH&A],
sho run

I
no service password-encryption

I

hostname SWA

I

spanning-tree mst configuration
instance 0 vlan 1-9;11-39;41-4094
instance 1 vlan 10;40

exit

!

spanning-tree

spanning-tree mst O priority O
spanning-tree mst 1 priority 4096
I

vlan 1

!

vlan 10

!

vlan 40

I

vlan 100
!
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Interface Ethernet0/0/1

switchport access vlan 10

!

Interface Ethernet0/0/2
switchport access vlan 10

!

Interface Ethernet0/0/3
switchport access vlan 10

!

Interface Ethernet0/0/4
switchport access vlan 10

!

Interface Ethernet0/0/5
switchport access vlan 10

!

Interface Ethernet0/0/6
switchport access vlan 40

!

Interface Ethernet0/0/7
switchport access vlan 40

!

Interface Ethernet0/0/8
switchport access vlan 40

!

Interface Ethernet0/0/9

switchport access vlan 40

!

Interface Ethernet0/0/10
switchport access vlan 40

!

Interface Ethernet0/0/11
I

Interface Ethernet0/0/12
I

Interface Ethernet0/0/13
I

Interface Ethernet0/0/14
I

Interface Ethernet0/0/15
I

Interface Ethernet0/0/16
I

Interface Ethernet0/0/17
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Interface Ethernet0/0/18
I

Interface Ethernet0/0/19
I

Interface Ethernet0/0/20
I

Interface Ethernet0/0/21
I

Interface Ethernet0/0/22
I

Interface Ethernet0/0/23

!

Interface Ethernet0/0/24
switchport access vlan 100

I

Interface Ethernet0/0/25
I

Interface Ethernet0/0/26
I

Interface Ethernet0/0/27
I

Interface Ethernet0/0/28
!
interface Vlanl0
ip address 192.168.10.254 255.255.255.240
!
interface Vlan40
ip address 192.168.40.254 255.255.255.240
!
interface Vlan100
ip address 172.16.1.1 255.255.255.252
!
router rip
network 172.16.1.0/30
network 192.168.10.240/28
network 192.168.40.240/28
I
ip route 0.0.0.0/0 172.16.1.2
I
no login
!

end
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SWA#

SWB &HEEs :

sho run

!

no service password-encryption

!

hostname SWB

!

spanning-tree mst configuration
instance 0 vlan 1-19;21-29;31-4094
instance 2 vlan 20;30
exit

!

spanning-tree

spanning-tree mst 2 priority 0

!

vlan 1

I

vlan 20
I
vlan 30
I

vlan 100

!

Interface Ethernet0/0/1
switchport access vlan 20

!

Interface Ethernet0/0/2
switchport access vlan 20

!

Interface Ethernet0/0/3
switchport access vlan 20

!

Interface Ethernet0/0/4
switchport access vlan 20

!

Interface Ethernet0/0/5
switchport access vlan 20

!

Interface Ethernet0/0/6

switchport access vlan 30
|
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Interface Ethernet0/0/7
switchport access vlan 30

!

Interface Ethernet0/0/8
switchport access vlan 30

!

Interface Ethernet0/0/9
switchport access vlan 30

!

Interface Ethernet0/0/10
switchport access vlan 30

|

Interface Ethernet0/0/11
I

Interface Ethernet0/0/12
I

Interface Ethernet0/0/13
I

Interface Ethernet0/0/14
I

Interface Ethernet0/0/15
I

Interface Ethernet0/0/16
I

Interface Ethernet0/0/17
I

Interface Ethernet0/0/18
I

Interface Ethernet0/0/19
I

Interface Ethernet0/0/20
I

Interface Ethernet0/0/21
I

Interface Ethernet0/0/22
I

Interface Ethernet0/0/23
I

Interface Ethernet0/0/24

switchport access vlan 100
|

Interface Ethernet0/0/25
!
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Interface Ethernet0/0/26
I

Interface Ethernet0/0/27
I

Interface Ethernet0/0/28
I
interface Vlan20
ip address 192.168.20.254 255.255.255.240
|
interface Vlan30
ip address 192.168.30.254 255.255.255.240
!
interface Vlan100
ip address 172.15.1.1 255.255.255.252
!
router rip
network 172.15.1.0/30
network 192.168.20.240/28
network 192.168.30.240/28
!
ip route 0.0.0.0/0 172.15.1.2
!
no login
|
end
SWB#

BaKiE -

DCFW-1800# sho configuration
Building configuration..
Running configuration:

!

Version 2.0

aaa-server "local" type local
exit

admin user "admin”
password iINykdNw4TYs1laO2HtYMFgUwwI
privilege RXW
access console
access telnet
access ssh
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access http
access https
exit

hostname "DCFW-1800"
admin host any telnet
admin host any ssh
admin host any http
admin host any https

admin host 10.1.1.3 255.255.255.0 http

ip vrouter trust-vr
exit

vswitch "vswitchl"
exit

zone "trust”
exit

zone "untrust”

ad tear-drop

ad ip-spoofing

ad land-attack

ad ip-option

ad ip-option action alarm

ad ip-fragment

ad winnuke

ad port-scan

ad syn-flood

ad icmp-flood

ad ip-sweep

ad ping-of-death

ad udp-flood

ad ip-directed-broadcast
exit

zone "dmz"
exit

zone "12-trust" 12
exit

zone "|2-untrust" 12
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exit

zone "|12-dmz" 12
exit

zone "VPNHub"
exit

zone "HA"
exit

interface vswitchifl
exit

interface ethernet0/0
exit

interface ethernet0/1
exit

interface ethernet0/2
exit

interface ethernet0/3
exit

interface ethernet0/4
exit

pki trust-domain "trust_domain_default”

keypair "Default-Key"

enrollment self

subject commonName "DCFW-1800"

subject organization "DigitalChina Networks Limited"
exit

interface ethernet0/0
zone "trust”
ip address 10.1.100.2 255.255.255.0
manage ssh
manage telnet
manage ping
manage snmp
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manage http
manage https
exit

interface ethernet0/1
zone "trust”
ip address 10.1.10.254 255.255.255.0
manage telnet
manage ssh
manage ping
manage http
manage https
manage snmp
exit

interface ethernet0/3
zone ‘trust”
ip address 10.1.1.1 255.255.255.0
manage ip 10.1.1.2
manage telnet
manage ping
manage http
manage https
exit

ip vrouter trust-vr
ip route 0.0.0.0/0 10.1.100.1
exit

policy from "trust" to "trust”
default-action permit
rule id 4
action permit
src-addr "Any"
dst-addr "Any"
service "Any"
exit

exit
no tcp-syn-check

[2-nonip-action drop
ecmp-route-select by-src-and-dst
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strict-tunnel-check

end
DCFW-1800#
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0/0/22

Fo0/3

-
RC

F0/0

pPCC

—. IEHER
1. IREFEK
3 £i&HaE DCR-2626

2 &§32#atfl, DCRS-5650-28
3 & PCHfK

2. IP B X

RC

FO/0 10.1.4.2/24

FO/3 202.106.2.254/24
RB

S0/1 10.1.1.2/24

FO/0 10.1.3.2/24

FO/3.1 192.168.10.254/24
FO/3.2 192.168.20.254/24
RA

S0/1 10.1.1.1/24

FO/0 10.1.2.1/24
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FO/3

202.106.1.254/24

SWA
VLAN11 0/0/23 10.1.2.2/24
VLAN12 0/0/24 10.1.3.1/24
VLAN13 0/0/22 10.1.4.1/24
SWB
VLAN10 0/0/1-5
VLAN20 0/0/6-10
PC
PCA 192.168.10.1/24
PCB 192.168.20.1/24
PCC 202.106.2.1/24
PCD 202.106.1.1/24
3. BeE R
A. IZEBEE VLAN RIEFEE VLAN DIRIHORIS
B. IRFASCIOIEIMNERNERESMESE.
C. I1ZARIP RIEMECEISHIZ B IP,
D. ZBRBEKEERE
— —_— .
=, AEEXK
1. i&H8S RA 5 RB Z[A)ECE PPP HEISEIRMY
A. 3XF chap IAIE ;
B. REANRMIAI ;
C. RAANZEWIES ;
D. RHPESRIZE R 2048000;
2. £ RA. RB, RC, SWA. SWB Z[85¢H ospf B[X1g
IASESETMY ;
3. £ RA 5 RC LECEMZEHPIIEEE
A. ¥ RA H9PRIRItELE S EREEIRAY, f0/3 AY IP fthdl ;
B. & RC Bt 3ReE AL FO/3 BY IP HhilE,
4. £ RB LACEREIRA ;
5. £ RC 5 SWA EF/5 telnet fRSS :
FAF% : admin %13 : admin
6. 15AR5S=s PCA RfHZEIEEAMZ L :

197




JL

Kfoip : 202.106.1.10/24

LeE B

1

. BERENH

Show running-config H{REE 2RI

. BEEEMEE

EERKHEE  EEFIEMKH

Show ip route

&E OSPF BRHIMNIRZ , AJLAEZR OSPF#IES. router id, BEIEEHEE
Show ip ospf

BERER , JLUERBRHEFIFERISZMRESRE  BXEALL "0 7k, FE
XigLA "OIA” FFk

Show ip route

EERRNSEERE | TR MNERATEIRIRRESER

Show ip ospf database

BEIREA OSPF SPBEER , AILABEZIRTEEAI OSPF %%

Show ip ospf neighbor

A7 PC _LfEF Ping A<t THERKIE @ AT

. I0F PPP &

BE PPP EENTS  ECEE , SHIEEERINR | #AERiRIEHRER
INIEEE.

Show ppp status

&E PPP (GAETRE , 2HIEERIEIR , MEAL DAL RO
EE , BUNAMSIAILE.

Debug ppp authentication

. ISUF telnet fRSS

B ping MK ENSNETZMIBNERER , IREEER telnet
#SHATIRIE , tBalfER show running-config eS8,

BEIER]ZR B AR R

BEDIURS

Show ip nat statistics

BEELIREN ip 58, MREELER , WS nat 388k (if | EEEZHNB
FLAMBAF SN TIERS | DRIEEEIREE M TSR | 8575 NAT AFiR
BitK )

show ip nat translations
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f. EEEW

OSPF i & S I RIS S £ FHRIEEIEMEREE ping &,
RS HUIRIRAT . JMEONIEE SHEEHRNEE.
FEAESCREY IS OERS trunk , BBHEE HEOEYNSTED , HigE
802.1Q MY

4. 7EFCE telnet RSSAVBREEZE L | IFEFFE AAAAILE,

5. st a9RHRIE AR inside source , 3B RIEGTEI I BREIRISMN,

7N HES®
RA I&HISE :

RA#sho run
Building configuration...

Current configuration:
!
Iversion 1.3.3F
service timestamps log date
service timestamps debug date
no service password-encryption
!
hostname RA
!
!
gbsc group default
!
!
aaa authentication ppp lin local
!
username RB password 0 123456
!
!
interface FastEthernet0/0
ip address 10.1.2.1 255.255.255.0
no ip directed-broadcast
ip nat inside
!
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interface FastEthernet0/3
ip address 202.106.1.254 255.255.255.0
no ip directed-broadcast
ip nat outside
!
interface Serial0/1
ip address 10.1.1.1 255.255.255.0
no ip directed-broadcast
encapsulation ppp
ppp authentication chap lin
ppp chap hostname RA
ppp chap password 0 123456
ip nat inside
!
interface Serial0/2
no ip address
no ip directed-broadcast
!
interface Async0/0
no ip address
no ip directed-broadcast
!
!
router ospf 1
network 10.1.1.0 255.255.255.0 area 0
network 10.1.2.0 255.255.255.0 area 0
!
!
ip route default FastEthernet0/3
!
!
ip access-list standard lin
permit 192.168.10.0 255.255.255.0
permit 192.168.20.0 255.255.255.0
!
!
ip nat inside source static 192.168.10.1 202.106.1.254
ip nat inside source list lin interface FastEthernet0/3
!
!
RA#

RB IXHI=S :
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sho run

IEEERECE. .

HRIfcE:

!

Iversion 1.3.3F

service timestamps log date

service timestamps debug date

no service password-encryption

!

hostname RB

!

!

gbsc group default

!

!

aaa authentication ppp default local

!

username RA password 0 123456

!

!

interface FastEthernet0/0
ip address 10.1.3.2 255.255.255.0
no ip directed-broadcast

!

interface FastEthernet0/3
no ip address
no ip directed-broadcast

!

interface FastEthernet0/3.1
ip address 192.168.10.254 255.255.255.0
no ip directed-broadcast
encapsulation dot1Q 10
bandwidth 100000
delay 1

!

interface FastEthernet0/3.2
ip address 192.168.20.254 255.255.255.0
no ip directed-broadcast
encapsulation dot1Q 20
bandwidth 100000

delay 1
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interface Serial0/1
ip address 10.1.1.2 255.255.255.0
no ip directed-broadcast
encapsulation ppp
ppp chap hostname RB
ppp chap password 0 123456
physical-layer speed 2048000
I
interface Serial0/2
no ip address
no ip directed-broadcast
I
interface Async0/0
no ip address
no ip directed-broadcast
I
I
router ospf 1
network 10.1.1.0 255.255.255.0 area 0
network 10.1.3.0 255.255.255.0 area 0
network 192.168.10.0 255.255.255.0 area 0
network 192.168.20.0 255.255.255.0 area 0
I
I
ip route default 10.1.1.1
ip route default 10.1.3.1
I
I
RB#

RC B&HI=s :

sho run
Building configuration...

Current configuration:

!

Iversion 1.3.3F

service timestamps log date
service timestamps debug date
no service password-encryption
!

hostname RC
!
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!
gbsc group default
!
!
aaa authentication login default local
aaa authentication enable default enable
!
username admin password 0 admin
enable password 0 123456 level 15
!
!
interface FastEthernet0/0
ip address 10.1.4.2 255.255.255.0
no ip directed-broadcast
ip nat inside
!
interface FastEthernet0/3
ip address 202.106.2.254 255.255.255.0
no ip directed-broadcast
ip nat outside
!
interface Serial0/1
no ip address
no ip directed-broadcast
!
interface Serial0/2
no ip address
no ip directed-broadcast
!
interface Async0/0
no ip address
no ip directed-broadcast
!
!
router ospf 1
network 10.1.4.0 255.255.255.0 area 0
!
!
ip route default FastEthernet0/3
!
!
ip access-list standard lin
permit 192.168.10.0 255.255.255.0
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permit 192.168.20.0 255.255.255.0
!
!
ip nat inside source list lin interface FastEthernet0/3
!
!
RC# RC#

SWA ZZIRHL

sho run

!

no service password-encryption
!

hostname SWA

!

enable password 123456

!

!

telnet-user admin password 0 admin
!

vlan 1

!

vlan 11

!

vlan 12

I

vlan 13
I

interface Ethernet0/0/1
I
interface Ethernet0/0/2
I
interface Ethernet0/0/3
|
Interface Ethernet0/0/4
I

Interface Ethernet0/0/5
I

Interface Ethernet0/0/6
I

Interface Ethernet0/0/7
!
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Interface Ethernet0/0/8
I

Interface Ethernet0/0/9
I

Interface Ethernet0/0/10
I

Interface Ethernet0/0/11
I

Interface Ethernet0/0/12
I

Interface Ethernet0/0/13
I

Interface Ethernet0/0/14
I

Interface Ethernet0/0/15
I

Interface Ethernet0/0/16
I

Interface Ethernet0/0/17
I

Interface Ethernet0/0/18
I

Interface Ethernet0/0/19
I

Interface Ethernet0/0/20
I

Interface Ethernet0/0/21

!

Interface Ethernet0/0/22
switchport access vlan 13

!

Interface Ethernet0/0/23
switchport access vlan 11

!

Interface Ethernet0/0/24
switchport access vlan 12

!

Interface Ethernet0/0/25
I

Interface Ethernet0/0/26
I

Interface Ethernet0/0/27
!
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Interface Ethernet0/0/28
!
interface Vlanll
ip address 10.1.2.2 255.255.255.0
!
interface Vlan12
ip address 10.1.3.1 255.255.255.0
I
interface Vlan13
ip address 10.1.4.1 255.255.255.0
I
router ospf 1
network 10.1.2.0 0.0.0.255 area 0
network 10.1.3.0 0.0.0.255 area 0
network 10.1.4.0 0.0.0.255 area 0
!
ip route 0.0.0.0/0 10.1.2.1
ip route 0.0.0.0/0 10.1.4.2
|
no login
!

end

SWA#

SWB &),

sho run

!

no service password-encryption
!

hostname SWB

!

vlan 1

!

vlan 10

I

vlan 20

!

Interface Ethernet0/0/1
switchport access vlan 10

I

Interface Ethernet0/0/2
switchport access vlan 10
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Interface Ethernet0/0/3
switchport access vlan 10

!

Interface Ethernet0/0/4
switchport access vlan 10

!

Interface Ethernet0/0/5
switchport access vlan 10

!

Interface Ethernet0/0/6
switchport access vlan 20

!

Interface Ethernet0/0/7
switchport access vlan 20

!

Interface Ethernet0/0/8
switchport access vlan 20

!

Interface Ethernet0/0/9
switchport access vlan 20

!

Interface Ethernet0/0/10
switchport access vlan 20

!

Interface Ethernet0/0/11
I

Interface Ethernet0/0/12
I

Interface Ethernet0/0/13
I

Interface Ethernet0/0/14
I

Interface Ethernet0/0/15
I

Interface Ethernet0/0/16
I

Interface Ethernet0/0/17
I

Interface Ethernet0/0/18
I

Interface Ethernet0/0/19
!
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Interface Ethernet0/0/20
I

Interface Ethernet0/0/21
I

Interface Ethernet0/0/22
I

Interface Ethernet0/0/23

!

Interface Ethernet0/0/24
switchport mode trunk

I

Interface Ethernet0/0/25
I

Interface Ethernet0/0/26
I

Interface Ethernet0/0/27
I

Interface Ethernet0/0/28
|

no login
!

end
SWB#
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AN

FO/3 i

S0/

SWA@ SWE ros e
0/0/1-5 / \0/0/6-10 0/0/1-10 20/
A PCB PCC

PC

PCD

—. INEES
1. IREEXK
3 5&H88 DCR-2626
2 &34, DCRS-5650-28
1 &BhK % DCFW-1800S-V2
44 PCEBfX

2. 1P tsitELl

RC
S0/1 211.11.10.2/28
FO/0 10.1.20.254/24
FO/3 211.13.10.2/28
RB
S0/1 211.11.10.1/28
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FO/0 202.106.1.2/28

FO/3 211.12.10.1/28

RA

FO/3 172.16.2.1/27

FO/0 202.106.1.1/28

SWA

VLAN10 0/0/1-5 172.16.10.254/24

VLAN20 0/0/6-10 172.16.20.254/24

VLAN100 0/0/24 172.16.2.2/27

SWB

VLAN200 0/0/24 211.13.10.1/28

VLAN100 0/0/23 211.12.10.2/28

VLAN30 0/0/1-10 10.1.10.254/24
3. FcEER

A. REREE VLAN RIEMHECE VLAN LIAmOAXI5 .
IR SCIORFMNERRERE R MRS,

2R [P RIEHHECE R ZERY [P,

R EEKEERE

—_ —_— N
=. ABEREXK
1. MZEF OSPF shZSEE Y
A. SWAERAEF areal ;
B. RA, FWA 5 RB g7 area0 ;
C. RB, SWB. RCE7F area 2;
D. Areal f3RFH MD5AIE , FBFP4A : rootl23 |, B34 : digitalchina,
2. £ RC 5 RB Z[aliz1T PPP §ERSEIERIMN
A. EF3 CHAPIAIE , RCHIFBF% : RC, B89 : digitalchina , RB HIFEFE :
RB , 239 : digitalchina ;
B. 7 DCE imZEREFIZ : 64000bps,
. FWA XF#EBRIEH , 7S URL FaiEESIhEE.
4, £ SWA Li37E PCB gy MAC ik -
/A MAC HEiERAT A,
5. £ SWB LFEREimOHE :
ER7E E0/0/1 #0 ERTLASIT E0/0/23 #1 E0/0/24 CIMISEREHE.

O 06w

w
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. £ SWA EFig MAC HBIE4RRE

A. & PCA B9 mac b T4 ;
B. YNSRE/RITCEAN , MimE K,

. £ SWA 5 RA EFZ telnet RS

S . admin , 2§57 : admin

. £ RB 5 RC Z/&JEc & IPSCE VPN :

A. RC5RB Z[d IKE GHiNEZ2EKBENMER ;

B. IKE ZRE&XFA md5 hash &% ;

C. transform-set ( #MXESHatE ) BFRA lin , DIZEEIESTA : ah-sha-hmac,
esp-des , £Z=Z4H79 : lin

D. NNEZIRGIRFITINENR SRR A 45 /EE7 86400 7

LeIE RS

\

. BREREXH

Show running-config H{FECE 2 1EHR

. I&IF VPN &

BEEFMRERERR  NRIEH  WSHNBERFER  E4ER , =8
sh crypto isakmp sa

EEF_NERERRRR  RER  USHIEERFER  FARIIREESA
IHER— —EW , &AEHR , U=EE

sh crypto ipsec sa

BEF—MERIEEIE

debug crypto isakmp

BEER_MBREERTRE

debug crypto ipsec

. I&IF PPP &I

B%E PPP EENE  ACEE  SUIERRINR | AR RSHEER
NIEHER.

Show ppp status

B%& PPP fBAIEETE | RHIEERIEIRE , NRHINSFEIDAEFEREET
EE , BNNAFIAL.

Debug ppp authentication

. BEEENEE

BEERRHEE  EEFIEMKH
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Show ip route

&E OSPF ERHIMIRZ , AJLAEZR OSPF#IES. router id, BEIEEHER
Show ip ospf

BERAER , JUERBHFFINZNEHESEE | BXKERLL 0" 7k, &7
XigLA “OIA" FFk

Show ip route

EERERINSEUERE | LB NERATEIHRIRNSER

Show ip ospf database

BEIREH OSPF PEERE , BILABEIFEIBRY OSPF i

Show ip ospf neighbor

tAJ7E PC _EfEF Ping ap S HHTHARSIERIEATIA.

. WiFimO48E

AR show running-config #{7ECEEE , tBaE PC N\ HaIsitlinO#E
HitimOIIE , IR EEH O TRB(E | RBFECEMKI.

. ISUF telnet fRSS

AfEA ping @A ENSMEHZ MRENEER  MFREEER telnet
SV TINE , BAI{ERA show running-cnfig Ap3GIE,

S—-===
FEEIN

IPSCE VPN ¥#EZFECEIRF :

A. RB LFFEimiRiEHFIE ;

B. EETHE ;

C. QISR

D. BcEINZMEIE  BRIZEEHAFIZER , TRk |, RIERHTSIA ;

E. RE4FEIHOLE, RANESSES RB E—H,

IPSEC IKE EERBUAFFE

crypto map xR SHEO LR ANEF—

BeESESHIYAT |, 7t ping IBEIERHESAED , BREMNSIKAH. HLEES
YIRS R EEF I 2R A,

BCEMNZIAIERT , ERRFIHINESR—HF. RinEiE—,

X ERFFERIRT | BRAMEORN 12-trust XIgA , HEE 12-trust Z|
12-trunk L2 5RS.

FiRimO%£hEE show ip mac-address-table , ZEEAHEAAFEIAY mac it
i, FREAEEFFIRSERE.

213



7N ES®E

RA &S :

sho run
Building configuration...

Current configuration:
!
Iversion 1.3.3F
service timestamps log date
service timestamps debug date
no service password-encryption
!
hostname RA
!
!
gbsc group default
!
!
interface FastEthernet0/0
ip address 202.106.1.1 255.255.255.240
no ip directed-broadcast
!
interface FastEthernet0/3
ip address 172.16.2.1 255.255.255.224
no ip directed-broadcast
!
interface Serial0/1
no ip address
no ip directed-broadcast
!
interface Serial0/2
no ip address
no ip directed-broadcast
!
interface Async0/0
no ip address
no ip directed-broadcast
!
!
router ospf 1
network 172.16.2.0 255.255.255.224 area 1
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network 202.106.1.0 255.255.255.240 area O
!
I

RB ESEHES :
sho run
Building configuration...

Current configuration:
!
Iversion 1.3.3F
service timestamps log date
service timestamps debug date
no service password-encryption
!
hostname RB
!
!
gbsc group default
!
!
aaa authentication ppp lin local
!
username RC password 0 digitalchina
!
crypto isakmp key lin 211.11.10.2 255.255.255.255
!
!
crypto isakmp policy 10
hash md5
!
crypto ipsec transform-set lin
transform-type ah-sha-hmac esp-des
!
crypto map lin 10 ipsec-isakmp
set peer 211.11.10.2
set pfs groupl
set security-association lifetime seconds 86400
set transform-set lin
match address lin-acl
!
!
interface FastEthernet0/0
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ip address 202.106.1.2 255.255.255.240
no ip directed-broadcast
I
interface FastEthernet0/3
ip address 211.12.10.1 255.255.255.240
no ip directed-broadcast
I
interface Serial0/1
ip address 211.11.10.1 255.255.255.240
no ip directed-broadcast
crypto map lin
encapsulation ppp
ppp authentication chap lin
ppp chap hostname RB
ppp chap password 0 digitalchina
physical-layer speed 64000
I
interface Serial0/2
no ip address
no ip directed-broadcast
I
interface Async0/0
no ip address
no ip directed-broadcast
I
I
router ospf 1
network 202.106.1.0 255.255.255.240 area 0
network 211.11.10.0 255.255.255.240 area 2
network 211.12.10.0 255.255.255.240 area 2
I
I
ip access-list extended lin-acl
permit ip any any
I
I

RC F&HSE :

sho run
Building configuration...

Current configuration:
|
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Iversion 1.3.3F

service timestamps log date

service timestamps debug date

no service password-encryption

!

hostname RC

I

!

gbsc group default

!

!

aaa authentication ppp default local

!

username RB password 0 digitalchina

!

crypto isakmp key lin 211.11.10.1 255.255.255.255

!

!

crypto isakmp policy 10
hash md5

!

crypto ipsec transform-set lin
transform-type ah-sha-hmac esp-des

!

crypto map lin 10 ipsec-isakmp
set peer 211.11.10.1
set pfs groupl
set security-association lifetime seconds 86400
set transform-set lin
match address lin-acl

!

!

interface FastEthernet0/0
ip address 10.1.20.254 255.255.255.0
no ip directed-broadcast

!

interface FastEthernet0/3
ip address 211.13.10.2 255.255.255.240
no ip directed-broadcast

!

interface Serial0/1
ip address 211.11.10.2 255.255.255.240
no ip directed-broadcast
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crypto map lin
encapsulation ppp
ppp chap hostname RC
ppp chap password 0 digitalchina
I
interface Serial0/2
no ip address
no ip directed-broadcast
I
interface Async0/0
no ip address
no ip directed-broadcast
I
I
router ospf 1
network 10.1.20.0 255.255.255.0 area 2
network 211.13.10.0 255.255.255.240 area 2
network 211.11.10.0 255.255.255.240 area 2
I
I
ip access-list extended lin-acl
permit ip any any
I
I

SWA ZZHRH

sho run

!

no service password-encryption
I

hostname SWA

!

enable password admin

!

!

telnet-user admin password 0 admin
!

vlan 1

!

vlan 10

I

vlan 20
I
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vlan 100

!

Interface Ethernet0/0/1
switchport access vlan 10
switchport port-security
switchport port-security mac-address aa-aa-aa-aa-aa-aa
switchport port-security violation shutdown

!

Interface Ethernet0/0/2
switchport access vlan 10

!

Interface Ethernet0/0/3
switchport access vlan 10

!

Interface Ethernet0/0/4
switchport access vlan 10

!

Interface Ethernet0/0/5
switchport access vlan 10

!

Interface Ethernet0/0/6
switchport access vlan 20

!

Interface Ethernet0/0/7
switchport access vlan 20

!

Interface Ethernet0/0/8
switchport access vlan 20

!

Interface Ethernet0/0/9
switchport access vlan 20

!

Interface Ethernet0/0/10
switchport access vlan 20

I

Interface Ethernet0/0/11
I

Interface Ethernet0/0/12
I

Interface Ethernet0/0/13
I

Interface Ethernet0/0/14
!
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Interface Ethernet0/0/15
I

Interface Ethernet0/0/16
I

Interface Ethernet0/0/17
I

Interface Ethernet0/0/18
I

Interface Ethernet0/0/19
I

Interface Ethernet0/0/20
I

Interface Ethernet0/0/21
I

Interface Ethernet0/0/22
I

Interface Ethernet0/0/23

!

Interface Ethernet0/0/24
switchport access vlan 100

I

Interface Ethernet0/0/25
I

Interface Ethernet0/0/26
I

Interface Ethernet0/0/27
I

Interface Ethernet0/0/28
I
interface Vlan10
ip address 172.16.10.254 255.255.255.0
I
interface Vlan20
ip address 172.16.20.254 255.255.255.0
I
interface Vlan100
ip address 172.16.2.2 255.255.255.224
I
mac-address-table blackhole address aa-bb-cc-dd-ee-ff vlan 20
I
router ospf 1
network 172.16.2.0 0.0.0.31 area 1
network 172.16.10.0 0.0.0.255 area 1
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network 172.16.20.0 0.0.0.255 area 1
!
no login
!

end

SWB 3],

sho run

!

no service password-encryption

!

hostname SWB

!

monitor session 1 source interface Ethernet0/0/24;23 rx

monitor session 1 source interface Ethernet0/0/24;23 tx

monitor session 1 destination interface Ethernet0/0/1

!

vlan 1

!

vlan 30

!

vlan 100

!

vlan 200

!

Interface Ethernet0/0/1
switchport access vlan 30

!

Interface Ethernet0/0/2
switchport access vlan 30

|

Interface Ethernet0/0/3
switchport access vlan 30

!

Interface Ethernet0/0/4
switchport access vlan 30

!

Interface Ethernet0/0/5
switchport access vlan 30

!

Interface Ethernet0/0/6

switchport access vlan 30
|
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Interface Ethernet0/0/7
switchport access vlan 30

!

Interface Ethernet0/0/8
switchport access vlan 30

!

Interface Ethernet0/0/9
switchport access vlan 30

!

Interface Ethernet0/0/10
switchport access vlan 30

|

Interface Ethernet0/0/11
I

Interface Ethernet0/0/12
I

Interface Ethernet0/0/13
I

Interface Ethernet0/0/14
I

Interface Ethernet0/0/15
I

Interface Ethernet0/0/16
I

Interface Ethernet0/0/17
I

Interface Ethernet0/0/18
I

Interface Ethernet0/0/19
I

Interface Ethernet0/0/20
I

Interface Ethernet0/0/21
I

Interface Ethernet0/0/22
I

Interface Ethernet0/0/23

switchport access vlan 100
!

Interface Ethernet0/0/24

switchport access vlan 200
!

Interface Ethernet0/0/25
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Interface Ethernet0/0/26
I

Interface Ethernet0/0/27
I

Interface Ethernet0/0/28
!
interface Vlan30
ip address 10.1.10.254 255.255.255.0
!
interface Vlan100
ip address 211.12.10.2 255.255.255.240
!
interface Vlan200
ip address 211.13.10.1 255.255.255.240
!
router ospf 1
network 10.1.10.0 0.0.0.255 area 2
network 211.12.10.0 0.0.0.15 area 2
network 211.13.10.0 0.0.0.15 area 2
!
no login
I

end
BAKiE

sho conf

Building configuration..
Running configuration:
!

Version 2.0

aaa-server "local" type local
exit

admin user "admin”
password iINykdNw4TYs1laO2HtYMFgUwwI
privilege RXW
access console
access telnet
access ssh
access http
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access https
exit

hostname "DCFW-1800"
admin host any telnet
admin host any ssh
admin host any http
admin host any https

admin host 10.1.1.3 255.255.255.0 http

ip vrouter trust-vr
exit

vswitch "vswitchl"
exit

zone "trust"
exit

zone "untrust”

ad tear-drop

ad ip-spoofing

ad land-attack

ad ip-option

ad ip-option action alarm

ad ip-fragment

ad winnuke

ad port-scan

ad syn-flood

ad icmp-flood

ad ip-sweep

ad ping-of-death

ad udp-flood

ad ip-directed-broadcast
exit

zone "dmz"
exit

zone "|2-trust" 12
exit

zone "|12-untrust" 12
exit
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zone "|12-dmz" 12
exit

zone "VPNHub"
exit

zone "HA"
exit

interface vswitchifl
exit

interface ethernet0/0
exit

interface ethernet0/1
exit

interface ethernet0/2
exit

interface ethernet0/3
exit

interface ethernet0/4
exit

pki trust-domain "trust_domain_default"

keypair "Default-Key"

enrollment self

subject commonName "DCFW-1800"

subject organization "DigitalChina Networks Limited"
exit

interface ethernet0/0
zone "l2-trust”
manage ssh
manage telnet
manage ping
manage snmp
manage http
manage https
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exit

interface ethernet0/1
zone "I2-trust”
manage telnet
manage ssh
manage ping
manage http
manage https
manage snmp

exit

interface ethernet0/3
zone ‘trust”
ip address 10.1.1.1 255.255.255.0
manage ip 10.1.1.2
manage telnet
manage ping
manage http
manage https
exit

policy from "I12-trust" to "I2-trust"
ruleid 1
action permit
src-addr "Any"
dst-addr "Any"
service "Any"
exit

exit

no tcp-syn-check

[2-nonip-action drop
ecmp-route-select by-src-and-dst

strict-tunnel-check

end
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1. REEK
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2 & 33HAfl, DCRS-5650-28
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2. 1P B X
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S0/2 210.216.1.2/24 12:2.2.2.2/24
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RB
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RA

S0/1 202.106.1.1/24 T1:1.1.1.1/24
FO/3 192.168.1.1/24
SWA
VLAN10 0/0/22 192.168.1.2/24
VLAN20 0/0/23 192.168.3.2/24
VLAN30 0/0/24 192.168.2.2/24
VLAN40 0/0/1-5 192.168.10.254/24
VLANS50 0/0/6-10 192.168.20.254/24
SWB
VLAN40 0/0/1-5
VLANS50 0/0/6-10
PCA 192.168.10.1/24
PCB 192.168.20.1/24
PCC 172.16.1.2/24
3. BCEHER
A. 1ZIRE VLAN RIEFECE VLAN LAINRiROAX5D.
B. IRAESCIGHRIMNEREZES MRS,
C. IZARIP RIFFBECEIRAIGZ B IP,
D. RERMBEEKRBEIRE
— —t— Y
=. BEREX
1. MEBECEZ X8 OSPF shSKR BN :
A. RA. RB. RC7EXi 0 ;
B. RA. RCESWA#FEXIH 2 & ;
C. RBESWAERKEH 14 ;
2. RS2 BACE GRE :
AR AREET, , BERESABeASCiREZORY IP 4 OSPF FEH , w/iFEFR R
& Tunnel g9 IP #17E&H.
3. RA 5 RB Z|g)fic& PPP §&IREIEEN -
A. P CHAPIAIE ;
B. RAHP£ : ra_route,RB P& rb_route 39 : digitalchina ;
C. RBJ9 DCE i , B¥#PER)9 9600bps,
4. SWA 5 SWB FHigBRiERG R ItMY -
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JL

& SWA B 9tRAZ AL

. RB ¥/ L2TP VPN :

A. & PCA 5 PCBaILUANE) RB IRHSE L ;
B. HFP£A : admin ZR8H : 123456

LeE R

1

. BEERENH

Show running-config H{REE 2RI

. ISUF VPN &z

BEEF—MBREERER  RIEH  UEHINEERFER  &AER , WE8
sh crypto isakmp sa

BEER_MRERRRER  IRER , UsHISERFER  FARINEEESA
IHER— —E; , HAER , W=H

sh crypto ipsec sa

BEEMBREEIRE

debug crypto isakmp

BEB_MEBREEIRE

debug crypto ipsec

. I0F PPP &z

BE PPP &S  E8EE | SHIEEERNR | AR RIEHIEER
INIEEE.

Show ppp status

& PPP (UAEERE , SHIEERIBIE , MIERINSEILATHEREET
EE , BUNAMSIAILE.

Debug ppp authentication

. BEEEMEE

BEERRHEE  EEFIENIKH

Show ip route

&E OSPF BRHIMMIRZ , JLAEZR) OSPF#IEE. router id, BEIEEHER
Show ip ospf

BERER , JUERBHEFFFZNMRESRE | BXKEALL "0 7k, AE
XigLA "OIA" FFk

Show ip route

EEHERNSEUERE | TLIERIENMNERATEIRIRNSER

Show ip ospf database
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BEIRERI OSPF RFEER , JLABRIATMARH OSPF iRE
Show ip ospf neighbor
A7 PC _LfEA Ping Ap<it THERRIE @ ERTIIAL.

5. IOUFAE R MY

BEEERMRTS | AILERIARHES— LA |, &5F STP WA, iZsLhl
IMEIARRIFHAAR T MAC | IZSEFIRINAFRMFMATR R MAC , RIFFRIEEA
RILRSHRAERIRAAN | I EIZSLAIRIRIR O | IZSEBIRI M AR IR | 1% SLFIRS
L D W= 2R

show spanning-tree
==
h. EESEIM
1. ECE ospf BY , FEITRCEAE GRE BFEfEFMB/mO IP , BdhRE
(9 IP PIERE £5%! OSPF EBAYEIEMER.

2. EE L2TP FHEERTTE AAATAIE , SIEZAEMbIED | Bl EIIRIRERM
Hibits , &/=8E VPDN,

7N OEESE
RA EEHES :

RA_config#show running-config

IFEWEERE. .

HREcE:

!

lversion 1.3.3F

service timestamps log date
service timestamps debug date
no service password-encryption
!

hostname RA

|

1

gbsc group default

!

!

aaa authentication login default local

aaa authentication ppp default local
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|
username ra_route password 0 digitalchina
!
!
interface Tunnell
mtu 1476
ip address 1.1.1.1 255.255.255.0
no ip directed-broadcast
tunnel source 202.106.1.1
tunnel destination 202.106.1.2
!
interface FastEthernet0/0
no ip address
no ip directed-broadcast
!
interface FastEthernet0/3
ip address 192.168.1.1 255.255.255.0
no ip directed-broadcast
!
interface Serial0/1
ip address 202.106.1.1 255.255.255.0
no ip directed-broadcast
encapsulation ppp
ppp authentication chap
ppp chap hostname rb_route
ppp chap password 0 digitalchina
!
interface Serial0/2
no ip address
no ip directed-broadcast
!
interface Async0/0
no ip address
no ip directed-broadcast
|
|
router ospf 1
network 1.1.1.0 255.255.255.0 area 0
network 192.168.1.0 255.255.255.0 area 2
!
!
RA_config#
RA_config#
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RB IXH=S :

RB_config#show running-config

IEfEUERECE.

HRIECE:
!
lversion 1.3.3F
service timestamps log date
service timestamps debug date
no service password-encryption
!
hostname RB
|
!
gbsc group default
!
!
ip local pool [2tp_pool 192.168.100.1 10
!
aaa authentication login default local
aaa authentication ppp default local
!
username rb_route password 0 digitalchina
username admin password 0 123456
!
!
interface Tunnell
mtu 1476
ip address 1.1.1.2 255.255.255.0
no ip directed-broadcast
tunnel source 202.106.1.2
tunnel destination 202.106.1.1
!
interface Tunnel3
mtu 1476
ip address 2.2.2.1 255.255.255.0
no ip directed-broadcast
tunnel source 210.216.1.1
tunnel destination 210.216.1.2
!
interface Virtual-template0
ip address 192.168.100.254 255.255.255.0
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no ip directed-broadcast
peer default ip address pool 12tp_pool
!

interface FastEthernet0/0
ip address 172.16.1.1 255.255.255.0
no ip directed-broadcast

!

interface FastEthernet0/3
ip address 192.168.3.1 255.255.255.0
no ip directed-broadcast

!

interface Serial0/1
ip address 202.106.1.2 255.255.255.0
no ip directed-broadcast
encapsulation ppp
ppp authentication chap
ppp chap hostname ra_route
ppp chap password 0 digitalchina
physical-layer speed 9600

!

interface Serial0/2
ip address 210.216.1.1 255.255.255.0
no ip directed-broadcast
physical-layer speed 9600

!

interface Async0/0
no ip address
no ip directed-broadcast

|

!

router ospf 1

network 2.2.2.0 255.255.255.0 area 0
network 1.1.1.0 255.255.255.0 area 0

network 172.16.1.0 255.255.255.0 area 0
network 192.168.3.0 255.255.255.0 area 1

|
!

vpdn enable

!

vpdn-group 0
accept-dialin
port Virtual-templateO
protocol 12tp
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Icp-renegotiation
!
|

RB_config#

RC B&HES :

RC#show running-config

Building configuration...

Current configuration:
!
lversion 1.3.3G
service timestamps log date
service timestamps debug date
no service password-encryption
!
hostname RC
|
!
gbsc group default
!
!
interface Tunnel2
mtu 1476
ip address 2.2.2.2 255.255.255.0
no ip directed-broadcast
tunnel source 210.216.1.2
tunnel destination 210.216.1.1
!
interface FastEthernet0/0
no ip address
no ip directed-broadcast
!
interface FastEthernet0/3
ip address 192.168.2.1 255.255.255.0
no ip directed-broadcast
!
interface Serial0/1
no ip address
no ip directed-broadcast
|

interface Serial0/2
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ip address 210.216.1.2 255.255.255.0
no ip directed-broadcast
!
interface Async0/0
no ip address
no ip directed-broadcast
|
!
router ospf 1
network 2.2.2.0 255.255.255.0 area 0
network 192.168.2.0 255.255.255.0 area 2
|

RC#

SWA ST

SWA#show running-config
!

no service password-encryption
!

hostname SWA

!

spanning-tree
spanning-tree mst O priority O
!

ipv6 enable

!

vlan 1

!

vlan 10

!

vlan 20

!

vlan 30

!

vlan 40

!

vlan 50

Interface Ethernet0/0/1
I

Interface Ethernet0/0/2
|
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Interface Ethernet0/0/3
|

Interface Ethernet0/0/4
I

Interface Ethernet0/0/5
I

Interface Ethernet0/0/6
I

Interface Ethernet0/0/7
I

Interface Ethernet0/0/8
!
Interface Ethernet0/0/9

Interface Ethernet0/0/10

!

Interface Ethernet0/0/11
switchport mode trunk

!

Interface Ethernet0/0/12
switchport mode trunk

Interface Ethernet0/0/13
I

Interface Ethernet0/0/14
|
Interface Ethernet0/0/15
!
Interface Ethernet0/0/16
!
Interface Ethernet0/0/17

Interface Ethernet0/0/18
I

Interface Ethernet0/0/19
I

Interface Ethernet0/0/20
I

Interface Ethernet0/0/21
I

Interface Ethernet0/0/22

switchport access vlan 10
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Interface Ethernet0/0/23
switchport access vlan 20

!

Interface Ethernet0/0/24
switchport access vlan 30

Interface Ethernet0/0/25
I

Interface Ethernet0/0/26
I

Interface Ethernet0/0/27
!
Interface Ethernet0/0/28
!
interface Vlanl
!
interface Vlan10
ip address 192.168.1.2 255.255.255.0
!
interface Vlan20
ip address 192.168.3.2 255.255.255.0
|
interface Vlan30
ip address 192.168.2.2 255.255.255.0
!
interface Vlan40
ip address 192.168.10.254 255.255.255.0
!
interface Vlan50
ip address 192.168.20.254 255.255.255.0
!
router ospf 1
network 192.168.1.0 0.0.0.255 area 2
network 192.168.2.0 0.0.0.255 area 2
network 192.168.3.0 0.0.0.255 area 1
network 192.168.10.0 0.0.0.255 area 2
network 192.168.20.0 0.0.0.255 area 2
|
no login
|

End

SWB 3zl :
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SWB#show run

SWB#show running-config
!

no service password-encryption
!

hostname SWB

!

spanning-tree

!

vlan 1

!

vlan 40

!

vlan 50

!

Interface Ethernet0/0/1
switchport access vlan 40

!

Interface Ethernet0/0/2
switchport access vlan 40

!

Interface Ethernet0/0/3
switchport access vlan 40

!

Interface Ethernet0/0/4
switchport access vlan 40

!

Interface Ethernet0/0/5
switchport access vlan 40

!

Interface Ethernet0/0/6
switchport access vlan 50

!

Interface Ethernet0/0/7
switchport access vlan 50

!

Interface Ethernet0/0/8
switchport access vlan 50

!

Interface Ethernet0/0/9
switchport access vlan 50

Interface Ethernet0/0/10
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switchport access vlan 50

!

Interface Ethernet0/0/11
switchport mode trunk

!

Interface Ethernet0/0/12
switchport mode trunk

!

Interface Ethernet0/0/13
I

Interface Ethernet0/0/14
!
Interface Ethernet0/0/15

Interface Ethernet0/0/16
I

Interface Ethernet0/0/17
I

Interface Ethernet0/0/18
I

Interface Ethernet0/0/19
|

Interface Ethernet0/0/20
I

Interface Ethernet0/0/21
!
Interface Ethernet0/0/22
!
Interface Ethernet0/0/23
!
Interface Ethernet0/0/24

Interface Ethernet0/0/25
I

Interface Ethernet0/0/26
I

Interface Ethernet0/0/27
I

Interface Ethernet0/0/28
|

no login
|

end
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FO/0 100.1.3.2/24
RA
S0/2 202.106.1.1/24
FO/0 100.1.2.2/24
FO/3 192.168.30.1/24
SWA
VLAN10 EQ/0/1-5 192.168.10.1/24
VLANZ20 EQ/0/6-9 192.168.20.1/24
VLAN100 Groupl 100.1.1.1/24
VLANZ200 EQ/0/24 100.1.2.1/24
SWB
VLAN100 Groupl 100.1.1.2/24
VLANZ200 EQ/0/24 100.1.3.1/24
PCA 192.168.10.10
PCB 192.168.20.10
PCC 192.168.30.10
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3. BRE/ER
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B. 1REBSCISHRIMNEMIEESMES.
C. I%RBIP RITHMEEIRBcZ BRI IP,
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2. £MRIEIT ospf BISEEEIERIMNY
SRETXIENE , REEX A BB lin,
3. £ SWA 5 SWB Z|ai B HEREES.
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1z
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6. RB 5 RC Bt S PPP §5I&E3EtimMY -
{EEF CHAP XR[EAE,
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JL

h.

@E B

(A =l |

. BREREXH

Show running-config H{REE 2RI
SOUE L& b LR
BEMIAES

Show ip nat statistics

BEERLIREN ip 58, MREEIER , WS nat 388k (if | EEEZANS
SRR SN TIERS | DRIEEEIREE M TSR | 855 NAT AFR
2t )

show ip nat translations

. BEEENEE

BERER , REFEIEMIKH

Show ip route

BE OSPF BREIMMMART , BTLAEZI OSPF #12E. router id, BRIEEZER
Show ip ospf

BERER , JUERBHFFFNZNEESEE | BRKERLL "0 7k, A
XL “OIA" Frsk

Show ip route

EERERNSEUERE | LB N NERATEIRIRRNSER

Show ip ospf database

BEIREN OSPF FFEER , SILABERIATIEIRHY OSPF 185

Show ip ospf neighbor

A7 PC _LfER Ping A<t THERRIE @ MERTIIAL.

. I&5IF PPP &

BE PPP RIS , 60EE | SHIEEFINR , AR RIEHEEER
NIEHER.

Show ppp status

&E PPP fUAIEDFE , SHIMEERIEDRE , IRMEIISEILAEHEREEZ
&z BUNAMFIAIE,

Debug ppp authentication

. bR CIRE&

EERYRO_ERY PC EFEMEHRY | tE R SRR i ORISR,

+-====
e =0
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1. 7£RA LECEMEHUIAEHRSERTIA.,
2. iR OMETRORHEEE AR inside source , EAMATREIBIEBRETZISMK .,
3. ECEWRRONEISSREE  FiEX.

N EEZE

RA B&HEISE :

sho run
Building configuration...

Current configuration:

!

Iversion 1.3.3F

service timestamps log date

service timestamps debug date

no service password-encryption

!

hostname RA

!

!

gbsc group default

!

!

aaa authentication ppp lin local

!

username RC password 0 123456

!

!

interface FastEthernet0/0
ip address 100.1.2.2 255.255.255.0
no ip directed-broadcast
ip ospf authentication message-digest
ip ospf message-digest-key 10 md5 lin
ip nat inside

!

interface FastEthernet0/3
ip address 192.168.30.1 255.255.255.0
no ip directed-broadcast

ip nat outside
|
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interface Serial0/1
no ip address
no ip directed-broadcast
!
interface Serial0/2
ip address 202.106.1.1 255.255.255.0
no ip directed-broadcast
encapsulation ppp
ppp authentication pap lin
ppp pap sent-username RA password 0 123456
ip ospf authentication message-digest
ip ospf message-digest-key 10 md5 lin
ip nat inside
!
interface Async0/0
no ip address
no ip directed-broadcast
|
!
router ospf 1
network 202.106.1.0 255.255.255.0 area 0
network 100.1.2.0 255.255.255.0 area 0
area 0 authentication message-digest
!
1
ip route default FastEthernet0/3
!
1
ip access-list standard lin
permit any
!
!
ip nat inside source static tcp 192.168.10.10 80 192.168.30.1 80
ip nat inside source list lin interface FastEthernet0/3
!
!

RB IXHI=S :

RB#sho run
Building configuration...
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Current configuration:
!
Iversion 1.3.3F
service timestamps log date
service timestamps debug date
no service password-encryption
!
hostname RB
!
!
gbsc group default
!
!
aaa authentication ppp lin-chap local
!
username RC password 0 123456
!
!
interface FastEthernet0/0
ip address 100.1.3.2 255.255.255.0
no ip directed-broadcast
ip ospf authentication message-digest
ip ospf message-digest-key 10 md5 lin
!
interface FastEthernet0/3
no ip address
no ip directed-broadcast
!
interface Serial0/1
ip address 202.106.0.1 255.255.255.0
no ip directed-broadcast
encapsulation ppp
ppp authentication chap lin-chap
ppp chap hostname RB
ppp chap password 0 123456
ip ospf authentication message-digest
ip ospf message-digest-key 10 md5 lin
!
interface Serial0/2
no ip address
no ip directed-broadcast
!

interface Async0/0
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no ip address
no ip directed-broadcast
!
!
router ospf 1
network 100.1.3.0 255.255.255.0 area 0

network 202.106.0.0 255.255.255.0 area 0

area 0 authentication message-digest
|
|
!

RC FHAZS :

sho run
Building configuration...

Current configuration:
!
Iversion 1.3.3F
service timestamps log date
service timestamps debug date
no service password-encryption
!
hostname RC
!
!
gbsc group default
!
!
aaa authentication ppp default local
aaa authentication ppp lin-chap local
!
username RA password 0 123456
username RB password 0 123456
!
!
interface FastEthernet0/0
ip address 192.168.40.1 255.255.255.0
no ip directed-broadcast
!
interface FastEthernet0/3
no ip address
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no ip directed-broadcast
I
interface Serial0/1
ip address 202.106.0.2 255.255.255.0
no ip directed-broadcast
encapsulation ppp
ppp authentication chap lin-chap
ppp chap hostname RC
ppp chap password 0 123456
physical-layer speed 64000
ip ospf authentication message-digest
ip ospf message-digest-key 10 md5 lin
I
interface Serial0/2
ip address 202.106.1.2 255.255.255.0
no ip directed-broadcast
encapsulation ppp
ppp pap sent-username RC password 0 123456
physical-layer speed 64000
ip ospf authentication message-digest
ip ospf message-digest-key 10 md5 lin
I
interface Async0/0
no ip address
no ip directed-broadcast
I
I
router ospf 1
network 202.106.0.0 255.255.255.0 area 0
network 202.106.1.0 255.255.255.0 area O
network 192.168.40.0 255.255.255.0 area 0
area 0 authentication message-digest
I
I
ip route default 202.106.1.1
I
I

SWA 33z,

sho run
I
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no service password-encryption

|

hostname SWA
!

vlan 1

I

vlan 10

I

vlan 20

I

vlan 100
I

vlan 200
!

port-group 1 load-balance src-mac

Interface Ethernet0/0/1
switchport access vlan 10

!

Interface Ethernet0/0/2
switchport access vlan 10

!

Interface Ethernet0/0/3
switchport access vlan 10

!

Interface Ethernet0/0/4
switchport access vlan 10

!

Interface Ethernet0/0/5
switchport access vlan 10

!

Interface Ethernet0/0/6
switchport access vlan 20

!

Interface Ethernet0/0/7
switchport access vlan 20
!

Interface Ethernet0/0/8
switchport access vlan 20
!

Interface Ethernet0/0/9

switchport access vlan 20
|
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Interface Ethernet0/0/10
switchport access vlan 100
port-group 1 mode on

|

Interface Ethernet0/0/11
switchport access vlan 100
port-group 1 mode on

!

Interface Ethernet0/0/12
I

Interface Ethernet0/0/13
I

Interface Ethernet0/0/14
I

Interface Ethernet0/0/15
I

Interface Ethernet0/0/16
I

Interface Ethernet0/0/17
I

Interface Ethernet0/0/18
I

Interface Ethernet0/0/19
I

Interface Ethernet0/0/20
I

Interface Ethernet0/0/21
I

Interface Ethernet0/0/22
I

Interface Ethernet0/0/23

I

Interface Ethernet0/0/24
switchport access vlan 200

I

Interface Ethernet0/0/25
I

Interface Ethernet0/0/26
I

Interface Ethernet0/0/27
I

Interface Ethernet0/0/28
!
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Interface Port-Channell

!

interface Vlan10
ip address 192.168.10.1 255.255.255.0

!

interface Vlan20
ip address 192.168.20.1 255.255.255.0

!

interface VIan100
ip ospf authentication message-digest
ip ospf message-digest-key 10 md5 lin
ip address 100.1.1.1 255.255.255.0

!

interface VIan200
ip ospf authentication message-digest
ip ospf message-digest-key 10 md5 lin
ip address 100.1.2.1 255.255.255.0

!

router ospf 1
area 0 authentication message-digest
network 100.1.1.0 0.0.0.255 area 0
network 100.1.2.0 0.0.0.255 area 0
network 192.168.10.0 0.0.0.255 area 0
network 192.168.20.0 0.0.0.255 area 0

!

ip route 0.0.0.0/0 100.1.2.2

!

no login

!

end

SWB 2],

sho run

!

no service password-encryption
!

hostname SWB

!

vlan 1

!

vlan 100
|
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vlan 200
!

port-group 1 load-balance src-mac

!
Interface Ethernet0/0/1
I

Interface Ethernet0/0/2
I

Interface Ethernet0/0/3
I

Interface Ethernet0/0/4
I

Interface Ethernet0/0/5
I

Interface Ethernet0/0/6
I

Interface Ethernet0/0/7
!
Interface Ethernet0/0/8
I

Interface Ethernet0/0/9
I

Interface Ethernet0/0/10

switchport access vlan 100

port-group 1 mode on
!

Interface Ethernet0/0/11

switchport access vlan 100

port-group 1 mode on
!

Interface Ethernet0/0/12
I

Interface Ethernet0/0/13
I

Interface Ethernet0/0/14
I

Interface Ethernet0/0/15
I

Interface Ethernet0/0/16
I

Interface Ethernet0/0/17
I

Interface Ethernet0/0/18
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Interface Ethernet0/0/19
I

Interface Ethernet0/0/20
I

Interface Ethernet0/0/21
I

Interface Ethernet0/0/22
I

Interface Ethernet0/0/23

!

Interface Ethernet0/0/24
switchport access vlan 200

I

Interface Ethernet0/0/25
I

Interface Ethernet0/0/26
I

Interface Ethernet0/0/27
I

Interface Ethernet0/0/28

!

Interface Port-Channell

!

interface Vlan100
ip ospf authentication message-digest
ip ospf message-digest-key 10 md5 lin
ip address 100.1.1.2 255.255.255.0

!

interface VIan200
ip ospf authentication message-digest
ip ospf message-digest-key 10 md5 lin
ip address 100.1.3.1 255.255.255.0

!

router ospf 1
area 0 authentication message-digest
network 100.1.1.0 0.0.0.255 area O
network 100.1.3.0 0.0.0.255 area O

!

no login

!

end
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fix
S4B = R ST

—. TS
1. DCRS-5650 3z#a4], 2 & ( SoftWare version is DCRS-5650-28 5.2.1.0)
2. PCHl2-48&
3. ConsoleZ 1-2 8
4. HiBEMLZL 2-8 1R
=. ok
RS1 RS2
ﬁ — ﬁ
VLAN100
VLANZ20 VLANZ200
=, SDiIEsk
1, il ERISEFimERY VLAN ¢
3THEN VLAN RO SR IP EE
TR A 10 E0/0/11 10.0.0.1/24 M B e0/0/24
TR A 20 E0/0/1 20.0.0.1/24 20.0.0.2/24
Mt B 100 E0/0/11 10.0.0.2/24 aHa, A e0/0/11
Mt B 200 E0/0/1 30.0.0.1/24 30.0.0.2/24

2. FiBE PC BEEIRSE A PC BEFin , EHBRSF LIZTIRS [ RG
Wsend.exe , £ PC ZPim#{4+ MCastTest20 , EERIBIRE.
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., G

F—F : TENLIPHELMRE | RETENAVLANER
ATIRHIA
DCRS-5650-A(Config)#vlan 10
DCRS-5650-A(Config-Vlan10)#switchport interface ethernet 0/0/11
DCRS-5650-A(Config-Vlan10)#exit
DCRS-5650-A(Config)#int vlan 10
DCRS-5650-A(Config-If-Vlan10)#ip add 10.0.0.1 255.255.255.0
DCRS-5650-A(Config-If-Vlan10)#exit
DCRS-5650-A(Config)#vlan 20
DCRS-5650-A(Config-Vlan20)#switchport interface ethernet 0/0/1
DCRS-5650-A(Config-Vlan10)#exit
DCRS-5650-A(Config)#int vlan 20
DCRS-5650-A(Config-If-Vlan20)#ip add 20.0.0.1 255.255.255.0
DCRS-5650-A(Config-If-Vlan20)#exit
DCRS-5650-A(Config)#

ATHEALB
DCRS-5650-B(Config)#vlan 100
DCRS-5650-B(Config-VIan100)#switchport interface ethernet 0/0/11
DCRS-5650-B(Config-VIan100)#exit
DCRS-5650-B(Config)#int vlan 100
DCRS-5650-B(Config-If-VIan100)#ip add 10.0.0.2 255.255.255.0
DCRS-5650-B(Config-If-Vlan100)#exit
DCRS-5650-B(Config)#vlan 200
DCRS-5650-B(Config-VIan200)#switchport interface ethernet 0/0/1
DCRS-5650-B(Config-VIan200)#exit
DCRS-5650-B(Config)#int vlan 200
DCRS-5650-B(Config-If-VIan200)#ip add 30.0.0.1 255.255.255.0
DCRS-5650-B(Config-If-Vlan200)#exit
DCRS-5650-B(Config)#
IEEFCE
H7ZPC ping APC , REENSIE(S.

SE—% : BEIDVMRPHY
ATHEAA
DCRS-5650-A(Config)ip dvmrp multicast-routing | FFEEEMY
DCRS-5650-A(Config)#int vlan 10
DCRS-5650-A(Config-If-Vlan1)#ip dvmrp enable ! TEvlanizO EFFRdvmrp
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DY
DCRS-5650-A(Config-If-Vlanl)#exit
DCRS-5650-A(Config)#int vlan 20
DCRS-5650-A(Config-If-Vlan20)#ip dvmrp enable
DCRS-5650-A(Config-If-Vlan20)#
DCRS-5650-A(Config-If-Vlan20)#exit
DCRS-5650-A(Config)#

ATHRALB

DCRS-5650-B(Config)ip dvmrp multicast-routing
DCRS-5650-B(Config)#int vlan 100
DCRS-5650-B(Config-If-Vlan100)#ip dvmrp enable
DCRS-5650-B(Config-If-Vlan100)#exit
DCRS-5650-B(Config)#int vlan 200
DCRS-5650-B(Config-If-Vlan200)#ip dvmrp enable
DCRS-5650-B(Config-If-Vlan200)#exit
DCRS-5650-B(Config)#

IR E

RSB#show ip dvmrp route

Flags: N = New, D = DirectlyConnected, H = Holddown

Network Flags Nexthop Nexthop Metric Uptime

Exptime
Xface Neighbor

10.0.0.0/8 .D.  VIanl00 Directly Connected 1 00:00:53 00:00:00
30.0.0.0/8 .D. VIan200 Directly Connected 1 00:00:32 00:00:00

RSA#show ip dvmrp neighbor

Neighbor Interface  Uptime/Expires Maj Min Cap
Address Ver Ver Flg
10.0.0.2 Vlan10 00:02:00/00:00:25 3 255 2e
RSA#

BIERS AR RIET B
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4 EREEETE
EREMAA, | Szt | HBA. . |
B | iBiERO B3
H! 224.1.2.1 5100 512 EBf= f 5. ..

ANt

EEE PR
& ERAFMNEITA
#iEE  FEOGE | g, |

| SHIEH | iR

|

224.1.2.1 5100

512 EBf=

i Ak

ek

10M
aM
&M
4M
M

HAPCHAEBREIRS: . MAPCREARR , APCMAERSFin , JLAURKHAAPCAK

HAYERER | IERRRKID.

FALLCIERRRDSEEERIE AN RES I TIBISRIBIR T | dvmrp BBl tHaEE(S , DVMRPH
B8

B Ea R RIEED
h. GFEEINFHES
DVMRP f—LUEE B4R -
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LATRER B EIGEERINRBZRIEERENEL (505 RIP 181 )
2. IREHIREFTEHIMRAE (TREH 607)

3.TTL EfR =328k (M RIP 2 16 )

4 BREEFTEIEEES , 3275 CIDR

AR E R = Exd )|

—. ZJeH
1. DCRS-5650 3z#a4], 2 & ( SoftWare version is DCRS-5650-28 5.2.1.0)
2. PCH2-48&
3. ConsoleZ 1-2 8
4. HiBEMLZL 2-8 1R
=. SgiliaFk
RS1 RS2
ﬁ — ﬁ
VLAN10
VLANZ20 VLANZ200
=, SDiIEsk
1, il ERISEFimERY VLAN :
STHEHN VLAN RO R IP EE
ATHAN, A 10 E0/0/11 10.0.0.1/24 T B e0/0/24
ZHAMN, A 20 E0/0/1 20.0.0.1/24 20.0.0.2/24
Mt B 10 E0/0/11 10.0.0.2/24 aHa, A e0/0/11
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¥, B 200 E0/0/1 30.0.0.1/24 30.0.0.2/24

2. FiBE PC RAEEIKRSE A PC BEFin , AABRSF LIZTIRS =G
Wsend.exe , £ PC ZFimi{4 MCastTest20 , EEHIBIRE.

. ST

F—F : TN LERRELRE | BETENVLANGER

STHRALA -

DCRS-5650-A(Config)#vlan 10
DCRS-5650-A(Config-Vlan10)#switchport interface ethernet 0/0/11
DCRS-5650-A(Config-Vlan10)#exit

DCRS-5650-A(Config)#int vlan 10
DCRS-5650-A(Config-If-Vlan10)#ip add 10.0.0.1 255.255.255.0
DCRS-5650-A(Config-If-Vlan10)#exit

DCRS-5650-A(Config)#vlan 20
DCRS-5650-A(Config-Vlan20)#switchport interface ethernet 0/0/1
DCRS-5650-A(Config-Vlan10)#exit

DCRS-5650-A(Config)#int vlan 20
DCRS-5650-A(Config-If-Vlan20)#ip add 20.0.0.1 255.255.255.0
DCRS-5650-A(Config-If-Vlan20)#exit

DCRS-5650-A(Config)#

ATHRHTLB

DCRS-5650-B(Config)#vlan 10
DCRS-5650-B(Config-Vlan10)#switchport interface ethernet 0/0/11
DCRS-5650-B(Config-Vlan10)#exit

DCRS-5650-B(Config)#int vlan 10
DCRS-5650-B(Config-If-Vlan10)#ip add 10.0.0.2 255.255.255.0
DCRS-5650-B(Config-If-Vlan10)#exit

DCRS-5650-B(Config)#vlan 200
DCRS-5650-B(Config-VIan200)#switchport interface ethernet 0/0/1
DCRS-5650-B(Config-VIan200)#exit

DCRS-5650-B(Config)#int vlan 200
DCRS-5650-B(Config-If-VIan200)#ip add 30.0.0.1 255.255.255.0
DCRS-5650-B(Config-If-VlIan200)#exit

DCRS-5650-B(Config)#

L 1Ty

HB7ZPC ping APC , REEIZE(S.

260




5= : BEIDVMRPH1Y
STHAHLA -
DCRS-5650-A(Config)ip pim multicast-routing ! FF/EBEREIMY
DCRS-5650-A(Config)#int vlan 10
DCRS-5650-A(Config-If-Vlan1)#ip pim dense-mode [fEvlanizO EFiEpim
iy
DCRS-5650-A(Config-If-Vlanl)#exit
DCRS-5650-A(Config)#int vlan 20
DCRS-5650-A(Config-If-Vlan20)#ip pim dense-mode
DCRS-5650-A(Config-If-Vlan20)#
DCRS-5650-A(Config-If-Vlan20)#exit
DCRS-5650-A(Config)#

SHRALB

DCRS-5650-B(Config)ip pim multicast-routing
DCRS-5650-B(Config)#int vlan 10
DCRS-5650-B(Config-If-Vlan10)#ip pim dense-mode
DCRS-5650-B(Config-If-Vlan10)#exit
DCRS-5650-B(Config)#int vlan 200
DCRS-5650-B(Config-If-VlIan200)#ip pim dense-mode
DCRS-5650-B(Config-If-VlIan200)#exit
DCRS-5650-B(Config)#

LNy

RSB#show ip pim nei

Neighbor Interface Uptime/Expires ~ Ver DR
Address Priority/Mode
10.0.0.1 Vlan10 00:00:19/00:01:43v2 1/

RSB#show ip pim interface detail
Vlan10 (vif 0):
Address 10.0.0.2, DR 10.0.0.2
Hello period 30 seconds, Next Hello in 0 seconds
Triggered Hello period 5 seconds
Neighbors:
10.0.0.1

VIan200 (vif 1):
Address 30.0.0.1, DR 30.0.0.1
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Hello period 30 seconds, Next Hello in 12 seconds
Triggered Hello period 5 seconds
Neighbors:
FRAPCIHERIRS:  MAPCREARER  APCHMARE iR , ALURIRZAPC
KRERIEREIR.
FLCIEBRTEERIEAREB A TBISRIBIR T , pimBRBENBAREE(E | pimBREDNA
T IS FHERETIRE.

B=EY : GERAINY

DCRS-5650-A(Config)#ip route 0.0.0.0 0.0.0.0 10.0.0.2

DCRS-5650-A(Config)#ip route 0.0.0.0 0.0.0.0 10.0.0.1

ISR E

HZ%PC ping APC, AJLLE(E.

FRZPCIHBRERSS R | MAPCRIXERIR  APCIHEREFin , JLURKHAPCR
HAVEEIR.

HIGERpimBEINNFBFHERMBENSE  EREREN SRR
(RIZERYERE , BRAFERTAIMNY.

. FEEAHES

DVMRP f—LEBE4RFMR ¢
1ATFRERABREEEENEAIRIEEERZEHEM (55 RIP 181H1)
2. BREASHREEFTEEAMRR L (TRE9 60 7))
3.TTL EPR =328k (M RIPE 16)
4 BRAEHEIERERS , <3F CIDR

RN EE _ Ex T4

—. SEig&E

DCRS-5650 35441 1 & ( SoftWare version is DCRS-5650-28_5.2.1.0)
DCS-3926S 35H#itl 1 &

PCHlL2-4&

Console & 1-2 1R

BB 2-8 1R

ERWNHE - R, EloR

o o1~ O WDN -
Y Y J J J s
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=. tillia

Multicast Server

Vlan20
=, IlIEK
1. 7z C BRI EFimOARY VLAN ¢
VLAN imCORER IP R
1 e0/0/24 192.168.10.0/0/24 24, e0/0/24
20 e0/0/9 192.168.20.0/0/24 AIBIRSS 25

2. P PCHIEBRAEREEFin , fEAREIRS 2 DIZTIRS S Wsend.exe , 7£ PC
EFimRE Wsend.exe , BEERBIKE.

M, Gl

F—¥  E=EEN LIRSHRE | RETRIAVLANER
DCRS-5650(Config)#vlan 20
DCRS-5650(Config-Vlan20)#switchport interface ethernet 0/0/9
Set the port Ethernet0/0/9 access vlan 20 successfully
DCRS-5650(Config-VIan20)#exit
DCRS-5650(Config)#

DCRS-5650(Config)#interface vlan 1
DCRS-5650(Config-If-Vlan1l)#ip address 192.168.10.1 255.255.255.0
DCRS-5650(Config-If-Vlan1)#exit
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DCRS-5650(Config)#interface vlan 20
DCRS-5650(Config-If-Vlan20)#ip address 192.168.20.1 255.255.255.0
DCRS-5650(Config-If-Vlan20)#exit

B=E | ZEHRNEEPIM-DMY

DCRS-5650 (Config)#ip pim multicast-routing | (SFRBZEEIY
DCRS-5650(Config)#int vlan 1
DCRS-5650(Config-If-Vlan1)#ip pim dense-mode |BEh45E O PIM-DM{

P

DCRS-5650(Config-If-Vlan1)#exit

DCRS-5650(Config)#int vlan 20

DCRS-5650(Config-If-Vlan20)#ip pim dense-mode

DCRS-5650(Config-If-Vlan20)#exit

DCRS-5650(Config)#

IEACE :

ERERSHRAEIMERSIES  AREF R LR  BRARII—atBIIE
snifferf{TiME , ATLUMEIMERPRIEREETE

niffer Portable — Local, Ethernet (Line speed at 100 Nbps) — [S5nif2: Decode, 1/1424 Ethernet Frames]

Eﬁile Monitor Capture Display Tools Database WYindow Help - 8 x

B K ooar -]
B 8l gase=ser 2 ¢ @

|No Statuz | Source Address Dest Address Summary en [B] Rel. Time Delta Time Abs, TII‘nEA
: 1 h}dllmEdlmln]d UDE: D=5100 S=5100 H Iﬁmm
|2 [10.0.0.2] [224.1.2.1] UDF: D=5100 S5=5100 LEN=1032 1066 O: .00l 0.001.630
]| 3 10.0.0.2 224.1.2.1 UDF: D=5100 S5=5100 LEN=1032 1066 O: .00z 0.000.398
[1]4 10.0.0.2 224.1.2.1 UDF: D=5100 S5=5100 LEN=1032 1066 D:DD:DD.DD2 0.000.389
15 10.0.0.2 224.1.2.1 UDP: D=5100 S5=5100 LEN=1032 1066/ 0:00:00.005) 0.002.597
[l & 10.0.0.2 224.1.2.1 UDF: D=5100 S5=5100 LEN=1032 1066/ 0:00:00.020 0.015.229
17 10.0.0.2 224.1.2.1 UDF: D=5100 5=5100 LEN=1032 1066/ 0:00:00.036 0.015.802
] 10.0.0.2 224.1.2.1 UDF: D=5100 S5=5100 LEN=1032 1066/ 0:00:00.051 0.015.481
]9 10.0.0.2 224.1.2.1 UDF: D=5100 S5=5100 LEN=1032 1066/ 0:00:00.067 0.015.910
] 10 10.0.0.2 224.1.2.1 UDF: D=5100 S5=5100 LEN=1032 1066 0:00:00.082) 0.015.172
] 11 10.0.0.2 224.1.2.1 UDF: D=5100 S5=5100 LEN=1032 1066/ 0:00:00.098) 0.015.643
1|12 10.0.0.2 224.1.2.1 UDP: D=5100 S5=5100 LEN=1032 1066 0:00:00.113) 0.015.5582
] 13 10.0.0.2 224.1.2.1 UDF: D=5100 S5=5100 LEN=1032 1066/ 0:00:00.129 0.015.976
[]14 10.0.0.2 224.1.2.1 UDF: D=5100 5=5100 LEN=1032 1066/ 0:00:00.144) 0.015.220
] 15 10.0.0.2 224.1.2.1 UDF: D=5100 S5=5100 LEN=1032 1066 0:00:00.160) 0.015.608 -
< I >
L3 IP: Source address = [10.0.0.2] ~
B IF: Destination address = [224.1.2.1]
L3 IP: Ho options
L3 1p:
S UDP: ———— UDP Header ————
& voe:
B} UDP: Source port = 5100
Bj UDP: Destination port = 5100
By UDP: Length = 1032
@UDP: Checlsun = C3FD {correct)
@UDP: [1024 byte(=) of data]
B vop: .
v
00000000: 01 00 Se 01 02 01 00 03 0f 0Of 6b Oc 08 00 45 00 .7, ... ... k.. .E. -~
gooooo1o0: 04 1c 07 04 00 00 7f 11 44 =0 O= 00 OO0 02 =0 O1 ... .. .07 .7 =
00000020: 02 01 13 ec 13 ec 04 08 =3 fd 24 00 £c 03 00 00 . L 27.38%.7.. =
gooooo3o: 00 00 00 00 OO0 00 00 OO0 00 00 OO0 00 00 00 00 00 ................
gooooo4o0: 00 00 00 OO0 OO0 OO OO0 OO0 00 00 OO0 00 00 OO0 00 0o
goooooso: 00 00 00 00 OO0 00 OO0 OO0 00 00 OO0 00 00 OO0 00 00 ..
goooooe0: OO0 00 00 OO0 OO 00 OO0 OO0 00 00 OO0 00 00 OO0 00 00 ..
gooooo70: 00 00 00 OO0 OO0 00 00 OO0 00 00 OO0 00 00 OO0 00 00 ..
gooooogo: 00 00 00 00 OO0 00 00 OO0 00 00 OO0 00 00 OO0 0O 0o
goooooso0: 00 00 00 00 OO0 00 00 OO0 00 00 00 00 00 00 00 00 ................
0000o0=0: 00 00 00 00 00 00 00 00 00 00 00 Q0o 0o oo oo @0 @ ... ... bt
Expert 4, Decode f Matrix b Host Table }, Protocal Dist. fy Stetistics [/
For Help, press Fl é s b. @ 1
—_m : =
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=% | ZERIGNEIGMP{RF

= EEEanEEvVIanfUIGMP SnoopingIhhs , — BT ERIAIESZEIREUE |
AJLUANMEECE | XHHERERSRRR B IUEE. LATEL vianl 796,

Hb " EINgeSERImLE , SchitEvlanER | trunkin0% , 5=EXEHESR , B
BTN TECE -

switch(Config)#ip igmp snooping ! ;331 IGMP SnoopingLhgg

switch(Config)#ip igmp snooping vlan 1 I $§ & vlan B IGMP Snooping

IGMP snooping is started on Vlan 1

switch(Config)#ip igmp snooping vlan 1 mroute interface ethernet0/0/2

switch(config)#

LA N1

switch#show ip igmp snooping

igmp snooping status : Enabled
IGMP information for VLAN 20:

igmp snooping vlan status :Disabled
igmp snooping vlan query :Disabled
igmp snooping vlan mrouter port :

IGMP information for VLAN 1:

igmp snooping vlan status :Enabled

igmp snooping vlan query :Disabled

igmp snooping vlan mrouter port :
Ethernet0/0/2;state :UP
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switch#show mac
Read mac address table....

Vlan Mac Address Type  Creator Ports
00-03-0f-0f-6b-0c DYNAMIC Hardware Ethernet0/0/2
00-03-0f-0f-6b-0d DYNAMIC Hardware Ethernet0/0/2
00-26-9e-52-4a-05 DYNAMIC Hardware Ethernet0/0/2

10 00-03-0f-00-a9-59 STATIC System CPU

10 00-03-0f-0f-6b-0c DYNAMIC Hardware Ethernet0/0/2

10 00-Ob-cd-4a-97-2e DYNAMIC Hardware Ethernet0/0/18

10 00-22-64-c0-80-94 DYNAMIC Hardware Ethernet0/0/16

switch#

switch#show mac multicast

Vlan Mac Address Type  Creator Ports

1 01-00-5e-00-00-fc MULTI  IGMP Ethernet0/0/2
switch#show mac multicast

Vlan Mac Address Type  Creator Ports

1  01-00-5e-00-00-fc MULTI IGMP Ethernet0/0/2
1  01-00-5e-01-02-01 MULTI IGMP Ethernet0/0/2
switch#

E_RE3i EEwsnoop(ilffE | EAFEREE Fin ETARIRARE Fin_ ERIEREE
& , NBRRECEAELY B AE.

ZE3HRL QoS

—. WS

DCRS-5650 z&#a#fl, 1 & ( SoftWare version is DCRS-5650-28 5.2.1.0)
PCHL2-4 &

Console & 1 1R

BHEMNZET

H w R
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=. tillia

2 2

1 PC2

Vlan10 Vlan20

=,  olIEK
R E RIS PN ETFiwmAR/Y VLAN : VLAN1O , VLAN20

VLAN ImCIRk R IP jtitik
10 0/0/1-8 192.168.10.1/24
20 0/0/9-16 192.168.20.1/24
PC HIMEIREN !
R& IP RIxX 2
PC1 192.168.10.2/24 192.168.10.1
PC2 192.168.20.2/24 192.168.20.1

SCHE QoS AR | {H3kE 192.168.10.2/24 1Y FTP IRIEZIREI 1M Eris/FD |,
BEIZA IM F=1 |, BT REZMERRAR Y —EER.

Y, G

F—F : TENLIBPHRELRE | eI vian HiFMixO.
DCRS-5650(Config)#vlan 10
DCRS-5650(Config-VIan10)#DCRS-5650port interface e 0/0/1-8
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DCRS-5650(Config-Vlan10)#exit
DCRS-5650(Config)#vlan 20
DCRS-5650(Config-VIan20)#DCRS-5650port interface ethernet 0/0/9-16
DCRS-5650(Config-VIan20)#exit
DCRS-5650(Config)#

—# : {00 vian o,
DCRS-5650(Config)#int vlan 10
DCRS-5650(Config-If-VIan10)#ip address 192.168.10.1 255.255.255.0
DCRS-5650(Config-If-Vlan10)#no shut
DCRS-5650(Config-If-Vlan10)#exit
DCRS-5650(Config)#int vlan 20
DCRS-5650(Config-If-VIan20)#ip address 192.168.20.1 255.255.255.0
DCRS-5650(Config-If-Vlan20)#exit
DCRS-5650(Config)#

$=% : fit&E QoS
1. Bzh QoS Ikt : E2B FEmFIXA QoS IhRt, MELB BN QoS IhRtEA
BEREH TR QoS w2,

DCRS-5650(Config)#mls qos
DCRS-5650(Config)#

2. A, BAEEXIESEMS QOS |, FTAE&EE—NMEFA ftp_acl B9 ACL,

DCRS-5650(Config)# firewall enable

DCRS-5650(Config)# ip access-list extended ftp_acl
DCRS-5650(Config-IP-Ext-Nacl-ftp_acl)# permit tcp any-source
any-destination d-port 21

DCRS-5650(Config-IP-Ext-Nacl-ftp_acl)# deny ip any-source any-destination
DCRS-5650(Config-IP-Ext-Nacl-ftp_acl)# exit

DCRS-5650(Config)#

3. BEp¥EKR(classmap ) BIZ— MM | aTLARRER ACL ,VLANID ,IP Precedent ,
DSCP k532 , Ashy)l|H{ERRIEEIFAY ACL kDK,

DCRS-5650(Config)#class-map ftp_class

DCRS-5650(Config-ClassMap)#match access-group ftp_acl
DCRS-5650(Config-ClassMap)#exit
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DCRS-5650(Config)#

. ECERIEE (policymap ) : B —RIEER , JLRIBMNAYS SERNBH T ESIRE] |
IR ZIRE.

DCRS-5650(Config)#policy-map qos_ftp
DCRS-5650(Config-PolicyMap)#class ftp_class
DCRS-5650(Config-Policy-Class)# police 1000 1000 exceed-action drop
DCRS-5650
DCRS-5650(Config-PolicyMap)#exit
DCRS-5650(Config)#

(
(Config-Policy-Class)#exit
(
(

. B QoS NAZRN : EEEimHANSEHERL , SEHERE. RIEREHEEIEART
im0, A EROERL,

DCRS-5650(Config)#interface ethernet 0/0/1

DCRS-5650(Config-Ethernet0/0/6)#service-policy input qos_ftp

DCRS-5650(Config-Ethernet0/0/6)#exit

DCRS-5650(Config)#

IENFESE -
£ FTP server imhl & 4K/ 14M B9S2 |
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DCFOS-2_0R4 E¥

I
|| |DCFOS-2. 0R4

TIrikSER:  oRe Irig

FAS:  FEOERER | B |
7= D:hftp
A 14.4 ME (15, 176,872 3

HFHTEE:  14.4 MB (15,179,776 F£5)

fEERtE: eonaE4BeH, 10:23:58
fECNEf(E: zo0ssET Hesl, 23:13:00
thislEdiE: eonaEE4HeH, 14:07:59

Bt OEEE Oeeo

[ m= || B || EFAw
fFEimORA QOS REERIEMERE Fim NkE—3{4FTATE , EIIERIEFRIY

FEX

IEfES & ' DCFOsS-2. ORY
3] R

Bl 2 A9

S : 5,
SZELUERSHT , Bl) T RIS EIRSE AN FEFRRIS U TAME
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Qi FEH, AR ACL TR T 1) DCSP sLjiti

192. 168. 10. 2 HIE 4 £ M
i 1 1 FENF B4

@M 9 Jii A HI, %I QOS MiE
R EIE

ORYE service-policy H)Fa7~, HEXMHRE,
1 gos_acl ] permit T, FrLA%%n class qos_class [
police AbF,

. FEEAHEE

1, KR OHREXRA QoS , BEIRE 8 £AXIT , A 1 AL ENEIES
HEIo Bl —LEEAYEHIRS ( BPDU & ),

2. EfFE£3 QoS 5 | AT limOFIF QoS IhakE , IRE 8 KA&AIXF. imORY
TRE CoS {9 0 ;imM79 not Trusted ( AMEE ) RZ ; REMSTHRITIRT weights
Efoxm1,2,3,4,5,6,7,8, FiBHI QoS Map #BRAEMR&EE.

3. CoS{E 7 BAMSIZIRSMTREAT 8 , BHRRBLFEAMUIRSER , EIXAF
FEREEKEE COS {8 7 2T 8 FIMETXR |, imOAIHE CoS BEBEEHEATRE
A7,

4, BHRIERBERSFPEIIAO , WHORZE.

By — -
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Bk SNAT &

—. EHIRE
1) pxERElE
(2) FEMAZEN N &
Q) MLt n &K
@ PCHlne

—. SEaEREh

X 2% ¥

Y
BB 192.168.1.0/24 w

=. SIeESK
FeERHXIEEARM 192.168.1.0/24 MEZATLAAE internet

$— : iEEO

ESCEIS RN eth0 EOMEHE 192.168.1.1 EHREIFKEREHTEOANES
1Ed Webui ERBIKIERE

CHBHE 5 hittps:ff192.168. 1.1 v 8- gooBa-mE-8 ;=7
DCFOS Web Man...|

a0 ~

- & rrss /

| Digital China
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i mRsE i

| =5 I

iBS 3 i
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i
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$

WMARERFE admin , 218 admin FREER , BE/MNIZOMIE
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R e RN =R %4

e ES FitE - B0 - BAEE - @i WO AR DA OB IP
Bt #HARE SERE RP
s =
R AR ethernetd/
a2k © E=RaaT T E_EEas O RMEZes
i PR el
‘i untrust
2O
= @ #\EP
B2 IP/FIEEHERD <222 1.1.2 1|24 :>
Qos o EEP
MAT = HAE ORE B2 | IP/FIEEHERD (CeRIPHRtE1) 0000 1|0 (ATE)
ALG B \pmeaied (CoPHE2)0.0.0.0 /[0 (ATi)
. O MDHCPIR4823%81P [ SetRoute
DDNS O MWPPPOEFRZIP = [ setRoute
DHCP = [FTelnet [ ssH [l Ping
PPPOE = OutTe [FHTTPS [ snmp
Tii“lfh e [ =A T

RO Ryt FERRE 192.168.1.1

E2H% : RINERH

AINZEISNIRIERE RS |, £ B RIBSH PRI HSE
NI —2RHbiE

XL T PRI ] LA ROt i) LS

5 S5T & Figs - Rct > BAteen - A %0.0.0.0, B k¥&<xE BRI
o EHELEE g frust-ir v
- &P 0.0.0.0
e TR 0

#0

222111

el ek (O] zE \

P (40O | ethemet0io M

» BEBa frE 1025

- ::EE? B EARIE 1 {1~255)
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SE=4F : iRh0 SNAT SRHig
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HE R AR D

i R FlEE = NAT = JBNAT = 3R

i RE
o iEthht any -

i I wED & [ sthamstdit v >
s [k 74 ) T NAT

#0

i ComE | B

gz
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e AR 7 1] Internet i 4%
> UENATZ R H Iz Dip

> ERINAT

BME : RME LR

FERe/RET |, ERFRLEEMBNR G | FERE

=g - g =PI

EE M |tust v| BmEeH untust v
HH |20 ~J\m

X SR PR A B IS TR 2 B B R
E Il R B B AT S R

= - W - IR

5 e

FHES - HEBE (id=11)

s PO R el trust

iy iE e Any ~

e ki) HEZE=a untrust
b= H ittt Any ~
TR EAF B Any ~
ZEANEGTE B [Al 7% 4
IP-MAC i P 3
= iFEEEH]
Pl i (AT (1~200)FFF
IM Profile TE

KF SNAT | B RBEEE T —FZAM ARSI EIINN O RS THI— RIS R A LARIE
RIBEEHIRIEIFMA.
NREFEXNTREHFEZMNEMEBSHIREERALURESRIESH TRE
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5555%%
o EERE
o BERAR
- A RAED
| IP-MAC
| 2R
| IPHEEE

= IM Profile

x HTTP Profile
| Profilet8
URLiTiE

VPN -

0 == b

~ [T WE AR B

BN AP L

HBE(id=12)
EEEH st - wINEA Bl
Eedl [ [ b -
EfZea ‘_umrust
El § et T Ed : )
Bt | L2 Y ERN T
2 [ny = w48
BE [Any )
BRI \ | (=t \
f0 [ ¥
s DL st ]
A (ATiE) | |(1~200=m ) !
aE X G LARR ] 2%
= : i TRMEAAE A
oSt \ |1-16) by
‘ I B 2K
CIProfilef E |
HE [ [aizrm Oeawms®
A

BAKiE DNAT &

—. IR
1) ppxERE 1 &
(2) Console & 1 %
(3) MI&LE n 5%
(4) MBI N &

G)PCHnE , RSB\ E

—. SCERRFH

- -

=. EOER

1. fERSMNEIP S9N FTP Server & WEB ServerB ffimBRES , FeiFsMRIFFIE]

Eth0/0 192.168.1.91

Eth0/1 218.240.143.221

thni1

Internet

Eth0/2 192.168.10.1

C+hNi2-109 120 1N 1124

iZ Server {9 FTP #1 WEB g% , H& Web RS XI9MtsTAYi% 9 TCP8000,
2. FHMAFEEZGR WEB ServerB(BlEE S IP 15iA] ),

275




3. {FESE IP 218.240.143.220 3 Web ServerA i IP BREY , SOIFPIYMNN BT Z
Server i§ Web if(a),

M, SEIEPIR

Ek— .

B

1, REM

s R

RS

i (o)L

M0 IP AAM FTP Server 52 WEB ServerB {#iix iR
SR AIFIMNAERIGEZ Server B4 FTP §1 WEB jRSS , H
R Web BRSSX34MRETRYERO Y9 TCP8000,

[i=1:3- MR |3

B ES/MIEE IR ERSS SRt

HE = iR -

BEriE
=t ftp_webA_server (1~31E/
B s ¥ (o= EHEBET)
A5 FH 1P i 57 4 15
== i X Trust < 5
EEzmeH i) servertiihi:
wxBLE
®IPrzfR 192.168.1.10 (1P) a2 (FIERHERD)
Oxfma CEHLETRI(1-63F
O IPsEE (RRIEIPHELE) (5% | EIPHAAE)
Othibig ipv4.ethernet0/n v
—HE [ W

2, RERSE  PXEH BF—EIE MRS | (BERMNRHNFTEAIRSETVE XL HA
BEN , FEENS/KSEPFIEX
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W - REW - BEY - HE BATE W 3 1y
% ERISEAmI = 3o
Sl A, UL REE
fR% &%k tcp2000 (1~31 )R /M B A]
b (T~205FF 1
5 dmlio
Hril ®TcP OupP [@]lel1 OxE
HiHma BME (3000 (0~g5535) EAIE (0~55535)
O BME (0-85535) EAIE (0~55535)
[z 252 TCP/UDP) HTTP [ 9 1tk Ak 5 S i TCP8000 3 111 ¢
B KNHTTPRIF, BT AZE 5 2 5 57
() (1~65535) FASRAUE T, DS LR K 88 01 1%
Uit FUAHT TP 45 {4 H
o
WEmiRT SR
i [oig

B : GUEEEAI NAT

ELE BRI NAT, 5

FIEE = NAT = BBINAT = U

=R
Al |20 v 8W
e
G D "
i A 7=

trust X1 server B&T FTP(TCP21)F0 HTTP(TCP80)i

s s ik B4k PO I
EIP. BN B KB40 TP
R, T LA Ak 51 F 5 i e
HOE X W M b xR

[l = NAT = ERINAT = 378

H el ipv4 etherneto/1 ipv4.ethernet0/1 . %X § %R N
Ethn/1 52 111D AR A I R 55 38 1 S B
Loy FTP k5
BRE B fihik ftp_webB_server
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BRA E fhh ftp_webE_server v webB ServerF 5L fiwebfi 5%
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BIELELHREE , 7oIF untrust X1isFF1518) trust X1 server B9 FTP #1 web [ZF
FFIRSIHPHRATXERITHIZ FTP BRSSH1 TCP8000 BRSS
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IP-MAC E BHhhE
25 B
IPYTIF SIDE
IM Profile pren
HTTP Profile T8 (FTJE)
Profilezd

URLiTiE

H ittty
AT A
BT (10=6) %P,
trust
trust
-
Any I
-
Jhif -
(1~200F7F
LE

278



ER= : [GHESEIP 218.240.143.220 73 Web ServerA {if IP

BRES , fRIFAIMNRIFFITZ Server Y Web ifla,

F—&  REHESTE

1. BERSS23A9LFRIELEFEFE web_serverA k&R

TR = HUIERE - 3R

EHE Y
* EAEE
EFR b A -
F. web_server (1~315%F 5 F P i B T
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. serveriiit
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TE = Wik -
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ZEEVSwitch v ChE=E R A)
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$—4% : EORE

¥ eth6 EOMAZER L1 12-trust
= DCFW-1800(config)# interface ethernet0/6
= DCFW-1800(config-if-eth0/6)# zone 12-trust
¥ eth7 EOKEMR_ELZ 21 [2-untrust

i FEN a FisE > #0 > EAEE - 58 71 eth0/7 4%
- AT
o £ Ett: EAFE SUEE RP
i B
e ;{:J—§_ = @ﬁ‘:’ u ethernetd/7
ZeEizen O g=rz:8 0 2-Exs: TR,
& W;ﬁ FZEMEORE |§@ﬁ W
&L (@= | &m ®
2l

YRR EN _EREEATTARCE IP itk

B2 : BEEREMSZRN (Vswitch )

NFRRBRIREOMEERE | JLSERESSET =S DS FHXIEER ST

= DCFW-1800(config)# interface vswitchifl

= DCFW-1800(config-if-vswl)# zone trust

= DCFW-1800(config-if-vswl)# ip address 192.168.1.254/24

= DCFW-1800(config-if-vswl)# manage ping

= DCFW-1800(config-if-vsw1)# manage https
SAWALIER S EERRER— I MROMER | BzEOSMEPKEE Web T
HITECE

L Flig =0 =&+ = iR

4 RACH RIP
B vewitchif1
freauntis O #ZRBwey © T#HEmed

e trust v
® wxP
IPIFIERHERD 192.168.1.254 1|24
BHEIP

IPACE IPIFIEEHERT (24 IPHILET) ! (RTHE)

EZrifdEORE IPIFISEHERD (CERIPHLLE2) i (ATi%)

O MDHCPHR £8P [ setRoute

- [ Telnet [l ssH [#IPing
[ HTTP [ HTTPS [l srmp

Tk 124rust

[(wx || &A T

=8 BRI

= EMHHEISR

282



HEN
5 R
R

o R

o RkEE

- HiERR

o AAARRERRR
= PKI

4 HF

- e

u AR

o WEmIRT 2R

TEMMEZ A (192.168.1.1 — 192.168.1.100)
TEXMEE B (192.168.1.101 — 192.168.1.200)

[ mswbbxt g 5es |

s R
i RS

iéiﬁéﬁ*\\:;;>
Mk

o IREE

- B[EIRE

o AAATR SRR
= PKI

s BR

« FPE

o AE

BT X R EEA
o0 Be T LA {5 FH 1P
Rl 5 %

o WEHIRTER
i [EE

BT 0 RS
A W B BT BAAE
1P & S

HE -k g |

EFF
BV Switch
ik
REE2H

O IPRER
O EMAER
IP5E
[@F::x:

HE - M - FE |

£

# BV Switch
ik

B3 e 2

CIPRE 5
[OEI.-47]
@ IPFEE
Otk

J& 1 vswitch AH ¢

netA o~

(1~31)5%#F

vswitch v = EHAHEAR)
‘ |(1-255 5
L Menm
FREECE
. m [ )
T cnsmeom
Me218811 P [1921681.100  Jgmitipsmth)
CCM >

IS R 5 e
T I ¥ vswitch A1
Tk

[ |(1~255
[ ~vaw
FRBLE
e [ )
L lensmo-orw
1921581101 [msuipi) 1921681200 |sibiPibat)
CCM b

i

ERAIFWER A ping  WER B RiIEMER B AY WEB fRSS , FEIXEFA 14 ping #1 http
IRSE—MRZH

% S5l
EEN

B
4 fREE
+ TTES
. 4B

- flAkR

o AAARRESR
= PKI

o B

« HPE
Bl =)

= W

HE - RESE -4 -2

$HE

esseves |-siwm

E |

| (1~255y5 7%

MGCP-CA
MGCP-UA
MS-50L
MSN
MSRPC
NBDS
NBNAME
NNTP
NTP
POCO
POP3
PPLIve
FFTP
0.931
aa
RADIUS

>

e rh e AR AR 550 R AfE
B IR A A

<

TRE [z HeiK

283



FME : GEERSRE

£ 'ge" > "RE PIRET RREE 1 "BNReE 5 R

-

g i

o E L
=R a2 a e | 12-tust v| Hfsee | 12-unfust v
e Bl |20 v
I ik 3% B
5 AR R HEER uRR WA 1t
= X5
g E%%’J;E %ﬁ Ezei 12-trust
e ok %B ! T net_A >
s Hive % 12-untrust
TR ‘ E[:RE S net_B
EHLEEE B e
IP-MAC Bt M7= -
Ee T4 st JEFE BEATT
IPYTIE e 151 [ B B i
A (AT ik
IM Profile AT EZOSE
HTTP Profile il

PrKIERSRIVECE

—. LWiRE
1) BBXERE1E
(2) Console & 1 &
(3) MK 2 5
@4 PCH1&E

—. IeAF

eth0:192.168.1.1/24

C+hNiN-109% 120 1 01/

Vswitch1:218.240.143.218/24

C+hN/1:210 214N 1142 99119

Internet

=. SEREN
1. ¥ eth0 DIgERLIEHEED | ethl 1 eth2 IRBR RN, FHEE Vswitch 20 ;
2, REVR NAT 5Hg ;

284



3. RKEBERERM

Pu. sCIIR

$—4 1gEEO

1. REAROMEIE , IRE eth0 OZAK O 192.168.1.1/24

EFR ethemet0/0
FEHEEE ® wzEeses O goBwan O TeiEses
Enct:) trust v
© gxP
IPFEHERD 192.168.1.1 1|24
E2P 0.0.0.0
. IPREE IPFISEHERS (ZZHIPHIRE) 0.0.0.0 /o Alik)
R IPFISEHERS (Z2IPHIAE2) 0.0.0.0 /0 AT
O JDHCPIRE B3P [ setRoute
O MPPPOEFEEIP v [ setRoute
- [“I Telnet [¥lssH [¥]Ping
B
HTTFP HTTPS SNMP
= Joiz] Hig

2. ZEINNO , eth6 iEREIMNN |, 15 eth IREK_BEZR S 12-untrust
gk HHEEE RIP

¥R ethernet0/fs
TR O #m=Baes @ #oRes O ToEZest
SRS \Eéﬁ |2-untrust [+

[ wx | ®A | _#E |
3. RERSH/EN , 5 eth? QIRERY 12-dmz REH, , EEIRSEE.

#E BdkE RIP

EER ethernetd/7
e O g=Raes @ smopwes O T8Emes)
SeEiEOmRS |Eiﬁ 2-dmz v

[(®m= | &AW | mE |

—% : ficE Vswitch 0

HT-ELZ£EZOARRERI , FEBINEEMFEOL | ZMNFZORA
Vswitch

285



EEE S8RE RIP
B vswitchifl
TR © gE@es O TuEies

e untrust v
© P
IPIFIEEHERS 212.240.143.218 j|24
BEEP

IPEIE .

T4 AEORRE IPIFIEEHERS (Z2RIPHAE) i (ATHE)

IFIFIERHERY (ZERIPHIAE2) i (RIIE)
O MDHCPIRE SBEREIP [[]setRoute

= ¥ Telnet [#]ssH [“IPing

=)
HTTP HTTPS SNMP

TRE FEH il

=4 : 188 SNAT 5RHig

S RMET AU B A FERS K i HIRETR NAT , IR PC 7EAIASNRETS , #iRENEMN
Vswitch O HARVEIR G ARSI | FEiRtii)y Vswitch Ot

FIEE = NAT = JENAT = R

Bk Any v
HiEQ vswitchifl |+
A% O FENAT
@ NATHEOIP)

((®m= [ & ]

S : RINEEE

ZRE—FEINNRIRERE , WRANEG=EANEEEECE N MBS,

iR HE rustr v
l:alls 0.0.0.0
FRHER 0
gk (&) F2e [218.240.143.1
O#En | ethemetdn » ik
e 1 (1~255)
BERiE 1 (1~255)

L [

Sh¥ : iREMiE

ERITRERBE | H IR EE AN AEURIRS HTHIT  TEXEETE RS R
AL, TERUEIEERT , NRECIZRIRS SRR ip , A IP RSTURIIE | FBfE
B—EE532{u

286



TR - HERE - #E
HREEE
ot Web_ser (1~31)FH/F
g (1~255)5F %
KRR v |ErHE)
MRECE
@ IPEER 218.240.143.217 (IF) 32 (FIEEHER) (S HBACRHER)
O=fR (FEALAETR)1~E3FFF
QO IPFEE (2fEIPHbE) (&1 EIPHEE)
O Hutt 11111 v
R

B BT

BUTRIGHT | BSBRIERMEETSHIAZIINY. MIZBITRMOfMEZEEHE Vswitch %
CFfELEERI%ERE , MiZEMN trust 2 untrust

e
FE B
E[=nkesan
=0 B gkt
FNiR S
BE
SR e
114
T (ATIE)
O costras

[ Profiless

BE

trust
HERERE R Any
untrust
HIERERY T Any
Any

Any

fLiF

123

[ smetE4E

HlE(id=8)

b

O aiasrn

(12485

(1~1024)

Claims®

BIMNEERIEIN M BERE ] Web_server , iZARSFZFAIM KU E /9 ISP WX

218.240.143.1

BEEMIT_EREZaINTEREE , RZERIT 12-untrust £ 12-dmz ZREE

BAkiE DHCP &

—. LWiRF
1) xEmRElE
(2) Console & 1 &
(3) MLREL 2 5%
@PCHLLE

—. SCERRF

287



P28 4 4

GW: 222.1.1.1

iR
7 ) 2 15%.17;8“1.0!24 w
=. SCIEK
1. ERAKFBFEEEBRNFRENE IP kAR DNS ;
2. ERAMFFFEEE IP titEReE RS89 MY

Pu. sCIRIR

$—i : 188 DHCP itthtith

BScElE DHCP RiscZEEZE— Mtk , BRIZ PC SREUEUERT MR RIREN 1P,
T EREFHETR. MICEE. WX, MRS EE R ERERR.

B FE
O BT pool
;iﬂ EXEEE
& 192.168.1.10
Q0S LSS FErEIPHIE
el s PHE |192.168.1.150
ALG [k 192.168.1.1
DNS Pl HERD, 255.255.255.0
DDNS
) 100000 # (300~1048575)
.t [ ®E [ BE

FHMIRFEAR PC BapFREY DNS #itaiE | FEAERE Mztibt , EERiREFE
5 DNS tthik

288



Bt £ afkE B RSB PNACSHE

AT
ithEFE pool
(S
BahiiE Null »
218.240.250101
ONS DS
OS2
- WINS1
WINS2
bk
SMTPiR22 0.0.00
POPHR4-88 0.0.0.0
3 [EIAR 5538 0.0.0.0
kIR 1 IPAERD i
2 IPHERD i
ek RIE3 IPHERD i
WE HRiH

S : 188 DHCP [R5

EM4R/DHCP/RRSSH iR E A DHCP HIRRSS O, %R 672A DHCP RS S8 BENAT

&0 DHCP
e #O ethernetD/0

&
Q05 IR#831

NAT " ) DHCPohgstt38 IB&8e2
g;‘; LS

DDNS &) DHCPIRE 2 Hitkith | pool v

. Mtk BRE HIiH

B=8 . Wik

Ik PC R EZIREX 1P #thiERY7SUSEREY IP el ATLAEE] PC ELIRENZ] 192.168.1.66
A9 ip #EHERIK/ 192.168.1.1 , DNS #EiEE 218.240.250.101

289



Default Gateway

Ethernet adapter ﬁii

Connection—specific DNE Suffix
Description
[Ethernet Controller

Physical Address. . . . . . . . .

Dhcp Enabled
Autoconfiguration Enabled
IP Address. . . . . . .
Subnet Mask

Default Gateway

DHCP Server

DNS Servers

Lease Obtained

Lease Expires . . . . . . . . . .

Ethernet adapter _-T-:'t ﬁ EH

Media State
Description

Physical Address. . . . . . . . .

: Marvell Yukon 8BE8B56 PCI-E Gigabit

: BB-1E-8C-56-FD-34

-168.1.66
.255.255.8
-168.1.1
168.1.1
-248.250.161

: 20@894F8 §14H 18:26:28
: 20094F8 A15H 22:13:08

: Media disconnected
: Digital China Uirtual Network Adapte

: BB-FF-6D-62-AE-81

BEES

B EE URL 1B S

—. LR
(1) PxiEEE 1
Q) BERH N &
() Ptk n 5
4 PCHln&

=, B

424 4 41

Zone: trust

P g 192.168.1.0/24

=. LRER
1. PREAMAEFIE baidu BT

P, SCERPER

Eth0: 192.168.1.1/24

GW: 2221.1.1

Eth1: 222.1.1.2/24
Zone: untrust

55— : 8l http profile , B URL iZiEIhgE

ELRL/HTTP Profile dhgniE— http profile , %R/ http-profile , & URL iTiEiRE K

BRRS REHERIA.

290



P

Profiless
URLIZE

frprotiel

» 3

» 3%

8=

» URLH iE

Profile& R

BAT( hat)
COME com)
EXE( exe)
MEILmsi)
PIFE.pify
SCR(.sch

Active:
Java Applet

URLE

[ hitp-profile

| [

i v
i v
R v
I v
R v
I v

R v
FEEF

BRA «

: BIEE profile 4 , &M http-profile

H3E

IM-profile{Behavior)

&< /Profile BFiE— 179 "URL 1T

defauli_caontentfilter_profile{CniFilter)

1 ~31FF
|
THE 5] HiE

IIAZIZ profile B EE

B=F

: 8B URL S

i

28" BY profile 48 HiEZBIGIEEEFAY http profile

EZR</URL iZigH , iRE URL TIEMN , SERGPERFL(IRZRENR) baidu BT, 3

fi1ERE 58 URL N www.baidu.com

Bp=]

'\\\Elﬁnn'{%

291

LRNINE T RREBSIZRT, RtilE




P

PSS

(5 URLzzEs [EE FA
|S4HUR TR
@ =z
URL: i
L\nw\pw.baidu.com I HHER
© ase
© xeTriE

FE . ERZLRIEPSIA profile E

FELZE/REP HYANEIINIRIZEREE 51/ URL ILIERT profile H

292




s FE (id=1)
il bl S trust
5 A LA Any ~
FaE-4 [El:pic=e 3o untrust
R S A Any |
FIRS Any v
AR Any v
X 7101 = O S Er=s
s st - e
o I i
LB : z
IP-MAC HEEANE) (1~24B)FHF
SiEEH __
P I FaT=r e (1~1024)
fTAProfile E::B x
= &5 5
HTTE Profig iz A it
Profilezh e g
|z | trust v HiEze s | untrust MIEE
Al |20 v 8|
Motrust 3| untrust EhiT | B v B ]
iz In] B, iEHiAE B Aotttk 553 i i
1 Any Any Any Any & (v}

Bh : MixtasiE

@ http:/fwew. baidu. com

Access Denied

Your organization's Internet use policy restricts access to this web page at this time

Please contact your netwark administrator.

Vi [ g 4R 4
EEREA S ETIRNOL M. FSREEBRER.

N EERNMEFEA baidu BTARMERIRRAIIELS,

B KIEM TR EECE

—. LIiRE

(1) pXiERE L &
(2) BEMAZEL N &
(3) M/ n 5

@) PCHln&

. SCERRFD

293




P28 4 4

=. EREK
1, SPENEROMIT , R Z—RE—REA ERUERETH |, MEZMIE e, R
YFRFIIE

Pu. sCIRIR

$g—5% . &N

7
L

S 3)

FERE/RETIE/ZE5F SlE— 2 test BISHI R EAINRNA]

i Em

frpProfie

HTTP Profilg
Profilezl
URLE#E o f)

. % )

o HRIA
-+ Profile

el

(1 ~31 R
a=n HIiE
251 =13
default_categary @
#81 (1~ 1R
& i

ZE3 ERtH
default_categary @

test i

=¥ BERURNXBEFHRERMNE

TELRe/RAEIR/RXEFF , REBTRAIXEFTH "BRE" | REZXEFERNZE
BUERRY test KB, FHREMRNAYSHE . FfIEARIAR 100

294



i RE ST EEE (1~31)FR
i AR ZER e SR it BRI R R B TR LD

: it 23 v
: fEtEE (1-65538 BRLM 00)

R A ME PR R i L S R TR SR A A

i Hin [E]

BEENERREERTY 58 R e £
T AP rofile
HTTP Profile

] Bl I [Ei;] I

Profilegd A (20 v|ER

URLiTE =@T o] 3 {EitiE
kg simple test 100

s REF

- HERIE
<+ Profile

= : QIERAIAE , FNRBIRRHREERE

TERL/ABILIE/EANES QIR EFIEZ "test KFIA"  EZRTBIEIFAT test
KANMENZES |, FARERNNERE  LEPHANERRABEL S —IREKERXETH

TR, EHEEANRENERERNTFTEEEL , TRRPHAITLAERROARY
100

i EW 2310 (=) 0 -31yER
%3
R #&n HIiH
H 24 ZERI4E e
default_category_araup W @
B
RS ZERIH-ER tesEERME
e =4l he
IP-MAC 34 2 A
SARIER ERE 100 (1~65535 2410100
P
T 34Profile = i
HTTP Profile
Profiles 2ERIHE TR tesBERIRE
URLiTE 231 default_category v
iTH B4 b
v ARF e 100 (1 ~65535 BHIA100)
5 HER T T
54
=+ Profile 23 T ERE HIE
test i) 100 Z @

BIE - SIEASEIE Profile , FiRINHI4H

rZe/WELIE/Profile &, BIE—1NEH "WEILIE profole” B9 profile , #E#ZFEEF4HE
A “test EBIE" FmEFRIN, TLUEZR “test EBIH" BLIHNNZNZ profile F,

295




TTAProfile

HTTP Profil

IPHEiE
ProfilesA
URLiEE

b £

ZE5E
Profile

-
=
5
-

{:5=3 hitp v

el tesEERIE b

0 i
& it 2R B tE
default_contentfilter_profile hitp default_category_group [ﬁ @
Mg prafile hitp tesEERIAH Z 1

FEhT eliE— profile H ,IBASILIE profile IIAZiZ profile

EZR%/Profile B BIE—A™ profile HE A "WEIIE profile B , FHERNAILIE profile

INANEZ B+ mEHaERI A,

i

T

P

SProfil

HTTP P

URLiTE
P

B

Iﬁﬂﬁﬁiﬁpmﬂleiﬂ I (1-31FFF

IM-profile{Behavior
hitp-profile(HTTF)

default_contentfilter_profile{CntFilter)

Al w
| w

[

HiH

BE . EREEPSIA profile 4

FERe/REET | FIANEIINYRZ 2RSS | RESERIREITIR profile A , REHHE
RAA],

296




ES S oo S (id=1)
B2 FrhniBHLAE HHERERR: Any v|[ BT
#HE Btz untrust
FFINE RoHEtE MR Any v
R FhnbR=: Any “ Z9-
1= Anty ~
FIEER | s v EZ
i1 ST v
REATIE) (-4
HE
Pl [ aostzas [1~1024
35Profile REME profledd v
HTTP Profile B= [ s 164 [ &EFE [ eifs®
Profilegd s T
|z | trust v HiEze s | untrust MIEE
Al |20 v 8|
M trust 3] untrust BT 1R v SEAM|
iz In] BeE e H EoHiht k=3 Lz T
1 Any Any Any Any & (v}

Et¥ : BIEM

£ www.baidu.com BEEHBAEKERETERERRT—TRE EABAIEHRRIME
BT —RE—RUAERIERETH | FTLAREELIEEIZM T,

HitE (07 | 4] nttp: #fwww. bai du. com/ 57w d=%BB¥CERCT EFRCAREA

EEEESHAT LA FEATERBIE A, HEERE AR
= el = o

d i Bl S RIsEE A , idaE T . ARiE 2l
:% EEAE .7
i_.)

H e

o B [ RIEEHE . BHERER.

297



—aF3, maillg, =S,
TUSREIHT, BAEREEAE!



